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ABSTRACT

The objective of this paper is to propose the methodology for automated generation of the optimal security defense strategies using .
evolutionary techniques. As damages by penetration exploiting vulnerability in computer systems and networks are increasing, security
techniques have been researched actively. However it is difficult to generate optimal defense strategies because it needs to consider various
situations on network environment according to countermeasures. Thus we have adopted a genetic algorithm in order to generate an optimal
defense strategy as combination of countermeasures. We have represented gene information with countermeasures. And by using simulation
technique, we have evaluated fitness through evaluating the vulnerability of system having applied various countermeasures. Finally, we have
examined the feasibility by experiments on the system implemented by proposed method.
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Table. 1 Base metrics

Local) 0.395
Aldjacent 3
A Vi \" . N
ccess Vector | A Network) 0.646 2oy
Network) 1.0
H(igh) 0.35
Access ac | edlgh ) 061 3
Complexity um, - BEAT
L{ow) 071
— 0 M(l.lltlple) 0.45 gz
uthentication S(ingle) 0.56 Paon
N(one) 0.704
Confidentiali N(one) 0.0 Ao
fiaiity ) THIY
fmpact C P(artial) 0275 A
Clomplete) 0.660
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N(one) 00 2498
Integrity Impact | I Plartial) | 0275 °1E,_ g}f i
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C(omplete) 0.660
N{one) 0.0 - .
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Availability Impact] A P(artial) 0.275 Py
o
Clomplete) 0.660
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Table. 2 Base scoring

BaseScore = round_to_1_decimal{{(0.6xImpact)+
(0.4xExploitability)- I.S)Xf(Impact))
2374, Impact = 10.41x(1-(1-ConfImpact)
(1-Integimpact)*(1-Availlmpact)),
Exploitability = 20xAccessVectorx
AccessComplexity x Authentication,
Impact = 0 °|'H f(lmpact) = 0,
a8 %09 fimpact) = 1.176
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Table. 3 Example of analysis on commands of attack
scenario using base metrics

-&OH

ol

telnet AVIN/ACM/AUN/CN/IP/AP
login AVIN/ACH/AU:SS/CN/IP/ AP
chmod AV:N/ACH/AUS/C.C/INJAN
export AV:N/ACLL/AUS/CP/I.C/AN
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Table. 4 Example of base scoring on telnet

telnet : AV:NJAC:M/AU:N/C:N/I.P/A:P

AVIN(LO) AC:M(0.61) AU:N(0.704)
CIN(0.0)  LP0275)  AP(0.27%)

BaseScore = ((0.6%10.41x(1-(1-0)%(1-0.275) -
(1-0.275)) + (0.4x20%1x0.61%0.704)-
1.5)x1.176

= (2.962946+3.43552-1.5)%1.176
= 5.760596
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