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Cloud Computing in the Vulnerability Analysis for
Personal Information Security

Jae Hoon Sun** - Kuinam J. Kim***

ABSTRACT

Cloud computing is defined as numerous concepts by research institutions and scholars. However,
due to the present business trend in the IT sector, emphasizing on cost and efficiency, cloud
computing has been defined as a form of computing which can provide extendable mass storage
components in the virtual environment.

As a result, security issues have been arising due to the variety of cloud computing services
provided by the industries.

This paper aims to analyze the weaknesses such as security techniques and inquiries, and personal
information protection required for various cloud computing services.
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4>

2:20104 11€ 17<; sYehd 2010 128 17

AT 7% 71eMEArd o AP A (A 5 A10101110)1 98 T A F Y o
7714k 7] H.ek e o] 3]

WA AR}, A7 g Ak ®ersha



78 FE - 2ot =EX| M10¥ M4=(2010.12)

1. M &

22 IT oplA 1§}

.
=z Edse] ReEu g 2o A

FYe BA, g5 o de
2 Aolso] govt, g 5@ el 495
el BN AZE 5 A= AFY @

°
PR Ao =3 UrHIL

o}r}E(Amazon) 2] AWS(Amazon Web Service),
EC2(Elastic Compute Cloud), S3(Simple Storage
Service)tt -2 (Google)2] Apps 5ol ololA, 3
o)l = Microsoft, IBM, HP, Oracle ¢ IT ##
224 71 Eo] Fodsta AUrH2L

wg e AFE AH2=E 93] Software
as a Service(SaaS), Platform as a Service(PaaS),
Infrastructureas a Service(IaaS) 5 T3 JH)
o] Fte-= AFE AHlE Bd I AFEo &

o] S5 A SIHH3].

SaaS(Software as a Service)
- SESWE MHIAZ X 3(7| 2-8/71 218 SW)

PaaS(Platform as a Service)
-SW et A S MH[AZ HS (A0 S)

IaaS(Infrastructure as a Service)
- ZAEE A|AE HW XH2I(CPU, DISK &)

(23 1) 242E HAFE MEA A 2E

g, 71Ee] AT el FEeE AR
Aoz w2 A 73} FHolrie WA He W
olgrEe] dom, 1L F P dEAY Blo] B
(security) A= 2+ 7]1¢) E

=
AN $44 meAgoz getn ekl

Ut 12 o

Q: Rate the challenges/issues ascribed to the ‘cloud’/on-demand model

(1sact sgrificant Severy sigaficart

Sacurity '
Porformance
Avasabliny
Hard to integrate aith in-house IT
ot encugn atisty to customize |

Worrled on-demand will cost more

Bringing back IN-house may de difMcult
Rogulatory requirsanents prohitit cloud

1 |
Not enough major suppliers yet *“

" we 0% n o 8% 0w Jon %
% responding 4 or §

Seuce DC Erdeproe Panst Augast 2008 1=24¢

(T2 2) E24RE MH|AE 9/ siZntA|

Zehes ARY st delHE R
e MEe] AU FYstn vt JuE v
ol ¥ Moz doleg

el s Aun webgol Fopdt ol U

)
e
=
s
s
t
rir
=
rO
I

it

Zefu, Z1gielt AQle] wiE delH e v
AHGAQ AolARS FEr)sof st AaaAla
g&)e FaIst 27 w2 7|7, A
w) 719 el Qe Zetolmal Zue]

= LA Sl EAFT

R
ol >

>
g2

| 2

N
iy
o]
40
Iy
oy
3K
om
T
re
o}
>
E
M)

Sl
9139l

>
N
== e
ﬂl\m ;u
do o
il
L)
o
[
ot

&
S
N
S

B o2
N
ity

o
>
o
1o
3
et
o
o
>
ko
-
i,
32
i
=

ol
ol
=

oy ot rlo o%
fo
N

HE o

e

>
R A
ol
X,
5
i,
ro,
olN
oj
1o,
i
o
2
rO
N,
iy
|t
tlo
rir o
fo x

ot
il
o
4 |d

-

2.1 71241} HOIE 253

7N

ro

o 714e] Heolgel g 712 (privacy)



Cloud Computing?| 7i¢!l MHE Hotg ffst F*d EM 79

B3 E 9axe= g3 3Hencryption) 7]&°] A&
wojof gt} 53] Feht= AFHAAE Aul=
of 5478, & tolH e gmstA] A Al=d
o] 7484 #AAE diddllor s, 78 FAE
el gk Aeg ket o] gojof sk, dE &
o] DESY AESSt £ 2% s dagss o
Aate] 2EF te s Abgste WU 55 A
&g Utk

L3 4ost 5 Bt 7lee] AEA HFE A
o B FoiHEe] A Hob AbaA] dlidE =

=3 el M= v AREAR] HolE 7
wEEHEE JASdHd VleEd 4% g vied
|

Aol HgHQl Algo)t
He AlolE W MH 25 gl MR AT
Single-Sign On(SSO) FH| 9] 1% 7], XML 7]

woz Abg WS Alojehy] A% Zeleie)=)

AEH o g Aol oldl HAAAY 7]
5 B89 5 AAAW, AWSS] A FA
Aopgo] WA A Bal, 53 ¢ 79 oy

=
mory protection)Z $]% sandboxing 5 ¥ A
T7F M=o gk

2.3 HOIE9| &Y

= oAn el waEE WAAe] g TAY 7
A sElo] I B4 7]18ATHS.

g Aol 744 A% ol ASHAE MDS
o} SHA®] #1okdo] WrIs A ur} Zshs uek

AH| o] Febolul diojEle] &S 9] 93
AME AFRAl A2 AE&E F Qle 1 7hA
(fault tolerance) % H®°o]E HT-(recovery) 71l
g A7t ule- Fesith 9 Aus S
9 glolg o] A% EAo] WMAG AlEEe o]
g WAYUSES] AUE A &S il

T s 2AES BolE g & 5 A

o

B?= HAFEL 7| BHoz YESAE 7|
| Wl 7]Ee WEHA Hobs
4859 IDS, IPS, W38 [Psec 9 VPN%

o] Hel7|&S E8F02 HEof gt
AT AR 2=7E ) Qe H o] 226l A
AHE2Ee] 8ol whEl ApdS dHele WleR
Dos, DDos, DRDos 54025 H AFEE + ¢l
T #Fo2 Pvedd disk A 9 httpsell gk
AT T AdEa Yo7l

3. Cloud Computing QAL A

o2l 7+F He 22 V|EE 8% dF
Wy glom Hgsta i FEE AFY A
25 AEAR A Aol Eatekal, ol
o] <¥E 1>9] 7+E Abal AbE|9} 7o) o] 2o, 7]
=4 A Heol A4 ez it e
Atago] WASle] ko 7hE Alal AES 5



H71 <14l

g

Z

= 7A

[

<3

b o

[

G

3L

2ee= AFY AN 2E o) g
o

A8 2~ A

3}

ks)

L

L

A
of

(2010.12)

=z

whedo] AF e

]

7

o

"

k)
el

_CH

=

=

c 2ot =X M10d M4
WA

1E15
=

e

80
skel A
CHS].

[

=

g AMH|A Eob AFLL AL

O

4

EETA

[¢)

1, An 2 A
(BE RS

o] ARAA mEE =

°

~

Axpe] weksl ol
=1

oL

[¢)

A 7}

4

A fo. ageg, e g4, =

=

=

S

Eal

]

il

RE AMu|2 AFA A AlF
PR

i, | dobrb Mujs
Aok 7AQ

3 AfH]

S

AFaL

ofufEAL AWS S3 AH] 2~ Fuk ALaL
T-2AF Docs 9 ©lolE f&

obukEAL AWS S3 AlH]

Cabonite A}9]
H 95 &4

2008 24
2008 74
20081 9¢¥

2008

4. Cloud Computing gtA0A2l 49!

Aulzel F@ sk

s

3|

5o

[e)

el o

W

ﬂc-o
HE
TR

]

i

sl Al
tofok

S

=4

Z &
-
AHg

=
=

o

=

E

==

o

]

RS

7HQlel FR
o

p

T

A

A=A
Hetgol Aled

)

ek

L&

A= 3

3]

BouEAARyHY A%e Egetm e o)

W, 58] A9 15 o
9 ALEOE NG o 7hA 4

4ol w

ﬁo
2
‘mmo
HE

TR

il

i

ol

o

=

=

Pele] ek
eolQiEe] [P

=

Zhell wheh Bt}

=

[}

[e]

L
L

=

o}
Pt

ful

2>l e} 2ol

2nlEF}

3T
ar

L

T

&t

S

[e)

Q2

|

ofele] <

[e]

4.1 22PE HFE MH|An 215

p

ﬁo
i
QO
H

T

o
g



@)
(o]
c
o
)
@]
3
©
S
=
Q
1o
N
=
]
0x
b
H
9_
mjo
do
o
D
2
ikl
AL
1z
(00]

(F 2) 2|2 23t 7ol YEES 7|9

Bet7]Y ol-¢ ®ek 7l& HMAYS

ALg Aol Al fA 3 IP7F ¢
/;lltg = /qax% ﬁx] x%xi/d .xﬂ7].ﬂl—tﬂ

Ag 7)ol 719 AsA A%

A3, e-mail, WAIAE o] &

Out-of-Band se] OTPSF A3 e

PKI 2 71¥ | /Q17]9 A5 E o]g3le] Hot

4.3 222 dFE Mol HEHS FHoUH

(E 3) ot oIE7|gel oy 24
Bk ok 2 oHd

IP-91x] AR |APEIP e AFEA] Bk 9]3aA,
2y Po] A4 &3 A4 A
PKI 9% |e2e F747)9 Ad7)e] =% ¢
71% 7] B s A Hof

Out-of-Band

client SWe} AR-8/WAFE- PKISE 3H=4]of
Sl E ARG/ HIARE OTP Q1% WAES Wl
A ekaal g

<E 3ol wH, P-4 AR AES T
HRZ|H e ARG EE 9 UEY AN AP TP
defo]l 284 Aol iz &2 [PRRH 5o
o IPE AH7E kA Seke] Hobd 9ol

Ay sk °12U4 L3 [P 3k session Hijac-
king &A gk LA gL

Client SWE ARgsl= PKI Ad5wW2le]l A5
Private key 2} Public key7} =& %ol EZo] Hn}

o P& S F dornE 7] By A

fol

B

>,

>

op

i

(e

Q

i

c

el

=

aul

!

o of
o
L)

{

lo iy

Fostoiof Hebgdo] FA d F Ut the
Client SW& AM&3lA] 8= EZ7]HF PKI <1
WA o] A 171, AEA ! g
5ol MnA obddt o=z deA
Out-of-Band 71% 2] 7%

ol o HU HT Jz w2 okl

(&
§3to] OTPSE AdANE ABsa AT A4
o AR BAL Fato] AFu, e BAPY
2 Abgel gold W, Bl mE ugo
Azt Aol Ae AgsA 4 A9 wory
A _

OTP 259 A%, st=do] gar e ALE31A
& OTP HARES o|n| Ay A Jej= 1t

A Alzdl WA, A= Foll B Fol {FEF e
Al EEHA 34, 7] 27, & 9 ¥4 To=
A3 OTPY /% 2 AW & 34L& Fstoiof
gt st=glo] 9 E AREShE OTP 159
AuRAZ gL de] 5§ ey, 7]
sl == {2 AZro] 2 OTP Het &
dol Atk #A ol st HAEAHoZ 13| R
o] 28 F§ AMula AFgAEe] thFd
Ho g mste] Held &&43kar ), shAIV &
D72 A&3kE WA 3 MITM(Man-In-The-
1 A

< A8ol Zastu10].

o
oX,
o
N
rE
o
b
=
rO
o
s
Lo o

S7IHE 7HEsker g

frel dol=g AAshs 7H Tad sawA,
7hdstel]l whg AQ)ReEAl, el we w7t
A, AGH Gt Al EA S AHEARe] A A =
ARl AJAFETE fr2d & d5S Jvls,



82 FE - Hot =X H10¥ M4=(2010.12)

MJAFRES Zsts 918 kel A% Het <l
Z WA Rto z = Tl Heky, o WA,
do L84 59 AHE BF S @ s Qo
e ASHH &Y W& Auj= 54 Sl
w2} HHE A5 &80 FEE AFH
gol A AelAS RS FEE 5 e F
Aol o)t

T, IPV6 5 59 MEE IT 34 &
292 AFY M2 Boto] mxE J&o] s
AT st} stk

R
[1] Gartner says cloud computing will be as
influential as e-business, 2008. http://ww
w.gartner.com/it/page.jsp?id = 707508.
[2] Asia Pacific End-user Cloud Computing
Survey, IDC, 2009.

M IH =
2000 B71eietn By skt
: (&3Hh
20053 A7|tfen AR B3}
‘ (33H4h

J_'; 20009 7Z7|diskn AR K53}

o

(o] hakap)
20104 #A) A71245171 % 0ok ol 3] o]}

8] A%, Zet9-= AFRE ] A v e
, S AZEYIZE Y, 2008.
[4] Gartner, Assessing the Security Risks of
Cloud Computing, 2008. 6, http://www.gar
tner.com/DisplayDocument?id=685308.
5] o];d/\, “Fot e 7HFE Bob 7]/\” A H
B 5 33]%], 2009.
[6] NIST, Cryptographic hash algorithm com-

a1 AE A

[e] fY

petition, http://csrc.nist.gov/groups/ST/hash
/sha-3/index.html.

[7] jachoon. sun, A Study on the Enhanced
Security Technique of BGP for DRDoS
Attack, ICISA2010, 2010.

[8] Amazon Web Service : Overview of Security
Process, Amazon, 2008.

O] 4d<, &4, “Ea= AFDH AA <
T Au2” AR E 53837 2010.

[10] Malware, Man-in-the-Middile and Other
Online Mischief, Entrust, 2009.

ul AR
Ww 2Row
ME 2Row
ad 47 e




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


