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A Study on Countermeasures to the North Korean

Asymmetric Strategy - ‘Cyber Surprise Attack’

Moon Taek Kwon*

ABSTRACT

Information security is a critical issue for national defense. This paper provides a result of a study
on the countermeasures to the North Korean Asymmetric Strategy—‘Cyber Surprise Attack’. After the
attack on Yeonpyeong island, the North Korea threatened there will be more surprise attack to the
South Korea. Based on the analysis of ‘Stuxnet’ cyber attack to Iran and China, the North Korean
surprise attack may be ‘Stuxnet’ class cyber attack. This paper several strategic countermeasures
in order to overcome the anticipated the North Korean cyber surprise attack.

Key words : Information Security, National Defense, Cyber Attack
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