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Abstract SWF(Shock Wave Flash) file is a format file for vector graphics produced by
Adobe. It is widely used for a variety of contents such as advertising at websites, widgets,
games, education, and videos and it contains various types of data such as sound sources,
script, APl and images. Many SWF files contain URL information on action script for
communication in the network and they can be used as important research data as well as
PC users’” Web Browser history in terms of forensic investigation. And a decompiler for
analyzing SWF files exists by which SWE files can be analysed and URL information can
be verified. However, it takes a long time to verify the URL information on action scripts of
multiple SWE files by the decompiler. In this paper, analysis of URL information on action
scripts and extraction of URL information from multiple SWF files by designing analysis
tools for URL information in SWF files is studied.
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<3t 1> SWF Structure

Header Structure
FWS Ox46 0x57 0x5H3
CWS 0x43 0x57 0x53

Percentage of internet-enabled PCs

Adobe Java

Micoseft  Apple  Adobe  RealOne VG
Flash Player

Windows Quicktime Shockwave Player
Hedia  Player  Player
Player

<% 1> Flash Playver XH&

2. SWF 743 5=t

SWESA 2 PCAHEAPE BEt9-A g §3 Alole
WE Al §) AMAN(web cache)st Al EARZA =z A%
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00000030he 01 OG 44 11 0 00 OO 00 BF 14 63 €5 05 00 00 00 ; ..D.....7%%...
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00000060ks 33 34 30 62 65 32 65 32 66 61 65 62 30 35 85 38 ; 340uelelfashOtes
(0000070h: 65 62 66 66 66 66 65 66 30 62 35 35 6% 31 €5 3 s ebfffifitpstels?
(00000B0R: 85 32 67 64 38 36 34 33 64 32 65 32 65 32 65 32 ; eibdBS4ddlelelel

<2y 2> FWS Structure
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00000030R: 50 A4 17 34 80 CA ED 01 12 25 ¥1 PB 3¢ F6 9oF 95 ; poaff, .-lhen
00D00040h: K2 OA 04 F9 £7 8F BD 63 30 E6 €3 2D 60 18 18 Bk ¢ 2. 8 8e=Fn
6000050 66 36 FF @1 M PO IF PP PG OF FDED ST P CDBR 3 £6 77 e T
000000SCh: FCED FEOF PP DS DFFERE RSP EpBr 7 v er : B0 M % o
PODODDTON: TR PE FDDEBF PP DB W FTMIRR R G PR PG 6F ; (KB B 0 ¢
000000BON: FE PR TE FCSF PP DS PRI I RF PG GF PR CERF; 27 7 2 B

<% 3> CWS Structure
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Web Server

PC Browser
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@ Flash Player )
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SWF Flle

23 Heted H
NEE=

70 Al (Browser Web cache)

SWEY & PCAAM e eh¢A4E S 4 A 2
&l ~E g (History) AEe A SAZZA A4
#v} Internet Explorer 8& A18-3F= Windows XP2)
A A AR A2 “C\Documents and Settings\
<username>\Local Settings\Temporary Internet”o|™,
Internet Explorer 82 AR&8l Windows VISTA®
Windows 79 & FHAl AF  BEEClusers\
<username>\AppData\Local\Microsoft\Windows\Tem
porary Internet Files” 72 Webcache Ax o
SWFaHd& A 7gstA €rHel
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<% 5> Web cache A% A&

Al FUellA] F2 AMEEHE HE9AE Firefox,

Safari, Chrome Browser
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<% 3> F4

neleRel g A A% Az

Fire-fox

XP

Vista/7

\Documents and
Settings\[--#1 "8 NLocal
Settings\Application
Data\Mozilla\Firefox\Profi
les\acf2c3u2.default\Cache

\Users\[-f-#] " NAppData\
Local\Mozilla\Firefox\Prof
iles\tic2j6ns.default\cache

Safari

XP

Vista/7

\Documents and
Settings\read\Application
Data\Apple Computer

\Users\[-f-# ¥ NAppData\
Roming\Apple Computer

Chrome

XP
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Settings\[-#4 = NLocal
Settings\Application
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Adobe Flash 7\¥A}Eo] AM8-3H= Sothink SWF
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Class

import java.io.*;

import java.util.”;

import com.anotherbigidea.flash.interfaces.;
import com.anotherbigidea.flash.readers.*;
import com.anotherbigidea.flash.writers.*;
import com.anotherbigidea.flash.structs.”;
import com.anotherbigidea.flash.movie.*;

|

Folder Open

File dir = new File("SWF File");

if (dir.isDirectory()}{

String[ ] dirContents = dir.list();

for (int i =0; i< dirContents.length; i++){
System.out.printin(dirContents[i]); }}

g Fase Aud AasES R, !
<E 4> SWF 79 W URL A2 d4/mze SWF File Open
File ff= new File(fname);
Directly URL-related | URL related object FileReader fr = newFileReader(ff);
actions: methods BufferedReader br = new BufferedReader(fr);
getURL .getURL l
fscommand loadMovie SWF File URL Data Method
fscommand? JoadVariables FileInputStream in = new FileInputStream( args[0]
loadMovie unloadMovie )
JoadMovieNum Toad SWFTagDumper dumper = new SWFTagDumper
5 (false, argslength > 1 );
loadVariables .send TagParser parser = new TagParser( dumper );
loadVariablesNum .sendAndLoad SWFReader reader = new SWFReader( parser, in );
print JoadSound void getURL(int sendVars, int loadMode) throws
printAsBitmap .allowDomain java.io.IOException
printAsBitmapNum .domain ‘
printNum ASnative(301,0) Output Results
unloadMovie ASnative(301,1) System.out.printin(f.getName()+"\ t"+url[u]);
unloadMovieNum ASnative(301,2) -
- htmiText (29 1] HAv=2E
- aurl
- play
- .connect 5.8 B
SATFEE WA JAVAIA SWEHAE BET % Adobe Flash SWFstl2 ApolE a1, $14, Al
e 2Ax 37 F SWERde] gl #d o 9 BE FIN T HUE Xol WA 28=2

SWF#Y @ E, URLAR/MLE Q&
= AAsg

=943 24

At SWFJJr%J»E— Qo PeAE B EHAFRA 7
NABRe A AFEH SWEFY W URL ARE
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