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Abstract Group communication in a wireless mesh network is complicated due to dynamic
intermediate mesh points, access control for communications between different administrative domains,
and the absence of a centralized network controller. Especially, many-to-many multicasting in a
dynamic mesh network can be modeled by a decentralized framework where several subgroup
managers control their members independently and coordinate the inter-subgroup communication. In
this study, we propose a topology-matching decentralized group key management scheme that allows
service providers to update and deliver their group keys to valid members even if the members are
located in other network domains. The group keys of multicast services are delivered in a distributed
manner using the identity-based encryption scheme. Identity—based encryption facilitates the dynamic
changes of the intermediate relaying nodes as well as the group members efficiently. The analysis
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result indicates that the proposed scheme has the advantages of low rekeying cost and storage

overhead for a member and a data relaying node in many-to-many multicast environment. The
proposed scheme is best suited to the settings of a large-scale dynamic mesh network where there
is no central network controller and lots of service providers control the access to their group

communications independently.
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group key management
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