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ABSTRACT

Privacy protection can only be achieved by enforcing privacy policies within an enterprise’s on and offline data processing
systems. There are P-RBAC model and purpose based model and obligations model among privacy policy models. But only
these models each can not dynamically deal with the rapidly changing business environment. Even though users are in the
same role, on occasion, secure system bas to opt for a figure among them who is smart, capable and supremely confident and
to give him/her a special mission during a given period and to strengthen privacy protection by permitting to present fluently
access control conditions. For this, we propose Integrated Privacy Protection Model based on RBAC. Owr model includes
purpose model and P-RBAC and obligation model. And lastly, we define high level policy language model based XML to be
independent of platforms and applications.
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(7xml version="1.0" encoding="euc-kr"?}

(privacyPermissionAssignmentSet xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance”
xsi:schemal.ocation="http://ssrc.jnu.ac.kr/ipp-rbac privacyPermissionAssignmentSet.xsd"
sming="http://ssre.inu.ac kr/ipp-rbac”y
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{object ohjectID="0bj1” objectName="8x}#z2"/)
FAY =
(objectinherit) (fromObject)FAHAZ=(/fromOhject) {toObject)IH{/toObject) (/objectinherit)
Z2H% (/objectSet)
(operationSet)
{operation operationID="rd" operationName="read"/)
F74A8% {/operationSet)
{permissionSet?
{permission permissionlD="perml1”)
{objectyobj1{/abject)
{operation)rd{/operation)
{/permission)
{/permissionSet)
{purposeSet) {purpose purpose!D="purpl” purposeName="%u/>
Frk A

{purposelnherit) (fromPurposey¥d¥H{/fromPurpose) {toPurpose)%lE{/toPurpose)
{/purposelnherit) Z7H%  (/purposeSet)
{conditionSet) {condition CondID="condl”)
{Apply Functionld="urn:oasis:names:tc xacml:1.0:function'date-less-or-equal” B
(attributeDesignator attributeld="http:///ssrc.inu.ac.kr/ipp-rbac/environment/current-date’/>
(Apply Functionld="urn:ocasis'names:tc:xacml:1.0:function:date-add-yearMonthDuration”)
{attributeSelector xpath="md://#FAHA2=/md: QA /md: A4/ md: AL /text)"/>
{attributeValue)P13Y{/attributeValuey </Apply) {/Apply) {/condition)
Z7HA%  {/conditionSet)
{obligationSet)
{obligation obligationID="0bli1")Log{/obligation)
Z73A% (/obligationSet)
{permittedPurposeBindingSet) {permittedPurposeBinding ppubid="ppubl”
{permissionypermi{/permission) <{purpose)purpl{/purpose) {/permittedPurposeBinding)
%70 {/permittedPurposeBindingSet)
{conditionBindingSet) <{conditionBinding cenbid="cb1"}
{permission)perml(/permission) <{condition’cond1{/condition’
(/conditionBinding? {/conditionBindingSet)
{obligationBindingSet) {(obligationBinding oblibid="oblib1"
{permission)perm1{/permission)y (obligation)oblil{/obligation)
{/obligationBinding> {/obligationBindingSet)
(attribConditionSet) (attribCondition attriConID="atcondl”)

{Apply Function]d="urn oasis:names’tc:xacml:1.0:function’string-equal”)
(roleAttributesDesignator attributeld="clinic_type"/>
(attributeValue)AH-(/attributeValue)

{/Apply) {/attribCondition)
Z7H% {/attribConditionSet)
{conditionRoleSet) (conditionRole condRoleID="crl” condRoleName="CanConsult”>

(roleName)5#19](/roleName) (attribCendition)atcond2¢/attribCondition) {/conditionRole}

Z24%F (/conditionReleSet)
{privacyPermissionAssignment ppaid="p-pal”)

{rolebr2(/roley

{permissionperm1{/permission)

(purpose)purp3{/purposey

{condition>cond1{/condition)

(obligationyobli2{/obligationy

{/privacyPermissionAssignment)
{privacyPermissionAssignment ppaid="p-pa2"

{conditionRole)cri{/conditionRole)

{permissionyperm1{/permission’

{purpose)purp4({/purposey

(condition>cond1{/condition)

{obligation)oblil{/obligation)

{/privacyPermissionAssignment)

{/privacyPermissionAssignmentSet)
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