AZEY 0] Zeg: UAY Tal4] FALE & FAF AZEH Y &4 tAte] HEH 497

AZE o] ZEF:
dAY Ea4 A
A% §4 £ZEdo]

&R 4] He

(Software Montage: Filtering of

Detecting Target of Similar

Software for Digital Forensic
Investigation)

sheEf %"
(Taisook Han)

4 3| 2k’
(Heewan Park)

2 % AZEJY FTEHFH LZES|AZRE w2
%% 7hssln AR S54% @5t e AR 90
g}l 2 ¢ ZEaPeeny ZEFEE A4 FEH
Fg 7o g fA Y X gahg IEHE 5 9)
o & =8dAE APL 3537 EA4 7] AZE
FEFE ARG AgE BEHFE e Y8 A=
HE vldA Z2add did fAb T2 gA ddy

PEy 3L Stk o] d¥esry AgE ZElEst

F dAA e TEad BA gide dEysis A
4 =232 889 ¢ dvke AL FA3dch

19 AZESY FEF, fA AZTEY "HIY,
AZES] Ealy, UAE XA

<ol EEe AR (ZEIAYIER) Y Aden d5AgAE] 2] (No.
2010-0000-258)3} A A& 2 FHEFANIDF L izt [TATA
B A9AK1e 47232+ A0S (NIPA-2010-C1090-1031-004)
co] B A363 FAGELRINM AZEYC] FeF UAY T
A FAS 4P A AZEC 92 Sy AR ¥RY =ES
B39 A

t gzl ¢ KAIST A4kt
hwpark@pllab kaist.ac.kr
+ FA249 : KAIST A4kt ws
han@cs kaist.ac.kr
EEHS 0 20099 129 149
ArtgE - 20108 28 10Y

Copyright©2010 @2 AL 4et8] : 4 BHolh m§ B2 A%, o] A%
g9} ) Ee Aot $ARE 3e Oxg ARe AR g,
ol u, AL 3 $E0.2 AT 4 glon A oA & E7e 3
& W= Aol fUT o] 9o} Brez BA M, 2w WE 5 RE
89 AU T S A3l thelels Aol S7HE 3 ¥ 82 A Bajok
g

AR =eA: BFEL A4 D A 416D A4E(2010.4)

Abstract A software montage means information
that can be extracted quickly from software and includes
inherent characteristics. If a montage is made from
well-known programs, we can filter candidates of similar
programs among the group of programs based on the
montage. In this paper, we suggest software montages
based on two characteristics' APl calls and strings. To
evaluate the proposed montages, we performed experi-
ments to filter candidates of some similar programs to
instant messenger programs. From the experiments, we
confirmed that the proposed montages can be used as a
forensic tool that filters a group of similar programs even
when their functions are not known in advance.
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