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ABSTRACT

This paper describes implementation of electonic seal (E-Seal) of a container based on ISO 18185 standard and development of monitoring
systems checking E-Seal device and cargo states in the container for secure transportation from departure to destination. For lack of definition
on confidentiality support in ISO 18185-4 standard, it is vulnerable to security attack such as sniffing. To cope with this, we developed
encryption/decryption functions implementing RC5 and AES-128 standards and compared their performance. Experimental results showed
that RC5 outperformed AES-128 in terms of time delay. In addition, RC5 had an advantage under the condition of large sized messages as
well as CPUs with low performance. However, the portion of encryption/decryption processing time was less than 1 percent of response time
including communication delay between E-Seal tags and readers. Hence, the performance difference between RC5 and AES-128 standards
was trivial, which revealed that both specifications were allowable in developed systems.
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