2010 129 3=l el A18ts] =8 A10d A6

i 2010—6—-28
BT o|F Sho|x 3PSl B A7

A Study on the Secure Double Pipe Hash Function
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Abstract The classical iterated hash function is vulnerable to a multi-collision attack. Gauravaram et al.
proposed 3C and 3C+ hash functions, in which an accumulation chain is added to usual Merkle-Damgard
changing. Their goal is to design composition schemes resistant to generic attacks of Joux's type, but Joscak
and Tuma have shown that 3C and 3C+ schemes are not better than Merkle-Damgard scheme in term of
security against multi-collision attacks under some mild assumptions. In this dissertation, in order to increase
security of 3C hash function, we proposed secure double pipe hash function which was effectively using XOR
and XNOR operations per blocks of message. We seek to improve on the work of Lucks in a way. Proposed
secure double pipe hash function takes resistance to multi-block collision, fixed point and pre-image attacks.
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Fig. 1. Dual Pipe Hash Function Structure
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