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A Method for Access Control on Uncertain Context
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Abstract New information technologies make it easy to access and acquire information in various ways.
However, It also enable powerful and various threat to system security. The prominent database technology
challenging these threats is access control. Currently, to keep pace with the new paradigms, new extended
access control methods are challenged. We study access control with uncertain context. With respect to access
control, it is possible that there is a discrepancy between the syntactic phrase in security policies and that in
queries, called semantic gap problem. In our semantic access control, we extract semantic implications from
context tree and introduce the measure factor to calculate the degree of the discrepancy, which is used to
control the exceed privileges.
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Algorithm (Limited Descendent)

LDSC(C, CHT, TH)

IN: asetC of nodes S CHT.
concept hierarchy tree CHT,
system-defined threshold TH|

OUT: a set LDSC of nodes = CHT

LDsC = {}:
FOReachc = C {
1 =the level of node c over CHT:

Ni, located in the same path of ¢, is anode atlevel i of CHT
WHILE( SGD(c, Ni ) <TH) {
LDSC=LDSC | Ni;
i=itl:

1
J

¥
RETURN( LDSC ):

1
4

a9 6. AFSE A daels

Fig. 6. Algorithm for generation of LDSC

Algorithm (Semantic Context Constraints Evaluation)

SCCE (QC. PC)

IN:  aset of query-specific contexts QC, a set of privacy-specific context PC
PC is 2-tuple <PPC, NPC=, where PPC, NPC denote Positive PC.
Negative PC, respectively.

QUT: PERMIT / DENY

Description: context constraints is evaluated for the O specified

by access query <5, O, A, QC. P>

{

IF( QC € (PC* = LDSC(PEC) - LNG(NPC)) ) {
RETURN (PERMIT):

3

ELSE {
RETURN (DENY):

1

bl

11
4

T8 7. oA AR 37 daEls
Fig. 7. Algorithm SCCE for evaluation of
semantic context constraints
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Algorithm (Semantic Policy Enforcement)

SPE (access query)
IN: accessquery <S8, 0.A.C.P>
OUT:; PERMIT/ DENY
{
IF{ | Primitive access evaluation against =8, O, A> = policy set ) {
RETURN (DENY):
3
ELSE IF( ! SCCE evaluation against <5, 0, C> = policy set ) {
RETURN (DENY);

X
J

RETURN (PERMIT);
A
J

% 8. 9l Aol A duEs
Fig. 8. Algorithm for Semantic Enforcement of
Access Control Policy

V. 4%

Mg Ansles] Wz dda An 4o 45
wo] A4 Tk golaidm gl W thsha
W% F& BTE g WA Hie] bselg
she Bapgol esa Yok

B =Rl oleldt 98] B & gl ov
YA HaAlol BAS ARG B g AE
nerg o) ojs) BAH 33 AlokRAe] o]
o Al AAY YL 9 e nEA FukEs 4Rl
x700) PR AAGA B A9olE %) AW
o g Aoz ouH JAPRe] Fstes et
FYAZENS ol §3tol FBANY o] FelAE I
Nz} sglom elulq G5 oJs) 2o 4 At F=
& AWReIZ PAS] sl 4B el o] 48

N,
=
(o
il
>
[>
juist)
oxl
lo,
jale)
Ry
I
W
o
ol
0.
M
o,
i,
U 32 o >

it

3
=
=<
9
o ASH WA e A R Ae) TR 0| Aol B
L
1
&

[1] Weiser, M., "Hot Topics: Ubiquitous Computing”,
IEEE Computer, 1993.

[2] Kumar, N, Chafle, G., "Context Sensitivity in
Role-based Access Control”, Operating Systems
Review, Vol. 36, No. 3, IBM Journal, 2002

[3] Wang, X.H., Xhang, D.Q,, Gu, T., and Pung, HK.,
"Ontology Based Context Modeling and
Reasoning using OWL", in PerCom2004 Annual
Conference on Pervasive computing and
Communications Workshop, 2004

[4] Rastogi et al, "Access Control over Uncertain
Data”, PVLDB '08, 2008.

[6] P. Balbiani, "Acces control with uncertain
surveillance”, International Conference on Web
Intelligence, 2005.

[6] Dalvi et al, "Efficient query evaluation on
probabilistic databases”, VLDB ], 2007.

[7] Sandhuy, R., Ferraiolo, D., and Kuhm, R., "The
NIST Model for Role-Based Access Control:
Towards A Unified Standard”, in Proceedings of
the fifth ACM workshop on Role-based access
control, 2000

[8] Ranganathan, R, Campbell RH, “An
Infrastructure for context-awareness based on
first-order logic”, Personal and Ubiquitous
Computing, Vol. 7, Issue 6, 2003

[9] Qin, L., Atluri, V., "Concept-level Access Control
for the Semantic Web”, in ACM Workshop on
XML Security, 2003.

[10] Byun, J., Bertino, E., Li, N.,, "Purpose-based
Access Control of Complex Data for Privacy
Protection”, SACMAT, ppl02-110, 2005

1

[\S]

N

[\
1



2 A0 Al6%.

20109 124

AR} 2270

ne

o

‘_lr,”
[Ho

&= IBM

o
[a]
el
g
§

o
—
e
%

s 4% (FSHAD

<

A

A
+19% 24 :

AT

—

]

HAo], DRM, AAMEA ) HoE XML/ Web

i

\‘lew
A
g

\Y

vhold>

- 223 -



