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Abstract— In this paper, we presented a ciphering method 

whose target data is any kind of digital bit-stream. It uses a 

chaotic system as the main encrypting tool, MISR (Multi-

Input Signature Register), and shift-and-rotation function, 

all of which are exclusive-ORed with the plaintext. Also, it 

incorporates a cipher text feedback mode such that part of 

the previously ciphered data is fed back to encrypt the 

current data. The encryption block size and the amount of 

feedback data are different at each ciphering operation. 

Experimental results with the image/video date showed that 

this method has enough speed and encryption effect with 

negligible latency time. Thus, we are expecting it to have 

various application areas that need high speed stream 

ciphering with high security level. 

 

Index Terms— stream cipher, encryption, chaotic system, 

image encryption. 

 

 
I. INTRODUCTION 

 

CURRENT multimedia era should satisfy the users' 

demand for more information-implicative, more kinds of 

media, and larger amount of data. These satisfactions 

have made the communication of digital data become 

very common so that much of the data is private or 

contents on business, which in turn, needs to hide 

information inside the contents themselves. Also a various 

kinds of data compression techniques have been 

developed for various kinds of contents, which result in 

communicating various serial data streams through 

various wired/wireless networks. These compression 

processes include lossless and/or lossy functions. From 

the property of encryption that a single bit difference in a 

cipher text results in the whole information unrecoverable 

by de-ciphering, a stream ciphering method whose target 

data is the stream after compression is most proper for 

these multimedia data. 

Encryption techniques are classified by several criteria. 

The first one is the kind of encryption key, which divides 

them into symmetric-key methods (DES, triple-DES, AES, 

etc) and public-key methods (RSA, ECC, etc) [1]. 

Another classification divides them into block cipher and 

stream cipher, which is by the amount of data to be 

encrypted each time. While a block cipher usually 

processes relatively large block of data, a stream cipher 

encrypts from one bit to several byte of data at a time.  

So far, small amount of researches have been 

accomplished for stream ciphering compared to block 

ciphering. The representative researches are the ones 

using LFSR (Linear Feedback Shift Register) [2], SEAL 

[3], RC4 [4], etc. The LFSR method has its inherent 

defect of low security level because of its linearity. SEAL 

was designed to fit to a 32-bit machine and its pre-

computation and look-up table of 3K bytes in size 

increases its complexity and processing time. It has been 

used more as a key-stream generator for a stream cipher. 

RC4 has enough key space but still uses linear function 

mainly although it includes a nonlinear function.  

Chaos-based encryption systems have been purposed 

by many researches [5][6]. In secure communication and 

transmission, the chaotic signal is used to ciphering 

information signals by a predefined arithmetic calculation. 

Extraction of information by a receiver is done by chaos 

synchronization. But the synchronization matching of the 

chaotic result between a transmitter and a receiver can be 

difficult and might be lost due to transmission noise. If the 

cipher text encrypted by a chaos-based system is involved 

in the data signal and included in the standard protocol or 

syntax, it is not required to consider the synchronization 

problem. 

This paper is to propose a stream cipher method whose 

security level is high enough and processing time is low 

enough. For this, we adopt a chaotic system which is a 

nonlinear system. In data scrambling, both this system 

and a shift function are incorporated. Also we include a 

cipher text feedback mode. The size of encryption block 

and the amount of feedback are randomly chosen for each 

encryption. 

 

 
II. CHAOTIC SYSTEM 

 

A chaotic system is a deterministic nonlinear dynamic 

system [7]. The major property of it is that a small 

difference in the initial values makes huge difference as 

the function proceeds, which results in unpredictable 

convergence value if a certain condition is satisfied. This 

property increases the level of security in an encryption 

system dramatically. 
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V. CONCLUSIONS 

 

In this paper, we proposed a stream ciphering scheme 

which uses a chaotic system, shift-and-rotation operation 

and cipher text feedback mode to enhance the security 

level. It is also characterized by the cipher block size and 

the amount of feedback bits in each ciphering iteration. 

These characteristics of the proposed cryptosystem 

increase the security level enough to be used in the 

applications which need high security level.  

   From experimental results, all the considered contents 

cannot be recognized after encryption with our method. It 

also has enough speed such as more than 20Mbps when 

the cipher block size is 16 bits, with the latency time of 

0.7µs which is negligible.  

   Thus, we conclude this paper that the proposed scheme 

has enough security level and operational speed as a 

stream cipher method and we are expecting that it has 

various application areas in various kinds of stream data.  

 

 

ACKNOWLEDGMENT 

 

This work was supported by the IT R&D program of 

KEIT. [KI002058, Signal Processing Elements and their 

SoC Developments to Realize the Integrated Service 

System for Interactive Digital Holograms.] 

 

 

REFERENCES 

 

[1] W. Stallings, “Cryptography and Network Security Encryption”, 

Prentice Hall, 2003  

[2] M. Robshaw, Stream Ciphers, RSA Lab. Technical Report TR-701, 

RSA Lab., Redwood City, July 1995.  

[3] R. Rogaway and D. Coppersmith, "A Soft-ware-oriented 

Encryption Algorithm", Cambridge Security Workshop, pp. 56-63, 

1994.  

[4] R. L. Rivest, The RC4 Encryption Algorithm, RSA Data Security 

Inc., March 1992.  

[5] K. Klomkarn, A. Jansri, and P. Sooraksa, “A Design of Stream 

Cipher Based on Multi-Chaotic Functions”, ISCIT2004, pp.26-29, 

2004. 

[6] S. Lian, J. Sun, Z. Wang, and Y. Dai, “A Fast Video Encryption 

Scheme Based-on Chaos”, ICCARV2004, pp.126-131, 2004. 

[7] Hirsch, Morris W , “Differential Equations, Dynamical Systems, 

and an Introduction to Chaos”, Academic Pr, 2003. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Hyun-Jun Choi has received his M.S. and 

Ph.D. degrees in 2005 and 2009 from Dept. of 

Electronic Materials Engineering of 

Kwangwoon University in Seoul, Korea. He 

was a research professor in Realistic Media 

Institute at Kwangwoon University. He is 

currently an assistant professor with the 

department of Information and Communication 

Engineering, Anyang University, Anyang-si, 

Korea. He is research interests are in optical 

image processing and 3D display. 

 

 

Young-Ho Seo has received his M.S and Ph.D 

degree in 2000 and 2004 from Dept. of 

Electronic Materials Engineering of 

Kwangwoon University in Seoul, Korea. He 

was a researcher at Korea Electrotechnology 

Research Institute (KERI) in 2003 to 2004. He 

was a research professor in Dept. of Electronic 

and Information Engineering at Yuhan College 

in Buchon, Korea in 2005. He was an professor 

of Dept. of Information and Communication 

Engineering at Hansung University in Seoul, Korea in 2006 to 2007. He 

is now an assistant professor of College of Liberal Arts at Kwangwoon 

University in Seoul, Korea and a director of research institute in Ten 

Technology Inc. His research interests include 2D/3D digital image 

processing, SoC design and contents security 

 

 

Dong-Wook Kim (S’82–M’85) received the 

B.S. and M.S. degrees from the Department of 

Electronic Engineering, Hangyang University, 

Seoul, Korea, in 1983 and 1985, respectively, 

and the Ph.D. degree from the Department of 

Electrical Engineering, Georgia Institute of 

Technology, Atlanta, in 1991. He is currently a 

Professor and the Dean of Academic Affairs at 

Kwangwoon University, Seoul. His current 

research interests include digital system design, 

digital testability and design-for-test, digital embedded systems for 

wired and wireless communication, and design of digital signal 

processors. 

 

 



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
    /AmeriGarmnd-BT
    /AmeriGarmnd-BTBold
    /AmeriGarmnd-BTBoldItalic
    /AmeriGarmnd-BTItalic
    /Baskerville-BT
    /BernhardFashion-BT
    /Blippo-BlkBT
    /Bodoni-BdBT
    /Bodoni-BdBTItalic
    /Bodoni-BkBT
    /Bodoni-BkBTItalic
    /BroadwayEngraved-BT
    /BrushScript-BT
    /CentSchbook-BT
    /CentSchbook-BTBold
    /CentSchbook-BTBoldItalic
    /CentSchbook-BTItalic
    /CommercialScript-BT
    /Cooper-BlkBT
    /Cooper-BlkBTItalic
    /Courier10-BTBold
    /Courier10-BTBoldItalic
    /DomCasual-BT
    /Freehand591-BT
    /FuturaBlack-BT
    /FZWBFW--GB1-0
    /FZXKJW--GB1-0
    /GoudyOlSt-BT
    /GoudyOlSt-BTBold
    /GoudyOlSt-BTBoldItalic
    /GoudyOlSt-BTItalic
    /H_CIRNUM
    /H_EQSYM1
    /H_EQSYM2
    /H_HEBREW
    /H_KEYBD
    /H_MULTI1
    /H_MULTI2
    /H_PROSYM
    /HighlightLetPlain
    /Hobo-BT
    /JohnHandyLetPlain
    /LaBambaLetPlain
    /Liberty-BT
    /MBatang
    /MDotum
    /MekanikLetPlain
    /MGungHeulim
    /MGungJeong
    /MJemokBatang
    /MJemokGothic
    /MSugiHeulim
    /MSugiJeong
    /MurrayHill-BdBT
    /Newtext-BkBT
    /OCR-A-BT
    /OCR-B-10-BT
    /OdessaLetPlain
    /OrangeLetPlain
    /Orator10-BT
    /ParkAvenue-BT
    /PumpDemiBoldLetPlain
    /QuixleyLetPlain
    /RuachLetPlain
    /SandSm
    /SandTm
    /ScruffLetPlain
    /Swis721-BT
    /Swis721-BTItalic
    /TirantiSolidLetPlain
    /UniversityRomanLetPlain
    /VictorianLetPlain
    /WestwoodLetPlain
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [1200 1200]
  /PageSize [612.000 792.000]
>> setpagedevice


