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Abstract CAPTCHA is a security tool that prevents
the automatic sign-up by a spam or a robot. This
CAPTCHA usually depends on the smart readability of
humans. However, the common and plain CAPTCHA
with text-based system is not difficult to be solved by
intelligent web-bot and machine learning tools. In this
paper, we propose a new sub-image based CAPTCHA
system totally different from the text based system. Qur
system offers a set of cropped sub-image from a whole
digital picture and asks user to identify the correct
orientation. Though there are some nice machine learning
tools for this job, but they are useless for a cropped
sub-images, which was clearly revealed by our experi-
ment. Experiment showed that our sub-image based
CAPTCHA is easy to human solver, but very hard to all
kinds of machine learning or Al tools. Also our
CAPTCHA is easy to be generated automatical without
any human intervention.

Key words @ Sub-Image, CAPTCHA
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