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Abstract Recently, automated signature generation systems(ASGSs) have been developed in order
to cope with zero-day attacks with malicious codes exploiting vulnerabilities which are not yet
publically noticed. To enhance the usefulness of the signatures generated by ASGSs it is essential to
identify signatures only with the high accuracy of intrusion detection among a number of generated
signatures and to provide them to target security systems in a timely manner. This automated
signature exchange, distribution, and update operations have to be performed in a secure and universal
manner beyond the border of network administrations, and also should be able to eliminate the noise
in a signature set which causes performance degradation of the security systems. In this paper, we
present a system architecture to support the identification of high quality signatures and to share them
among security systems through a scheme which can evaluate the detection accuracy of individual
signatures, and alsc propose a set of algorithms dealing with exchanging, distributing and updating
signatures. Though the experiment on a test-bed, we have confirmed that the high quality signatures
are automatically saved at the level that the noise rate of a signature set is reduced. The system
architecture and the algorithm proposed in the paper can be adopted to a automated signature sharing
framework.
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