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Abstract SIP/RTP-based VolP services are being popular. Recently, however, VolP anomaly
traffic such as delay, interference and termination of call establishment, and degradation of voice
quality has been reported. An attacker could intercept a packet, and obtain user and header information
so as to generate an anomaly traffic, because most Korean VolIP applications do not use standard
security protocols. In this paper, we propose three VoIP anomaly traffic generation methods for
CANCEL;BYE DoS and RTP flooding, and a detection method through flow-based traffic measure-
ment. From our experiments, we showed that 97% of anomaly traffic could be detected in real
commercial VoIP networks in Korea.
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