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An Experimental Study on the Method of Detection and Blocking against SIP Flooding
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{Abstract>

Privacy [P hacking problems such as invasion of privacy, password cracking, voice
wiretapping and internet over charged occurred, because VoIP internet voice phone service
gradually spread. This thesis attempted to attack the VoIP service network by application.
First use application to spoof IP address then attempted wiretap the VoIP service and sends
a lot of messages to disturb service movement. At this point, we comnected VoIP soft
terminal, so we can operate real-time filtering operator to block the SIP Fooding offence by
monitor the traffic and detect the location where it got attacked. This thesis used experiment
to prove it is possible to detect the offence and defend from SIP Flooding offence.
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