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ABSTRACT

Biometric-based authentication can provide strong security guarantee about the identity of users. However, security of
biometric data is particularly important as the compromise of the data will be permanent. The fuzzy fingerprint vault system
is one of the most popular solutions for protecting the fingerprint template stored in the database. Recently, however, this
system is very susceptible to a correlation attack that finds the real minutiae using multiple fingerprint vaults enrolled for
different applications. To solve this problem, we propose a robust fuzzy fingerprint vault system against the correlation attack.
In this paper, we add chaff minutiae based on the relative information of minutiae such as direction, coordinate instead of
adding randomly. Also, our proposed approach allow to add multiple chaff minutiae within tolerance box for enhanced security
level. Experimental results show that the proposed approach can protect the correlation attack and achieve enhanced verification
accuracy.
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