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ABSTRACT

TCP-related Flooding attacks still dominate Distributed Denial of Service Attack. It is a great challenge to accurately detect
the TCP flood attack in hish speed network. In this paper, we propose the NIC_Cookie logic implementation, which is a kind
of security offload engine against TCP-related DDoS attacks, on network interface card. NIC_Cookie has robustness against
DDoS attack itself and it is independent on server OS and external network configuration. It supports not IP-based response
method but packet-level response, therefore it can handle attacks of NAT-based user group. We evaluate that the latency time
of NIC_Cookie logics is 7x10° seconds and we show 2Gbps wire-speed performance through a benchmark test.
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