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A Robust Pair-wise Key Agreement Scheme based on
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Abstract

In this paper, we proposed a scheme that it safely exchanges encrypted keys without Trust
Third Party (TTP) and Pre-distributing keys in multi-hop clustering sensor networks. Existing
research assume that it exists a TTP or already it was pre-distributed a encrypted key between
nodes. However, existing methods are not sufficient for USN environment without infrastructure.
Some existing studies using a random number Diffie-Hellman algorithm to solve the problem. but
the method was  vulnerable to Replay and Man-in-the-middle attack from the malicious nodes.
Therefore, authentication problem between nodes is solved by adding a pTESLA. In this paper, we propose a
modified Diffie-Hellman algorithm that it is safe, lightweight, and robust pair-wise agreement algorithm by
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adding One Time Password (OTP) with timestamp. Lastly,

authentication, confidentiality, —integrity,

non-impersonation, backward secrecy, and forward secrecy to verify that it is safe.

» Keyword : Sensor Networks,
Replay Attack,
Confidentiality,
secrecy, Timestamp
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Algorithm 1.
by source node
Input Destination
Source node’s Timestamp T,

Source node’s ID, Secret key K
Output Encryption message with timestanp @

Generate secret key and send

node’s Public key g,

procedure Key_source
(gdﬁsf7 Tor Kgopesi» 1D, r>
2 Py
3 Compute a,,,< g .xod 10— 1]
4

srce? T Sr rDLsL) KSr‘r‘DcsL ((L.snt(H( I;nt))’ 717()
5 SendtoNextNode(d )
6 if (ReceivingErrMsg() & @) and
(CHofSender = CHofSourceNode) then
T SendtoCH

(g]m's (‘H([Dzm ’ [Dim -1 7;,777, >’ (7 ( T;m ))

8 end if
9: end procedure

P= (gd(’s/ ([D K

Algorithm 2. Check and generate message
by immediate node
Input : Received message & from before node,
Immediate node’s 1D,
Immediate node’s
Destination node’s Public key g,
Before node’s Public key g

Timestamp T,

Output Encryption message with
timestamp @ or Error Message
1: procedure Key immediate

(@, 94> T > D, - gBEfors]\'ode)

2 if chooseID(®) = me then //In case of
Immediate node

3 if right(®,1) € @ then

4 skip // because before
node is source node

5 endif

6: else

T temp <«— right{(®,1)

<3 i 950 fore Node (temp) < T}, then

9 Compute g, € 5, youe [1, p—1]

10 Addg,,,, (1D, T,,)anda,,, (7, )tod

im? Tim

11: end if

12: else

13: SendtoCH
(glm’wH([Duu AD,, 1, T, ) i, (Zm )

14: SendtoSourceNode
(gs‘y»mm (]Dtm AD,, s T;m)’ i (T;m))

15: end else

16: end else

17 end if

18 else

19: call Key destination() // In
case of destination node

20:  end else

21: end procedure

T2l 5 F2F c=0iA HIAK] ZAL 2 A e
Fig 5. Message checking and generation algorithm in
immediate node

Algorithm 3. Destination node receives
the message
Input : Received message @ from before node,
Immediate node’s 1D,
Immediate node’s
Destination node’s Public key g,

Timestamp T,

J21 4 A oMo 7] MM U MS gTRE
Fig 4. Key generation and sendng agorithm in source node
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Before node’s Public key g

Output Encryption message with
timestamp @ or Error Message
1: procedure Key destination

(2, YBeforeNode T:lest>
2 if right(®1) € @ then

3 skip // because before
node is source node

4 endif

5 else

6 temp <— right(®,1)

T if 9Before Node (temp) < T,,,, then

8 Get K, p..; and 7,

9 if 7,,.> T,

10: SendtoCH
(gm’sCH([Dm 2 ID;,, s Ty, ), A (]—;m, )

11: SendtoSourceNode
(gsmv(:de ([Dm AD;,, 15 Ty, ), iy ( 7, )

12 end if

13: end if

14: else

15 SendtoCH
Gpsen Dy, ID,, _\, T,,) ., (T,,)

16: SendtoSourceNode
(95 envoae UDyy - 1D, 15 T,,,), 0, (T5,,))

17: end else

18 end else

19 end if

20: end procedure

2 6. =5K] =M HAK| ZAF 3 a8 2 riE
Fig 6. Message checking and generation algorithm in
destination node
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Algorithm 4. Cluster Head receives the
error message
Input : Received message & from before node,
Immediate node’s 1D,
Immediate node’s
Destination node’s Public key g,
Before node’s Public key g

Timestamp T,

Output Encryption message with
timestamp @ or Error Message
1: procedure MalNodeMng

(2, 9BeforeNode Thoar)
2 GetReportNode(d)
3 Add ReportNode to
MalNodelVing Table
4 GetMalCandiNode(& )
5: Add MaliciousCandidateNode to
MalNodelVing Table
6: if countMaliciousCandidateNode,
MalNodeVingTable) > Threstold then
7:Broadcast ToCluster(MaliciousCandidateN
ode)
3 end if

9: end procedure

T8l 7. 222 #=0fM off HAK| AMz| LD2lE
Fig 7. Error message handling algorithm in dluseter head
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Table 1. Session ended time with disconnected  neighbor
nodes
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Table 2. Malicious node management in CH;
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5.3 Hlolef FZ&M(Integrity)
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7w EEEsE HE TP AU DS A
A9 712 a3t Gk Webs, g e A At wE
A g @ T =m0 A9 A2 FEsI) e o)

oft

T
A

E
X

W g 4 gk
5 Feksk obX M (Backward secrecy)

HolE] BAgeN BAG AAY B =R Aldehs
e ol BIAIA) $920 A) A17b0] kR OTPE: AF8S)
7] W&o A 717 =2 Yok sheEks w28 A4 )
£ o83l H&EE < gtk

o

ol

oL

B xhow
EQZoM =

FHIAB L oA FA71EE AR T
A 7l TIPS} AFE 7] 24l glo] A7t
=4 01%'6‘}04 A ¥ 715 ngkshs Wl tisiA Al
qrebar, £4& Sl 71=9] Diffie-Hellman 2aie]&e] &

A A FAT FA TA da TS YF3A

o AEE olgste] oFole BHE Zhe k=S sty 2
H2E W] =ES0] ofe] k=S ujAlste] P2 Aol
7FsskA skleh g 1T, 71EA, HlolE Y
A, T B AN Gl talA A S 4
oA,

£ =29 A= AA HEYA 834M TTP7} glod
A ARl 71 24 glo] sk, A1g 71 mdko] rhsst

T, AF8A 1ol A 7] B 2 BRI Rk Azl
F831A) Ago] etk E FuIFES B0 A7) 9

58 9o W HTESLAS 9I8) A7t 571 24 s
AR e 5 Felel Sel A s
Q%o] ad wES ] Fel2H A= XA G A

S0 BAT 4 Qe Wbl s @7 AFolrk

Bk
el

Srp=!

[1] Seungjin Han, JH Choi, “A Robust Pair-wise
Key Agreement Scheme without Trusted Third
Party and Pre-distributing Keys for MANET

Environments,” Journal of The Korea Society of
Computer and Information, KSCI, vol. 13, no. 5
Sep., 2008.

2] J S Lee et al, "Energy Efficient Cluster
Management  Scheme  for  Ubiquitous — Sensor

Networks”  Intemational  Conference on - Conrputational

Sciences and Its Applications, ICCSA 2008, pp.
73783, 2008.

[3] SH Seo, TN Cho, and SH Lee, “OTP-EKE: A
Key Exchange Protocol based on
One-Time-Password,”  Journal of The Korean
Institute of Information Scientists and
Engineersm @ System and Theory , vol. 29, no.

5, KIISE, June, 2002.
[4 C. C Chang, K C. Lin and J. S. Lee, "DH-Based
Method for Cluster-Based Ad
2nd International Conference on

Communication
Hoc Networks,”

Mobile Technology, Applications and Systems,
15-17, Nov., 2006.

[6] Wenbo Mao, Modern Cryptography : Theory and
Practice, Prentice Hall, July, 2003

6] S Zhy S Xu S Setia, and S. Jajodia,
"Establishment ~ pair-wise  keys  for  secure



260 R eI AE G RE(2011. 3)

communication in ad hoc networks: a probabilistic
approach,” In Proceedings of the 11th International
Conference on Network Protocols, pp. 3267335,
2003.

[7] Seungjin Han, “A Pair-wise Key Agreement Scheme
for Cluster-Based Sensor Networks,” Journal of
Kyungin  Women's College, vol. 16, pp301-312,
Kyungin Women's College, Jan., 2009.

[8] W. Diffie and M. Hellman, "New Directions on
Cryptography,” IEEE Transactions on
Information  Theory, IT-22(6): pp. 64764,
Nov., 1976.

[9] M. Healy, T. Newe, and E. Lewis, "Security for
Wireless Sensor Networks: A Review,” SAS 2009
- IEEE Sensors Applications Symposium, New
Orleans, LA, USA, Feb., 17-19, 2000.

[10] W. R. Heinzelman, A. P. Chandrakasan, and H.
Balakrishnan, "Energy-Efficient Communication
Protocol for Wireless Microsensor — Networks,”
Proc, 33rd Hawaii Int'l. Conf Sys. Sci, Jan,
2000.

[11] W. R. Heinzelman, A. P. Chandrakasan, and H.
Balakrishnan, "An  Application-Specific ~ Protocol
Architecture for Wireless Microsensor Networks,”
IEEE Trans. Wireless Communication, vol. 1,
no. 4, Oct., 2002.

(12 O. Younix and S. Fahmy, “Distributed
Clustering in  Ad-hoc Sensor Networks @ A
Hybrid, Energy-Efficient Approach,” IEEE
INFOCOM, Mar., 2004.

(131 JS Kim  Energy Efficient and — Secure
Cluster-based — Routing  Protocol in  Wireless
Sensor  Networks,  Ph.D.  Dissertation, Inha
Univ., Feb., 2010.

(141 A. Hajami, K Oudidi, and M Elkouthi, "A
Distributed Key Management Scheme based on
Multi hop Clustering Algorithm for MANETS,”
International ~ Journal of Computer Science and
Network — Security, vol. 10, no. 2, pp.39749,
Feb., 2010.

i

(e

199271996 -

19967196

19967198

Bkt ol zheyet
HARA S} SHAL
3l YRk}
A PR RS A}
N o R v
T} 1At
o5 T
Skl Al
gt
SKTelecom TIAE
Al
Bt AFET
A
78R3} e-Hl=
[SEeuE STA
TTA PGI03 3}
A
© USN, MANET, Mohile
Computing, YHItI=
A28, Security,
Middleware

E-mail : softman@kic.ackr



