X{H}FSF OFX{AdQ

kOO e L-.O

HL
0
H
rr
=2
ue
|E
Hu
Hm
MW
X
=

'SYEm YELSs), "HMEn HESMER
Design of the Mail Protocol with Perfect Forward Security

Seung—Soo Shin1*, Kun—Hee Han?
1Dept. of Information Security, College of Information & Communication,
“Division of Information & Communication Engineering, Baekseok University
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When the existing mail system is attacked by the third party, its content is exposed fully.
To solve this problem, designed is the mail encryption system which can send and receive mail safely by
the sessionkey. The mail receiver opens encrypted mail with the session key. In the traditional mail system,
the server administrator can view mail content. However, in the proposed protocol, the server can only save
mail as encryption/decryption is applied. Also, the ARIA encryption algorithm is used in
encryption/decryption for better safety, and fast XOR operations are used to reduce the amount of

operations.
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[Fig. 1] Configuration of Mail System
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