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Smart Card Based User Authentication

Scheme Secure Against Password Guessing

Attack
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요   약

최근 Yoon 등은 스마트카드를 이용하여 원격지에 있는 사용자를 인증할 수 있는 개선된 스킴을 제안하였

다. Yoon 등은 인증 서버의 비밀키 유출과 도용 시에도 보안성이 있으며, 사용자와 인증서버 간 상호인증이

가능한 효율적인 사용자 인증 방법을 소개하였다. 그러나 패스워드 기반 스마트카드를 이용한 사용자 인증 스

킴에서 고려하는 보안 요구사항을 완전히 만족하지 못하고 있다. 본 논문에서는, 허가받지 않은 침입자가 사

용자의 스마트카드를 훔치거나 일시적으로 접근할 수 있는 경우에 Yoon 등의 스킴이 오프라인 패스워드 추

측공격에 취약하다는 것을 밝혀낸다. 따라서 제안하는 사용자 인증 스킴은 이와 같은 보안 문제를 해결하기

위해 Hash 함수와 랜덤 nonce를 기반으로 패스워드 추측공격을 포함한 다양한 공격에 견딜 수 있는 개선안

을 제시한다. 보안성을 위한 비교분석을 통해 제안하는 인증 스킴은 무시할 정도의 exclusive-OR 연산의 수

행이 조금 더 요구되지만, Yoon 등의 인증 스킴보다 안전하고 효율적인 스킴임을 알 수 있다.

ABSTRACT

Recently Yoon et al. proposed the remote user authentication scheme using smart cards. But their

scheme has not satisfied security requirements which should be considered in the user authentication

scheme using the password based smart card. In this paper, we prove that Yoon et al.'s scheme is

vulnerable to a password guessing attack in case that the attacker steals the user's smart card and

extracts the information from the smart card. Accordingly, this paper proposes the improved user

authentication scheme based on the hash functin and random nonce that can withstand various possible

attacks including a password guessing attack. The result of comparative analysis demonstrates that the

proposed scheme is more secure and efficient than Yoon et al.'s scheme, with a trivial trade-off to require

just a few more exclusive-OR operations.
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Ⅰ. Introduction

With the rapid growth of computer networks, 
the achievement of secrecy and authentication has 
become increasingly important. A remote user 
authentication scheme allows a server to check 
the authenticity of a remote user through insecure 
channels like Internet. A variety of schemes have 
been proposed so far[1-8][11-14] through 
various ways of improvements.

After Lamport[1] introduced a password-based 
remote user authentication scheme in 1981, 
several schemes[2,3] were proposed to improve 
the security and the efficiency. However, these 
schemes suffered the risk of stolen password 
table and the high cost of maintaining and 
protecting the password table within the 
authentication server. Accordingly, Hwang and 
Li[4] proposed a new user authentication scheme 
using smart cards to eliminate such risk and cost 
to have to keep the password table. Later, more 
effective smart card based remote user 
authentication schemes[5,6] were proposed to 
enhance the efficiency of Hwang and Li's scheme. 

More recently, Yoon et al.[7] proposed more 
secure and efficient enhancement than those of 
any previously proposed schemes. They claimed 
that their scheme is secure even if the secret 
key of the server is leaked or is stolen, and 
enables users to update their passwords 
securely while providing mutual authentication to 
allow higher security.

However, Yoon et al.'s scheme is insecure 
when an attacker may steal a user's smart card 
and then extract the information from it. In 
other words, their scheme can not resist the 
password guessing attack using stolen smart 
card in which the unauthorized users can 
successfully masquerade as the legitimate user. 
As pointed out in references[9,10], all existing 
smart cards have security weakness in that the 
secret values stored in it could be leaked by 

monitoring the power consumption. 
As a result, an attacker can make another 

card digitally identical to the original card by 
obtaining the secrete keys and launch the 
off-line password guessing attack to seek the 
user's password. Accordingly, this paper 
demonstrates the security leak of Yoon et al.'s 
scheme and presents an enhancement to resolve 
such vulnerability. 

The remainder of this paper is organized as 
follows. Section II reviews Yoon et al.'s scheme 
followed by its weakness. In section III, the 
proposed scheme is introduced and the security 
and efficiency of the proposed scheme are 
discussed. Final conclusions are briefly given in 
section IV.

Ⅱ. Review of Yoon et al.'s Scheme

This section briefly reviews the smart card 
based remote authentication scheme proposed by 
Yoon et. al.[7]. Their scheme is composed of 
registration, login, authentication and password 
change phase. For readers' understanding, the 
abbreviations and notations used through this 
paper are defined in Table 1.

표 1. 약어 및 표기
Table 1. Abbreviations and Notations

Ui user i

IDi identifier of the user i

PW i password of the user i

S authentication server

x secret key of authentication server, S

h() secure one-way hash function

⊕ exclusive-OR operation

  1. Yoon et al.'s Scheme

▪ Registration Phase

This phase is invoked when a user Ui wants 
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to register authentication server, S. It comprises 
the following steps.

(1) Ui submits his identifier IDi and 
password PWi to S through a secure channel.

(2) Upon receiving the registration request, S 
computes Vi=h(IDi,Ttsa,x) and Ai=Vi⊕PWi, 
where x is a secret key maintained by S and 
Ttsa is time stamp provided by TSA(Time 
Stamp Authority).

(3) S issues the smart card written by 
personalized information, {IDi,Vi,Ai,h()}.

▪ Login Phase

This phase is invoked when Ui logins to S. 
To access S, Ui inserts his smart card into the 
card reader and keys in IDi and PWi*. The 
smart card performs the following operations.

(1) Computes Bi=Ai⊕PWi* and verifies the 
equality of Bi and Vi. If they are identical, then 
computes C1=h(Bi,T), where T is the current 
date and time of the input device.

(2) Sends a login request, {IDi,C1,T} to S.

▪ Authentication Phase

Upon receiving the login request message, 
{IDi,C1,T}, the server and user's smart card 
perform the following steps for mutual 
authentication between the user, Ui and the 
server, S. 

(1) S checks the format of IDi. If the format 
is invalid, the login request is rejected.

(2) S verifies the freshness of T. If (T'-T) 
≥ ∆T, where T' is the server's current time 
and ∆T is the expected valid time interval for 
a transmission delay, S rejects the login 
request. 

(3) S computes Bi*=h(IDi,Ttsa,x) and 
C1*=h(Bi*,T) and then compares C1 and C1*. 
If they are equal, then S accepts the login 
request and proceeds to the next steps, 
otherwise it rejects the login request.

(4) S computes C2=h(Bi*,C1*,T") after 
obtaining the current time T", and then sends 

back the message, {C2,T"} to Ui. 
(5) Upon receiving the message, {C2,T"}, 

Ui's smart card verifies the validity of the time 
interval between T" and its current time, T"', 
then computes C2*=h(Bi,C1,T"). If C2 and 
C2*are equal, Ui accepts the authenticity of S, 
otherwise Ui interrupts the connection.

▪ Password Change Phase

This phase is invoked when Ui wants to 
change his password from PWi to PWi'. The 
smart card performs the following operations.

(1) Computes Bi=Ai⊕PWi*<=h(IDi,Ttsa,x)> 
and compares Bi and Vi. If they are equal, the 
smart card let Ui select a new password PWi', 
otherwise it rejects the password change 
request. 

(2) Computes Ai'=Bi⊕PWi' and stores Ai' 
into the smart card in place of Ai.

  2. Security Flaw of Yoon et al.'s Scheme

 
This section demonstrates that Yoon et al.'s 

scheme is vulnerable to the password guessing 
attack if an attacker, Ua steals Ui's smart card 
and extracts the values in it by some 
means[9,10] without being noticed. If Ua 
acquires Vi, Ai and h(), then he can guess Ui's 
password by the following attacking procedures.

Step 1: The legal user, Ui generates login 
request message, {IDi,C1,T} and sends it to the 
authentication server, S.

Step 2: At that time, the attacker, Ua 
intercepts the login request message and obtains 
C1 and T.

Step 3: Ua starts off-line password guessing 
attack by utilizing the information acquired. The  
scenario of Ua to catch the password of Ui is 
as follows. 

(1) Guesses PWi" as the user's password.
(2) Computes C1"=h(Bi,T)=h(A⊕PWi",T).
(3) Verifies the correctness of PWi" by 



Smart Card Based User Authentication Scheme Secure Against Password Guessing Attack   185

checking C1"=C1. 
(4) Repeats procedures above (1) through 

(3) until PWi" satisfies the condition of (3). 
Finally, the attacker, Ua can find the correct 

password. In addition, the attacker can simply 
calculate the correct password out of PWi=Ai⊕
Vi by using the values, Ai and Vi. Accordingly, 
Yoon et al.'s remote user authentication scheme 
has security flaw to allow for the password 
guessing attack in which the unauthorized 
attacker can successfully masquerade as the 
legitimate user.

Ⅲ. Improvement of Yoon et al.'s 

Scheme

In this section, an enhancement of Yoon et 
al.'s  scheme is proposed that can withstand the 
security flaw described in the previous section. 
The security of the proposed scheme is based 
on a one-way hash function and random nonce, 
and consists of registration, login, authentication 
and password change phase.

1. Proposed Scheme

▪ Registration Phase

 Fig. 1 illustrates the registration phase in 
the proposed scheme. When a user, Ui wants to 
register authentication server, S, the following 
steps are executed.

(1) Ui selects his identifier IDi and password 
PWi and submits (IDi,PWi) to S through a 
secure channel.

(2) Upon receiving the registration request, S 
computes the equations (1) and (2).

           V=h(IDi,Ttsa,x)            (1)    
             Ai=V⊕PWi                  (2)

where x is a secret key maintained by S and 
Ttsa is time stamp provided by TSA(Time 
Stamp Authority).

(3) S personalizes the smart card with the 
secure information, {IDi,Ai,h()}.

▪ Login Phase

Fig. 2 illustrates the login and authentication 
phases in the proposed scheme. To access S, Ui 
inserts his smart card into the card reader and 
keys in IDi and PWi. The smart card performs 
the following operations.

(1) Computes the next equations.
       Bi=Ai⊕PWi                 (3)       

         Ci=Bi⊕Ni                        (4)
       Vi=h(IDi,Ci,Ni)                   (5)
where Ni is a random nonce generated by 

smart card.
(2) Sends a login request, {IDi,Ci,Vi} to S.

그림 1. 제안하는 스킴의 등록단계
Fig 1. Registration Phase of Proposed Scheme

 

그림 2. 제안하는 스킴의 로그인 단계와 인증 단계
Fig 2. Login and Authentication Phases of  Proposed 

Scheme
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▪ Authentication Phase

Upon receiving the login request message, 
{IDi,Ci,Vi}, the server and user's smart card 
perform the following steps for mutual 
authentication.

(1) S verifies the format of IDi. If the 
format is invalid, the login request is rejected.

(2) S computes the following equations.
           V=h(IDi,Ttsa,x)               (6)  

             Ni*=V⊕Ci                   (7)
           Vi*=h(IDi,Ci,Ni*)             (8)
If Vi=Vi*, S accepts the login request by 

authenticating Ui.
(3) S generates random nonce, Ns and 

computes the next equations. 
           Cs=V⊕N  (9)                    

            Vs=h(Cs,Ns)                 (10)
    S sends back the message, {Cs,Vs}. 
(4) Upon receiving the message, {Cs,Vs}, the 

smart card computes the following equations.
           Ns*=Bi⊕Cs          (11)         

            Vs*=h(Cs,Ns*)               (12)
If Vs and Vs* are equal, Ui accepts the 

authenticity of S, otherwise Ui interrupts the 
connection.

▪ Password Change Phase

When Ui wants to change his password from 
PWi to PWi_new, the smart card performs the 
following operations.

(1) Computes Bi=Ai⊕PWi and compares Bi 
and Vi. If they are equal, the smart card let Ui 
select a new password PWi_new.

(2) Computes Ai_new=Bi⊕PWi_new and 
stores Ai_new into the smart card in place of 
Ai.

2. Security Analysis

The proposed scheme presents an improvement 
to Yoon et al.'s scheme in order to eliminate the 
security leak mentioned previously. This section 

investigates the security robustness of the 
proposed scheme to endure the well-known 
hacking activities such as password guessing 
attacks, relay attacks and forgery attacks.

For password attacks, an attacker intercepts 
messages {IDi,Ci,Vi} and {Cs,Vs} over a public 
network and Ai, h() from the user's smart card. 
However, the attacker can not derive the 
password PWi' from Ci=Bi⊕Ni=Ai⊕PWi⊕Ni 
and Cs=V⊕Ns=h(IDi,Ttsa,x)⊕Ns as introduced 
in the proposed scheme. This is infeasible, 
because the random nonce values Ni, and Ns as 
well as hash function h() have to be obtained. 

For forgery attack, an attacker, Ua tries to 
impersonate the legitimate user, Ui by modifying 
the login request {IDi,Ci,Vi} into {IDi,Ca,Va} 
and sending it to the server. However, such a 
forgery can not pass the authentication phase 
because the attacker has no way of obtaining 
the value V=h(IDi,Ttsa,x) to compute the valid 
parameter Vi*. Similarly, the attacker is also 
unable to masquerade the server to the user.

In this improved scheme, the user's smart 
card updates a random nonce at each login. 
Accordingly, the replay of an old login message 
{IDi,Ci,Vi} in the login phase does not work due 
to the new random nonce, Ni generated at each 
session. The replay of the server's response 
message, {Cs,Vs} also fails in the authentication 
phase owing to the random nonce, Ns.

Table 2 shows the comparison of security 
properties of Yoon et al.'s scheme and the 
proposed scheme. In addition, the computation 
costs at all the phases of both schemes are 
summarized. 

As you notice from Table 2, the proposed 
scheme is more secure with respect to security 
properties.  In contrast to Yoon et al.'s scheme, 
the proposed scheme requires a few more 
exclusive-OR operations whose time is trivial 
to be ignored. Therefore, the security efficiency 
of the proposed scheme is relatively higher.
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표 2. 안전성 비교 분석
Table 2. Comparative Security Analysis

Security Properties
Yoon et al.'s

Scheme
Proposed
Scheme

Password Guessing
Attack

Yes No

Forgery Attack Yes No

Replay Attack No No

Computation Cost
Yoon et al.'s

Scheme
Proposed
Scheme

Registration Phase 1T(h)+1T(⊕) 1T(h)+1T(⊕)

Login Phase 1T(h)+1T(⊕) 1T(h)+2T(⊕)

Authentication

Phase
4T(h) 4T(h)+3T(⊕)

Password Change
Phase

2T(⊕) 2T(⊕)

*T(h):hash 연산시간, T(⊕):exclusive-OR 연산시간

Ⅳ. Conclusions

In the current paper, an enhancement to Yoon 
et al.'s scheme was proposed. The proposed 
scheme demonstrated that Yoon et al.'s scheme 
is vulnerable to off-line password guessing 
attack if the smart card is stolen and the secret 
information is leaked. Consequently, this paper 
presented an improved user authentication based 
on hash functions and random nonce values, in 
order to resolve such security problem.

According to comparative analysis of security, 
the proposed scheme is more secure and 
efficient with the trivial trade-off to entail just 
a few more exclusive-OR operations while 
keeping the same merits of as Yoon et al.'s 
scheme to provide resonable secureness.
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