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ABSTRACT

This paper proposes DDPT(Dynamic Data Protection Technique) which solves the problem of private
information exposure occurring in a dynamic database environment. The DDPT in this paper generates the
MAG(Multi-Attribute Generalization) rules using multi-attributes generalization algorithm, and the EC(equivalence
class) satisfying the k—anonymity according to the MAG rules. Whenever data is changed, it reconstructs the
EC according to the MAC rules, and protects the identification exposure which is caused by the EC change.
Also, it measures the information loss rates of the EC which satisfies the ¢ -diversity. It keeps data accuracy
by selecting the EC which is less than critical value and enhances private information protection.
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MAG(T, Q)f
T : k-anonymity table
Q : quasi-identifier A gk A
for(i=0 ; i<=n ; i++){
insert_queue(Qi);
while(NotEmpty(queue)) {
if(IsNotMark(node)) {
if(node(root))
rule_set = cal_rule_set(Qi);
else
rule_set = cal_rule_set(Parent);
check_k_anonymity(rule_set);
if(k_anonymity(T)){
check_direct(node);
Jelsef
delete_queue(node);
}
}
Graph(rule_set);
}

return(rule_set);

}
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Fig. 4 Multi-Attribute Generalization algorithm
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k-anonymity(T, rule_set){

T : Hlo]g table

rule_set : MAG rules

check = TRUE;

Ji HolEe] 7} HlFZ=E rule_setel] 93] Yrks}

while(check) {

for(i=0; i<=n ; i++){
generalization(T][ri], rule_set)
}
if (anonymity(T, k)){
check = FALSE;
return(T);

}
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Fig. 5 k-anonymity algorithm
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D : TH?l =7]
G : ¥l A=
EC : equivalence class
check = TRUE;
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if(diversity(EC) < 2)
1 ECe] thebge] ¢uth stom
call(k-anonymity(T, Q));
Jl AR =2 [
IL_e = cal_IL(n, D, G);
ifL_e > critical_IL) j/ AR <E20] 30
call(k-anonymity(T, Q));
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