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Development of Education Learning Program
for AES Cryptography Algorithm

Dongbum Lee' - Myeongsoo Jeong“ - Jin Kwak' ™"
ABSTRACT

Recently, the importance of information security is emphasized in IT related field. The agency
related to information security implements the policies to emphasize the security and protection of
the privacy. However, the issue in many companies and users is that awareness of security is still
poor. Therefore, in this paper, we develope the learning program for AES(advanced encryption
standard) block cipher, to raise the awareness of security. Also, wish to cause interest about AES
cipher because user confirms process that is encryption/decryption through program of this paper
directly and prove awareness about information security.

Keywords : AES, Cryptography, Learning Program, Information Security
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void KevExpansion(BYTE* key, WORD* W)
i

WORD temp:
int =0
while (i<<k)
{
Wil = wChalkey[4+i], kev[4*i+1],
key[d+i+2], kew[d=i+3])
1
=Mk ffi=4

while (i< (M i+ (Te+130)
i
temp=" [i-11:
if (i k==0)
temp = Sub(Rotlternp))"Reonli/ME-11:
slee If{(ME>6) B8 (I2eNk==4)
temp=Sub(temp:

Wlil=WhH-Nk] temp:
i+=1:
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void AddRoundEey(BYTE state[l[4], WORD* rKey)
{

nt 1, i

WORD mask, shift.

for(i=0i<di++)

{
shift=24:
mashk=0gF F000000;

for(i=j<diir+)

{
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mask>>=8;
shift-=5;
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{
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void ShiftRows(BYTE state[][4])
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}
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}
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