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Symmetric Block Cipher Algorithms Using the Dynamic Network
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ABSTRACT

Dynamic cipher has the property that the key-size, the number of round, and the plain text-size are scalable simultaneously. In this
paper we propose the block cipher algorithm which is symmetrical in the dynamic network. We present the method for designing secure

Dynamic cipher against meet-in-the-middle attack and linear cryptanalysis. Also, we show that the differential cryptanalysis to Dynamic
cipher is hard.
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Algorithm  Dynamic-Cipher

0
Input : Key block set KB and Plain text By

n
Output : Cipher text BO .
Let KB={kbl, kb2, -+, kbn}.
for i=1 to n do
Get the selected block operation set.
Let {Ali, ---, Ami} be the selected
block operation set.
for j=1tomdo
B!
Get a new block ~/ by applying Aji to ~Jj-1.
end for

i i1
BO = Bm
end for

end Dynamic-Cipher

O L B8 oE ¢u2E
Fig. 1 Dynamic Cipher Algorithm

~gE| it | 10bit | 12bit | 14bit | 16bit
8bit  |0.976562 |0.804688 |0.949219 [0.992188 0.996094
10bit 0.949219 |0.798828 0943359 10.982422
12bit 1040527 0.803955 10.941162
14bit 0.996460 10.807556
16bit 1021881
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