HERZ T WS Gk

H16% 85, 2011, 8. 2011-16-8-3-2
6LOWPAN THHsl T2l MMSo| WE 53t L12|F 45 24

Performance Evaluation of Cryptographic Algorithms
for the 6LOWPAN with Packet Fragmentations

HyunGon K
o of
a7
£ =wdxe B FA 7 S48 Has S 5 e ARS 71 718 ATE Hal gEss 4
255 483 6LoOWPAN ZZEFS MICAz AlAd F3sla A A4S B4

ANBFTAE WAs7] 3 s g7l SANE, Bl A5 d
A& AFs7] 918l AES, 3DES, SHA2, SHAL €38l5S +asidnh A3 Al ofshd Azt ol
2 = 9|7l E4lo] wolARE AHo] FAsH ek, & 4 1% <713

o =4
< ¢ F U0k 23 dEEs £ Aol AXF AY ARG Fidezs A= AE @ & A

» Keyword : 6LOWPAN, CHHS| Ri=2! =ot (24

Abstract

In this paper we implement a 6LoWPAN protocol on the MICAz sensor platform, which could minimize packet
re-transmission, and support security primitives for packet integrity and confidentiality. And we also present a
performance evaluation of the implemented protocol calculated according to the cryptographic algorithms. In the
re-transmission method, time stamp, nonce, and checksum are considered to protect replay attacks. As
cryptographic algorithms, AES, 3DES, SHA2, and SHAI are implemented. If transmission errors (thus, packet
losses) and the number of hops are increase then, packet re-transmissions are increase exponentially from the
experimental results. Also, the result shows that cryptographic operations take more time than packet
re-transmission time.
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