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ABSTRACT

There are various attacks such as tampering, bypassing and spoofing which are caused with system-wide vulnerabilities of Windows
operating system. The underlying operating system is responsible for protecting application-space mechanisms against such attacks. This paper
provides the implementation of mandatory access control known as multi-level security (MLS) rating with TCSEC-B1 level on th kernel of

Windows™. By adding especially the protection feature against tampering memory of processes to the security kernel, this implementation
meets the responsibility against system-wide vulnerabilities.
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