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ABSTRACT

With fast deployment of high-speed networks and various online services, the demand for massive content distribution is also growing
fast. An approach that is increasingly visible in communication research community and in industry domain is peer-to-peer (P2P) networks.
The P2P swarming technique enables a content distribution system to achieve higher throughput, avoid server or network overload, and be
more resilient to failure and traffic fluctuation. Moreover, as a P2P-based architecture pushed the computing and bandwidth cost toward the
network edge, it allows scalability to support a large number of subsctibers on a global scale, while imposing little demand for equipment on
the content providers. However, the P2P swarming burdens message exchange overheads on the system. In this paper, we propose a new
protocol which provides confidentiality, authentication, integrity, and access control to P2P swarming. We implemented a prototype of our

protocol on Android smart phone platform. We believe our approach can be straightforwardly adapted to existing commercial P2P content
distribution systems with modest modifications to current implementations.
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