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Abstract In this paper, a proposed system can be ensured safety using scrambling technique in order to protect
personal information which identifies visually from the existing e-passport. This system inserts ID card number
and photograph into e-passport using scrambling technique. In this system, we need user private key and CA
private key to encrypt and decrypt which make it secure. And It show better performance in throughput by not
encrypting or decrypting the whole e-passport.
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[Table 1] Comparison for digital protection technology
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[Table 2] A classification of steganography by a
characteristic of information
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[<7=ml version="1,0" encoding="utf-8"7> -
<Cash> @
<CashInformation>
<Cash_Amaount> 10000</Cash_Amaount>
<lssued>55U_Bank</Issued>
</Cash_Information>
<Cash_Image_Information>
<Cash_lmage_Size»
<Width> B00< idth >
<Height> 800</Height>
</Cash-Image_Size>
<Cash_Enctypted_Image_Size>
<Width > 400<, Width>
<Height> 364 </Height>
</Cash_Enctypted_Image_Size>
<Image_Format>bmp </Image_Format>
<Image_KeyHash> SHA-512</Image_KeyHash>
<Key>BdJ 1447595 H</Key>
<KeyHash>
4BB23F5580074D 147D EFE0FC24B 209F B BABIODAB98CE TFRITETFBABDF 2AATACITEES
CDPCABDE3413C1DI764844EE51B7C11647C0AT228449FCF2CDBDEEDTTEN?
</KeyHash>

<EncryptedimageCode> Basefd</EncryptedimageCode>
<Encryptedimage>
Q2K EAAAAAADYAAAAALAA AMAAGWE AAABAC AAAAAAAAAAAADE Daddd ™
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[Fig. 61 An encrypted electronic ID card information
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