Keywords

Journal of Digital Contents Society Vol. 13 No. 1 Mar. 2012(pp. 101-110)

1

AHEAE Y FHE 2= 2 44
913 RCBAC 7|4t & Hd

[e]
o
A &4 SN ACIEE 2wl Al wEe) P4 wE @ 1S w2 S
oo whet A8 24 MEND Aol= AUE BobAn sl Az ASE g gusAn g
et A Gael HsiA ﬂw 4 UEND AL NHEL HolE &fA7 R 2E
2nE 44 EUEE OB ASAEN TEH0R FHY £ ULH ANAE AT ZoHu 9
o me ele] drtel sl AT BUZES A4 40w wﬂoﬂ et 4og 5 AES
¥ A ARE FRAE AL AVERA RAGA w59 ¢ 9D ol SajoliA ol £
g o1 & A Aol AR, olUR FAS AP & Yt LﬂE%ie«l % B gore
uIg gEjolth mebA B ERAE Bd A8 YEQAE] A}%x}i% AHE TA=E FH
& W, olo] AgHE ZAL FEBG oA A3 s ERAEE shol AGA ZefolwAE
BESE SAd FU2E BEHOR BRI 42 Aol AL Tw I
A Agkele RYe oe AAE2RE A4E TUxE B el RCBAC UL oz
o] oFold & UES o, BH TH A WAS ) AARE B3 F AN SHs] 34
Az 487 A B AA=E 25T 5 LS v 9T 5 Ak

and Social Networking Service for User

Eun-Ae Cho*, Chang-Joo Moon**, Dae-Ha Park***

Abstract

Recently, social network sites are very popular with the enhancement of mobile device function
and distribution. This gives rise to the registrations of the people on the social network sites and
the usage of services on the social sites is also getting active. However, social network sites” venders
do not provide services enough compared to the demand of users’ to share contents from diverse
roots by wusers effectively. In addition, the personal information can be revealed improperly in
processes sharing policies and it is obvious that it raises a privacy invasion problem when users
access the contents created from diverse devices according to the relationship by policies. However,
the existing methods for the integration management of social network are weak to solve this
problem. Thus, we propose a model to preserve user privacy, categorize contents efficiently, and
give the access control permissions at the same time. In this paper, we encrypt policies and the
trusted third party classifies the encrypted policies when the social network sites share the generated
contents by users. In addition, the proposed model uses the RCBAC model to manage the contents
generated by various devices and measures the similarity between relationships after encrypting
when the user policies are shared. So, this paper can contribute to preserve user policies and
contents from malicious attackers.
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<xs:schema elementFormDefault="qualified”
xmins:xs="http://www.w3.0rg/2001/XMLSchema”>
<xs:element name="UserPolicy”>
<xs:complexType>
<xsisequence>
<xs:element ref="UserInfo"/>
<xs:element ref="Relationships”/>
</xsisequence>
</xs:complex Type>
</xs:element>
<xs:element name="UserInfo">

<xs:complexType>
<xs!sequence>
<xs‘element name="id" type="xs:string”/>
<xs‘element name="name” type="xs:string”/>
<xs'element name="email”
</Xs:sequence>
</xs:complexType>
</xs:element>
<xs'element name="Relationships”>
<xs:complexType>
<xslsequence>
<xs:element ref="group_name”/>
<xs:element ref="subgroup”/>
<xs:element ref="permissions”/>
</xs'sequence>
</xs:complexType>
</xs‘element>
<xs:element name="group_name” type="xs:string"/>
<xs:element name="subgroup” type="xs:string"/>
<xs:element name="permissions”/>
<xs:complexType>
<xs!sequence>
<xs:element ref="read”/>
<xs:element ref="write”/>
<xs:element ref="link”/>
</xs'sequence>
</xs:complexType>
</xs‘element>
<xs:element name="read” type="xs:boolean”/>
<xs:element name="write” type="xs:boolean”/>
<xs:element name="link” type="xs:boolean”/>
</xs:schema>
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<xs:schema elementFormDefault="qualified”
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
<xs:element name="MobileContentsInfo”>
<xs:complexType>
<xs!sequence>
<xs:element ref="type"/>
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<xs:element ref="contents”/>
</Xs:sequence>
</xs:complexType>
</xs:element>
<xs'element name="type” type=
<xs:element name="contents">
<xs:complexType>
<xsisequence>
<xselement name="name” type="xs:string"/>
<xs:element name="location” type="xs:string"/>
<xs-element name="time” type="xs:string"/>
<xs:element name="tag” type="xs:string"/>
<xs:element name="policy”>
<xs:complexType>
<xs!sequence>
<xs:element ref="group”/>
<xs:element ref="read”/>
<xs:element ref="write”"/>
</xsisequence>
</xs:complexType>
</xs:element>
</xsisequence>
</xs:complexType>
</xs:element>
<xs:element name="group” type="xs:string”/>
<xs:element name="read” type="xs:boolean”/>
<xs:element name="write” type="xs:boolean”/>
</xs'schema>
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<?xml version="1.0" encoding="UTF-8"?>
<Addressbook_group_policy userID = "#me">
<Group Group_name = "friends”>
<member>
<name> Bob Lee</name>
<subgroup>Best Friends </subgroup>
<email> bob@aaa.edu </email>
</member>
</Group>
<Group Group_name = "family”>
<member>
<name> Charlie Kim </name>
<email> Charlie@bbb.edu </email>
</member>
<member>
<name> David Kim </name>
<subgroup>CS dept </subgroup>
<email> david@ccc.edu </email>
</member>
</Group>
</Addressbook_group_policy>

(L9 5) 2vtE Ao Fold AA HA 9

<?xml version="1.0" encoding="UTF-8"?>
<MobileContentsInfo
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance
"xsi-noNamespaceSchemalocation="MCIschema.xsd”>
<type>cellphone</type>
<contents>
<name>Alice</name>
<location> West Lafayette, IN</location>
<time>11/11/11 17:30:00</time>
<tag>foods</tag>
<Policy>
<group>friends</group>
<read>ture</read>
<write>false</write>
</Policy >
</contents>
</MobileContentsInfo>
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