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The Impact of Cognitive Factors of IS Security Risk
Management(ISM) on Awareness and Intention to Develop ISM

4 & B (Sanghyun Kim) Z50hstn B B GHT s
& & 0] (Youngmi Song) 7 Htsta 7 dohsh A Fshe whAaA, walA A

e o

el het /145 FRA 2D BT R FoHAT YE BEF HANYo| =5
HBE U Bobd RANFRe] B AU 437 ol BT aTH D ek whebd B AT 4
£ 2 ol ARHoz R gRe BES AL Y /S Ao noke AA 4l
o e7hA) W47k BAAFBY Axsh HAAGTY ALeA ) ofF GFL FEA vobr} o] F 7]
227k 2249 BAAGBY AP oW FFL PAEAE AFHOET FHHTA HGTh RAB
o X adle b4 MR 2490 uBegE, HARES, A4 o5, A4H A,
A e, B G EE AGHIL o] Mol Herg Gl A4 ALl Ao vholrt Bk
Gue AU ofd GFS FeAd Ul AFHAT HAFE A FTHNYEL Yo UE
248 AAse] 23759 HolElE £Aste] PLS WHOE BASAT. 1 A5k A8 6744 <17
29 F AZ9 H4L ANY 2} ANWRY A4 @ AT foIF 9L WAL How
Gehtow nor e £ 94 A4 B ATIAS JRUVAE FHHE A0 Yey,

FIHE . HetHHHzE, Botge ALY HetHHE <4, B A YA,
Hotg g Az +F

[.A4 2 A7 53 2L AY EdEY w79 ES A
BA 283 AEY ARl 2ol A o oA
BRI AR7|EY AL RE 3 7S HAth 22 s FAHQ] HHA A" FA
O 2 AT 58S M F A HAJoh B 99 7hsAe] HelH, MRz, 7199 9
J8y AR s te 52 gEAS dAG At LFEEAE o1T & WA HAdo 279
EAE VA= AREL Abaet HRA T o HBRA2EE 7|ed 17k, A 2" F kg, A
3t AP S7HE o] E Hh(Baker and Wallace, Zo] A4 A7) mE ERA Q9o 95 H
2007). = AAS, o & A F, HE o =EET. wheb AE AR 71UA,
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BAA 84S 2537 Y3 AAY ARR
Qb iAo sl 22 o] FAsta Q14 sk
oftt ¢t} A, olHe ARHY FHH F
A3} ko] gk A AL Aol Ag QA2 o]
SEHEA 7o R I B}t =
7betal lom HEWMlo] meta HEHQ
e g Aol A=FHI Ut

UnbH o2 HHA2H Helo] tigh 229 =
g studo], AZEY O], EYAT 2L 7]
&2 Ak ek FHo] FHE T 9l o
= A AR Zg2x 3o 2o gE 9

o g FHES AYste HES AT Aol
Uh(Halliday et al., 1996; Hu et al., 2006; Jahner
and Krcmar, 2005; Straub and Welke, 1998; von
Solms and von Solms, 2004). B 5°] 7] & %A <]
BEA 2 HORE s 7L Hiol 2 29 2 ¢
A Ao - F1 o] 20| YRz R
Bl 9] fgtoly 9o =EHES 3tal I (Do-
herty and Fulford, 2005). =3t HZ 7199 AR
Al ZzHlo g o EA o] FotRlo wet o] e} #
A3k Ao g Ark a7H e 1
T B9 Fo] ZddA A4 AAE HeEq
ATh o= Bk Fo] 7Y BAE JhA| e,
719 AEAE Fo, 544 &8 59 244, 71
Ao g At A& Y& = A%E 2
e AAH 7hsAel w7] o] th(Cavusoglu
et al., 2009). wetA ] AElA 7
B T AQE F sty Hal ) th(Brancheau
et al., 1996; Lohmeyer et al., 2002; Ransbotham and
Mitra, 2009). ¥HHa 02 AR Bl that 93
Zol7] 93 7IHEL 71E7e] A 9
st A gFol Sl shAIRE o] B3 V=4 A
& B AE AAstE FEHA FTHCa-
vusoglu et al., 2009; Dhillon and Backhous, 2001;
Siponen, 2005).
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FEe worpele LS FESAL oo o
@0 Aot /ey Bz, newe vl A
A, BaAel F4E T A7} ORI

(Finne, 2000; Kotulic and Clark, 2004; Spears and
Barki, 2010; Straub and Welke, 1998). 3}A| 7+ X
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2 TH(Fenz and Ekelhart, 2011). $8& %29 #
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kel A =8 7he 3 913

i rlo i
S ot B

et to rlr oo

2
l’:i

] o) )82 A3t

o 79 Hi %%@_w% 7k

oxh M ot Y 3L oo

,d
ofr
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l‘ll‘

o

EIT Al2¥ 3 b

9’]"‘_’&‘31] THE & Aot

Hot9 ¥ E](Secunt Risk Management, SRM)

T BAEA2H B S st ¢ “’\%E
o] Z& P E gt AojAe =

A4st
o UHD e A o] chAlbers

HEA 2 HEe FRA| ~Hof Wol &S
AU £ AEYFH TIGEdA 53] w
% 2.3} t}(Mohr, 1996). Goodhue and Straub(1991)
v B EIAEC] AHY X2 Al BRA 2E
O ol _/] 1 ARAAH 9807 Q3 &
Aol AUA AA & doeH 2159 tFH 01
A 7F 259 AQ wg F838H7] Wil o
E A9 7I9E EY o Wol FRA2~H B
Qb Fzg Tt Ak Jung et al.(2001)&
AR 7H&4, 71EA, FARE A Hd
zA9 oA wet AdEE L’JEHJ% 4
d Aol gFsA AT s HZ 7
Ao ARA 2" g ofEA o] Fop w

ojo} HAF B T #HTt 275

_i'_

Z(jl =2 0o E T = _%EH

719 Bl Hevt 71dE F48 35 e W
Q23 I th(Cavusoglu et al., 2004). AT 2| F
7HA 7] =2 751-11-1;_0}01] W“} ﬂ@% Zo|1

= °PT]?§ = Xﬂ A OP
o FEA 2 ‘:]'(Cavusoglu et al., 2009; Dhillon
and Backhous, 2001; Siponen, 2005). w2tA 714
o] AH Rt g APE Eol1 S 7t

and Dorofee, 2003). Et¢j @A e = 23] =F

go] 9= e FHsy, BT, 71 Het FEE A feide 71€4
NA AAHL 43 B, ¢4 Asg ¢ FEH ANE2HH AL wRel FAsta 5
ZoA WS FoAY AAS] Slg) ojm g Holw Al mebdept dag low 2
£ £ AAA AAEAE e A By AT ol B APANE Sz d7Eh A
< o] FTHNIST, 2002). ©] 22 1ok & #e] AL Fol, o]d3 RAAIH Y Fo48E
S 240 A0 Aus ubo] o Ay A BESAL A RA B BT A4
3, 240 FRA~H ) TA HZ 7t Bk @A o] g ALYAE FLE F 2
A, Bot Exto] @2l v 43 o]So ug = = 89ds5s =E69 E‘&H%‘J&ﬂ Tt
249 A5 B7HE 278 TH(Hoo, 2000). BAE Lotz A5 BF e AAAH.
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AG7HA e Bk delo] B3 ATFEL 9
3 FAANE AHAAY AFE dS5ete A
I #EE Fopo] AU Al &2 v&H

o] EAHed $HE FUHBodin ef al,
2008; Cavusoglu ez al, 2004). T 72 B9
ot e AT ES ek He & A
7led 1 545 FRou AAdd HIEH A
AA Fo g ARG AF, AF, B A
TJ‘E ‘ﬂfésl-o] 1,}.3.\\4_—]’4— Ho _r]’GJJ,]—ﬂ/] 7]—?]— =
A F stde A87te 8 i Bd FH,
Heo] &4, AEE &4 Fol A2 F o
t= ,\,\E}(Baskervﬂle 1991; Cybenko, 2006) o
< AAAH AP ES SEA UEUA

AstA LA st AP tgk dHolE ﬂl%% B
Vst st Wg B2 WgEd o) #4-d
ot gSo] dAY Bt d Ao g
o] Z& £ Y HolEHE 7|WoE g 9
A& A F3ch(Fenz and Ekelhart, 2011). ©] %
S S BN wE o 23 AAH AES
EASAY HlE&&2Ql Hel tjzd FExj ok
st Al M A g Ao =3 222 B
o Ayte] RAGAH B9 FHo] 71zl 1
o B sl 1AskA &t Aot w
ghA 22 I8 @A te JEHE
7FA 7] A Al oF & Aoltt, 229 Bk
e AF, A%, B Ade 23 o] A &3t
I Qe B d el o ols ek Hetay
Fod 8% 98-S gt

Hetslddeo] &3t HYATELS He
#29 g 2 =2 A 2(Finne, 2000; Stoneburner

et al., 2004), Bkl @2 AE 2 X =F(Humph-
reys, 2008; Paqiette et al., 2010; Straub and Welke,
1998; von Solms et al., 1994), $| @ &) o] && H}
g0 2 g A+ (Bojanc and Blazic, 2008; Feid and
Floyd, 2001; Hong et al., 2003), 2.9} 2 & 2|3}
ok A @ 940 A3 AF(Hamill ef al,

2005; Kankanhalli et al., 2003; Spears and Barki,
2010) 53 o] thkgk #A A Bk P A
g olF & Y= 3 2ok AT Y
#elo) F243% Bayel g2 U= A
Hla] Hokde] 9 Hekelddee] B A=
by ol RE3T theFd By A7} v]
S Aot T <& 1>llA EA T <
AT s YeERR AT
Hebiddg o] /g 9 ZEA 2o A3 A
AT Z =, Finne(2000) A R A ~H ¥
7b Woskal BAgE EAlo]BE ofof g ok
& 7lds ol g Agketel PRl B ol
He Fua sk £ JuA 2 49D
2 98 719 ZeAzs Wd 2o Fa4
S 7FZ3F4 Y. Stoneburner et al.(2004)+ A HA|
2" Ay olFE %2 HAHE JMEste
JRH 7] &3 IT 24| 7ol th gt
JAAAE Aer) AT A4 Bad A
18 AT A, AL 249 5Tel o
& Wrts ter 3 Aur|ee A7 =

o
v
rlo
ol

= A7) feiAeta sk
Hetsdde A 9 X”*Oﬂ ?&
7}

re
-
SOt

2 M\ rlo

® o] =3} Kot oﬂ =%
& WA Hekeld 2AIS
K8 AAAL ANG
£ AQFsH AT, Paqiette et al.
010 Ao FehiE AFY Agd e B
kol As) Holetm PR Hergeo] &
3 Ay EA B L v o] WAEs] $sA
ZHAA 9 oyl Aol HI7kA A ¢
g o] M= t}}E’\l %E}%E ARE 7E

g

- om

2 gl 7(4%“0] JJJQLO]-D]-"r
Welke(1998)2 HSHAE RS 7|HEo 2 A~
Ago] AT F+ U=

Qb3te] HQke] theh 22 9| 9
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% FLelx|of| olxl=

(F 1) Zotigete|of kst MEei+
T ' AT AT &
. HEA G g i Mg Ao 2 7Y ZEA 29
1 0ke] & 72 Finne(2000) %Z_ oA Bz h ~
Ad 2 ZA2A
Stoneburner et al.(2004) | ARA2E APAY Ao & BElolf A
Humphreys(2008) xAo] Bt BE $84 A=
, 9 AFE 71ed B4 gte F7HE A
worelalahe] Paqiette et al.(2010) worosige] od 9 g "o Bz
A 5 A Straub and Welke(1998) | EOHI @l AT 4 & 494 stol=akel A9
EE HHAN2Y A4t 9] oig ZE oiF 2 gt
von Solms et al.(1994) ok Aok
Bojanc and Blazic(2008) | 2t @A 9] AAZ md AA

Feid and Floyd(2001)

H’é‘—]H/H -52

ARAIRL

TE Atsled 279 AR A4be| fidt
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o,

Hong et al.(2003)

2 o]2&& njE
ARE}AD AFH AdEH=

o2 719e] uerdel g olssta
Ao taf A

Hamill ez al.(2005)

a4 249 B
TEA 2, 7% A

Hepgel s 9% 37HA 8a (A,

serae A4 | 27e] AUA2E HAE AT 1A wd QAT
493 x}ﬁa el Kankanhalli e al.(2003) o413y Ao ,
Qo BF AT
Spears and Barki(2010) ;‘;2}2;%%@%3} o 249 AHAAEHAY Fe))d

] Ak g HokAgoz A HOEAZS 9 (201002 X9 Fe¢T AFE Ao wE
A8 thFo 2 S A5 Yeks A B g #al] Aofsty AR HHE
st Ao g JAEAS Al rpA TS B ALY A S-S v WA ] 96
2 HA e B HARE RHF3Y FTHG A ZHNA B oly el A F ol o v ZFA A
A= Ao|th von Solms et al.(1994)C Hte] 7] A A M= HEA FEeE HAFH 7]
B BE ARA Y A4ka oYl tig e &9 B4 g I7Hd a9 Bk #e
03 2 geke FH35 Flojgtal st 314 o2 9 AFAo] Festtyy 23T Straub
ool gk Hete HEd &S QA 7Y and Welke(1998)& HotA 8 mdS 7]Hlo & A
of S B 4 Qv F=zEAT 2" AT & Qe HEF 7ol

Hetold#e AY 9 HdEgo A AFELS S AQH3te] Heto] tidt 229 JAAA Y =
the-3 2+t}. Humphreys(2008)& H.oh#e] #3 &L FuA ek 1E50] A AGA Bt
o] ZA o] oW o] 53} HetA =g F4U A UA A L BAFo R 94 HOEA
A, 22 o] AHg YR He Y EAE B g AAS L gFo g PE BAse ek
ek EFEo] ABA K& HAHE AT Adsta s AA e tigk AR S shal vpA et
AAA o U AFE AR Pagiette ef al o HetulH o #3 HJHE HFste Fry
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Hokma| oIx| Qolo| ZE|o| HBAIAY Zokeignalol thst 214 U JHolx|of olxle e

m. A7+=s 9 714 ddeYEd B FEre 24 W B9
weE AAHos dAstn Ad 2459 F

3.1 724 ojof 71913 A o|t}. Spears and Barki(2010)= %
Aee) Foj7k 54 Bek 545 A Fxs

B AT 24 oA Adaoz R I FAsE 98-S g FAEYY & 24
g &5s A%sta ge VIde o= 1ot do Fol7h 24 Y HHE BI37] A3 A
el ALY 67hA Wrrh Bk A < o A dthe Zolth wekA A de T4
Aok Bebsi@ae] Aol o| gFE F Aoz nekddaed ta AdE o Wk
A vzt o] F kA 47 2xef Bk o 249 Aol 24 Y HAHAE £5F
due Aol ofd I MAEAE AT Aoleks 244 7dE 7HAL Site Aot
o8 FHaty] Hal HPAF =S vEo=E <O 1) 9] o] (Buy-In Theory)2] A= A&7
3 >3 22 AT RS REST 249 B Fol7t ARA 2= e Heste] Aol A)
deld o f dALAoR 2HU He & ARANLE #8 8 Fo dFEe T
W E, Bk FE, A4 ol 5, A7 3 I 3P &, 229 FRA2E k] AL
A, A8H G, B @S AjtetiT & 7b el O A2EE ToF A2 <
g, Eekel e 14 Hekslg e AelA Asta o Fasty JFe] & A0 Bs)
g FYol THAY 9T o 2 A2ds 8 & s&ei dos Aoln

(Markus and Mao, 2004). ©] ¢l Spears and Barki,
2010/ 229 Heksl@aele] ASE BAsA
2 ol Yol 2 Hgdte] w74 B RS

24ss 2h0Ae HAPRUL O B £
3.2.1 Eotgkz| QIX| olof ket 7 ME FEE= Ao Yetn gtk &, 74 ¢
BoTolA AN A7 82 F 249 B o% 248 B R 2490 3
Horg| 2l x| 21
HOorE | &
BSM N ——
H1(+)
2o = H2(+) g
(SEP)
| Zh=l | = H14(+)
EENE i ——
(PB) HE(+) Eote s 22
H13(+) f'\,%
HAG) (PSRM)
— H15(+)
(sP) H11(+) ZH &2l |
(ISRM)
ot A S - H12(+)
(ESR)
BSM: Behavior for Security Management, SEP: Compliance with Security Policy, PB: Perceived Benefits, PS:
Perceived Sacrifice, SP: Social Pressure, ESR: Experience of Security Risks, ASRM: Awareness of SRM, ISRM:
Intention to develop SRM, PSRM: Performance of SRM
O 1) d7eyd o JHddE
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% 1t (Ives and Olson,
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E_}\]/\Eﬂ H‘)]’Oﬂ EH%]- zx_]_,] ul zalzn,]
Ao ARA2E Hobo] Ud x]&_;q?_] A7 3}
Z2 Qo] A v F5of gk A Tl tis) =
AAEH YA2F S 317 Aol =8 =
&l

o N 1o

ey
4y P EN

Hl

44
o

u!

oft fo
oX
o
=
rg
ot
_o|£
£ N
=
re

_,d
o=

&

K

o

offt

[o
Moo
24

ok

&

2L

2

Straub, 1990; Siponen et al., 2007). W2}A
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A3 E 2u] 3t (Holbrook, 1994). o H-&
M old @ HXE oS3} FA3He Azt
) (trade-off) 2 L EFA T} (Zeithaml, 1988; Ader-
son et al., 1993; Anderson and Narus, 1998; Kotler,
2000; Ulaga and Chacour, 2001). WetA 7} &
2}t 2 o] th(Holbrook, 1994) =3t 7}7‘<]i 7ol =
= A9 AL, 71E, 7184 T 5 ]t‘“’i
AV 48H &3 Be 713 'ﬂr% e
dea2 FAEH(Ulaga and Chacour, 2001; Wo-
odruff, 1997). 48 < 71EH o8 2220 gt
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g AUpoz 2
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Zlo] Al thg A&, A, &
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Frazier and Summers, 1986).
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1T AHE AFAH L D JuAsEe 5
Qel=, Fo 0 AL A, A% Mg Th5
B 5o a8 9FL WAL o] HYATE
53] S5 Bolton and Drew, 1991; Brady
and Robertson, 1999; Eggert and Ulaga, 2002;
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Abstract

Organizations that make widely use of information technologies can be more efficient. But, the de-
pendence of information technologies leads to an increase in threat of security. This is the reason why
organizations are investing in security risk management (SRM) which is designed to protect of in-
formation assets. Noting a lack of empirical research in SRM, we investigate the key factors having
a direct effect on performance of SRM. Particularly, this study focused on identifying factors influenc-
ing awareness of SRM and Intention to develop SRM in Organization. Based on relevant literature re-
view, six motivating factors, including Behavior for Security Management, Compliance with Security
Policy, perceived Benefits, Perceived Sacrifice, Social Pressure, Experience of Security Risks, were in-
itially identified. The results indicated that most perception factors were positively related to
Organization’s intention to develop SRM and awareness of SRM, which then had positive impact on
performance of SRM. But Perceived Sacrifice was not significantly related to two variables which is
Organization’s intention to develop SRM and awareness of SRM.
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