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Privacy-protective behavior can be classified into passive behavior and active behavior. Passive behavior includes 

refusal, misrepresentation, and removal, while word-of-mouth, complaint, and seeking for help belong to active 

behavior. Internet users in different countries may take different types of privacy-protective behavior because of cultural 

and social differences. This study analyzes the differences in Internet users’ privacy-protective behavior between Korea 

and China. Korean Internet users take refusal, complaint, and seeking to protect their privacy information, while 

misrepresentation is not an option for Korean Internet users. Chinese Internet users take refusal, complaint, seeking, 

and misrepresentation to protect their privacy information. In Korea, passive behavior (refusal) is chosen more often 

than active behavior (complaint and seeking for help), while in China active behavior(complaint and seeking for help) 

is preferred to passive behavior (refusal and misrepresentation). The differences of privacy-protective behavior in 

the two countries may provide some implications for online companies, if they want to avoid the business risk due 

to privacy concerns and to take appropriate steps to deal with privacy-protective behavior by Internet users.
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1. Introduction

A lot of new artifacts come into our daily life, 

such as social network service, ubiquitous com-

puting, cloud computing, etc. While the new ar-

tifacts bring benefits to users, they also generate 

numerous privacy concerns. According to a poll, 

94% of American consumers consider online pri-

vacy important [32]. Statistics Canada [31] repor-

ted that 74% were concerned or very concerned 

about online privacy. 

Governments, organizations, and individuals have 

tried to establish ways to protect online infor-

mation privacy [1-3]. Especially, Internet users 

will possibly take different types of privacy- 

protective behavior when they feel their privacy 

information is threatened. Almost 95% of the 

Internet users surveyed have declined to provide 

personal information to online companies at one 

time or another, which means that many cus-

tomers may not really trust an online company 

when making purchases online [14]. IS rese-

archers have focused on privacy concern and 

other facts related to privacy concern. Culture is 

found to affect privacy concern in several cross- 

cultural studies [5, 21, 22]. Although some re-

searchers have suggested several privacy-pro-

tective behaviors, culture difference is not con-

sidered when studying privacy-protective beha-

viors. 

The objective of this paper is to focus on 

Internet users’ privacy-protective behavior, when 

they feel online companies threaten their in-

formation privacy. This study integrates existing 

research about privacy-protective behavior and 

rebuilds the privacy-protective behavior model. 

Then, this study compares the difference be-

tween Korea and China, and tries to explain the 

difference by cultural values. 

The remainder of this paper is organized as 

follows：the next section reviews the existing 

literature; the third section presents the research 

model; the following section describes how the 

research is conducted; the fifth section presents 

results; the discussion section follows, and the 

final section concludes with implications, limi-

tations, and directions for further research.

2. Literature Review 

2.1 Privacy Concern

Internet users’ personal information is now a 

commodity which is routinely bought, sold, and 

traded. Online companies collect detailed custo-

mer information to analyze Internet users’ be-

havior, and to increase the efficiency and effec-

tiveness of their marketing strategies. Actually, 

it is now impossible for Internet users to trans-

act a business online without having to reveal 

personal information. Such information could be 

obtained voluntarily (when consumers provide 

information during online transactions or while 

registering to use certain websites) or involun-

tarily (by use of cookies that track consumers’ 

online surfing behavior) from the part of Inter-

net users.

Information privacy concerns refer to the ex-

tent to which an individual is concerned about 

organizational practices related to the collection 

and use of his or her personal information [29]. 

It is not only the concern about the information 

disclosure, but also the degree of control that 

Internet users have over the collection of infor-

mation and its subsequent use by online compa-

nies. Because of a variety of factors such as 
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culture, regulatory laws, past experiences, and 

personal characteristics, Internet users exhibit 

different levels of concerns about information 

privacy [20]. Internet users’ privacy concerns 

have received considerable attention as one of 

the salient factors that determine their willing-

ness or unwillingness to disclose personal infor-

mation to online companies [10, 20, 29]. 

2.2 Privacy-Protective Bbehaviors

Internet users who are concerned about their 

online information privacy would be cautious in 

most of their Internet-based activities. They mi-

ght think that online companies maybe misuse 

their personal information and lead to consid-

erable loss [10, 33]. Thus, Internet users will 

take some kinds of privacy-protective behavior, 

such as complaint or negative word-of-mouth 

[23], supplying false or fictitious information to a 

website [18], managing the use of cookies [9], 

and even refusing to purchase from particular 

websites [8] to prevent such opportunism and 

minimize the loss from misuse. Some resear-

chers identified three kinds of customer behavio

r：exit the relationship with sellers, voice their 

dissatisfaction to the seller, and show loyalty to 

the seller by neither exiting nor voicing [13, 27, 

28]. Singh [28] also expanded the taxonomy to 

three categories：voice (complaints directed at 

the seller or manufacturer), private (informal 

complaints involving friends and relatives such 

as negative word of mouth), and third party re-

sponses (formal complaints directed toward pub-

lic agencies not directly involved in the ex-

change). Cho et al. [7] classified privacy-pro-

tection behaviour into three types：the avoid-

ance type consists of items such as ‘use of non- 

Internet means to communicate, buy, or gather 

information’. The opt-out type has to do with 

actively choosing not to receive email solicita-

tions. The proactive protection type addresses 

more active protection of personal information, 

such as using privacy enhancing technologies, 

erasing cookies, checking trust marks, etc. Son 

and Kim [30] classified privacy-protective be-

havior into information provision action (refusal 

and misrepresentation), private action (removal 

and negative word of mouth), and public action 

(complaining directly to online companies and 

complaining indirectly to third-party organiza-

tions). Park [24] classified information control 

behavior into social dimension and tech dimen-

sion. Within the social dimension, distinction be-

tween active and passive control was made.

From the previous research, this study identi-

fies privacy-protective behavior by Internet users’ 

and classifies them into six differentkinds：refu-

sal, misrepresentation, removal, word-of-mouth, 

complaint, and seeking. These six kinds of pri-

vacy-protective behavior can be grouped into 

two types, active and passive. Active behavior 

contains word-of-mouth, complaint, and seeking, 

while passive behavior includes refusal, mis-

representation, and removal (See <Table 1> and 

<Table 2>).  

3. Research Model and 
Hypotheses 

3.1 Research Model

A research model was developed to investigate 

the impact of privacy concern on privacy-pro-

tective behaviors [Figure 1].

Refusal may take place in various situations. 
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<Table 1> Active privacy-protective behaviors

Behavior Definition Source

Refusal

“Refusal” refers to Internet 
users’ refusal to provide their 
personal information to online 
companies.

[19, 30]

“Refrain” represents users’ 
refusal to use the web site that 
asks them to provide personal 
information.

[34]

“Refusal” to e-Commerce means 
unwillingness to provide personal 
information and use the website.

[4]

“Refusal” means Internet users 
refuse to purchase and visit 
online companies’ website, or 
even refuse to register

[17, 19, 
24, 25, 
34]

Misrepre
sentation

“Misrepresentation” means to 
falsify the personal information 
or incorrect personal information 
submitted to online companies.

[19, 24, 
25, 30, 
34]

“Fabricate” refers to young 
adolescents’ efforts to falsify 
their information or provide 
incomplete information.

[19, 25, 
34]

Removal

“Removal” means deleting his or 
her personal information from 
online companies’ databases.

[24, 29, 
30] 

“Removal” means to request 
removal from mailing lists.

[25]

<Table 2> Passive Privacy-Protective Behaviors

Behavior Definition Source

Word-of-
Mouth

“Negative word-of-mouth” 
refers that Internet users may 
share their negative experiences 
with their friends and relatives 
when online companies threaten 
their information privacy.

[30]

Internet users with no privacy 
concern will recommend online 
companies’ website to others.

[17]

Negative remark or comments 
about a website

[17]

Complaint

“Complaint” means to contact the 
company or independent 
third-party privacy-protection 
groups for complaining.

[24, 30]

“Flaming” means to send highly 
negative messages.

[25]

Internet users may notify Internet 
service providers about unsolicited 
e-mail.

[25]

Seeking

“Seek” refers to one’s efforts to 
ask others for advice or to read 
the privacy statement.

[34]

Use of privacy enhancing 
technologies

[19, 24]

Privacy 
concern

Removal

 Active behavior

Misrepresentation

Refusal

Negative WOM

 Passive behavior

Complaint

Seeking

[Figure 1] Research Model

Internet users would refuse to provide personal 

information to online companies, refuse to pur-

chase from those online companies’ websites, 

and even refuse to use such websites [4, 17, 19, 

25, 30, 34]. Internet users without privacy con-

cerns will show three behaviors：willingness to 

provide personal information, acceptance of e- 

commerce, and willingness to use Internet [4]. 

Internet users with privacy concern may refuse 

to provide personal information in response to a 

request from online companies [10]. Internet users’ 

“refusal” includes refusal to register for a mem-

bership of a website, refusal to purchase from 

an online company’s website, and even refusal to 
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use. Internet users’ refusal to provide their per-

sonal information to online companies is believed 

to be an important form of information pro-

tective behavior. Thus, we hypothesize：

H1：If privacy concern is higher, Internet users’ 

refusal to register, to purchase, and to use 

a website of online companies would be 

stronger.

Misrepresentation describes the following be-

haviors：Internet users will provide incorrect or 

incomplete personal information to online com-

panies which may threaten their privacy [19, 25, 

30, 34]. Misrepresentation is a “guerilla tactic” 

used by individuals in order to defend their pri-

vacy. Over 30% of Internet users admitted to 

routinely giving false or fictitious information to 

websites [8], while more than half (51%) repor-

ted that they falsified or misrepresented data at 

least occasionally [11]. Obviously, Internet users’ 

falsification of their personal information to on-

line companies will be a less costly and more 

convenient choice. The next hypothesis is：

H2：If privacy concern is higher, Internet users’ 

misrepresentation to give incorrect and in-

complete information to online companies 

would be stronger.

Removal can be considered as a privacy-pro-

tective behavior that Internet users will remove 

their personal information from online compa-

nies’ database or mailing lists when they feel 

privacy threatened. Internet users’ “removal” is a 

specific action that can be taken in response to 

an information privacy threat by removal of their 

personal information from online companies’ da-

tabases [29, 30]. This leads to the following hy-

pothesis：

H3：If privacy concern is higher, Internet users’ 

removal of personal information from the 

databases of online companies would be 

stronger.

Internet users’ “word-of-mouth” means they 

may share their experiences with other people 

about the online company, recommend a website 

to others, and give remarks or comments about 

a website. There are two different kinds of word- 

of-mouth, positive or negative word-of-mouth. 

In this paper, if Internet users feel privacy threa-

tened by online companies, they may give “nega-

tive word-of-mouth”, which means to share their 

negative experiences with others, not to recom-

mend online companies’ website to others, and 

to give negative remarks about online companies 

[17]. This suggests：

H4：If privacy concern is higher, Internet users’ 

negative word-of-mouth about online com-

panies’ threats to their personal informa-

tion would be stronger.

Complaint can be used to describe a kind of 

privacy-protective behavior that directly or in-

directly complain to various organizations. When 

Internet users are dissatisfied with handling of 

their personal information, they may take three 

kinds of complaining behavior to minimize their 

loss. They complain directly to online companies 

by calling or sending e-mail, complain indirectly 

to third-party organizations such as consumer 

protection office, and notify Internet Service Pro-

vider (ISP) about unsolicited e-mail [25, 30]. The 
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<Table 3> Scale Development

Construct Dimension Source

Refusal

Refusal to register
[19, 30, 
34]

Refusal to purchase

Refusal to use

Misrepresent
ation

Giving incorrect personal 
information [19, 30, 

34]Giving incomplete personal 
information

Removal
Removing personal 
information from online 
companies’ database

[25, 30]

Word-of-
Mouth

Sharing negative experiences 
with others to offend online 
companies

[17, 30]Recommendation of a website 
to others

Negative remark or 
comments about a website

Complaint

Complaint directly to online 
companies

[25, 30]
Complaint indirectly to 
third-party organization

Notifying ISP about 
unsolicited e-mail

Seeking

Asking others for advice

[19, 34]
Reading privacy statement

Using privacy enhancing 
technologies

Privacy 
Concern

Collection

[20, 29]
Errors

Unauthorized secondary use

Improper access

primary goal of taking public action is to seek a 

specific remedy [26]. Dissatisfied customers gene-

rally take action through third-party organiza-

tions when they do not obtain satisfactory red-

ress by direct complaints [27]. Thus, we propose：

H5：If privacy concern is higher, Internet users’ 

complaining about online companies’ thre-

ats to their personal information would be 

stronger.

“Seeking” refers to Internet users’ efforts to 

ask others for advice, read the privacy statement, 

or use some privacy enhancing technologies and 

tools to safeguard their online privacy, such as 

anonymizers, encryption technologies, Pretty Good 

Privacy (PGP), anti-spam filters, re-mailers, e- 

mail shredders, cookie-busters, and HTML fil-

ters [19, 34]. One in 20 users had employed 

software to hide their computer’s identity from 

websites [11], while one in four had set their 

browsers to reject cookies [8]. This suggests the 

last hypothesis：

H6：If privacy concern is higher, Internet users’  

seeking for advice of other people, reading 

the privacy statement, or using privacy en-

hancing technologies would be stronger.

4. Research Method 

This section describes the scale development, 

the sample, and data collection process.

4.1 Scale Development 

Most of the measurement scales for research 

constructs in this study were adapted from ear-

lier studies in which the measurement scales 

were proven to be reliable and valid. This study 

measured the privacy concern with four dimen-

sions：collection (COLL), errors (ER), unauthori-

zed secondary use (US), and improper access 

(IA), using multiple items on seven-point Likert 

scales. And also, this study measured the six 

specific kinds of privacy-protective behaviors：
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refusal, misrepresentation, removal, word-of- 

mouth, complaint, and seeking, using multiple 

items on seven-point Likert scales (Refer to 

<Table 3>). 

The survey questionnaires were translated in-

to Korean and Chinese. Nine Korean student and 

seven Chinese students were asked to do a pilot 

test. After the pilot study, minor changes to some 

questions were made. The order of this study’s 

survey questionnaires was randomized so that 

more reliable data could be collected.

4.2 Data Collection

The purpose of this research is to analyze dif-

ferent kinds of the Internet users’ privacy-pro-

tective behavior in Korea and China. So the 

Internet users were the target population for da-

ta collection. The final survey was administered 

to college students in China and Korea. After 

deleting the responses with missing and incon-

sistent data, 250 Korean data and 246 Chinese 

data were used for the data analysis. All the 

Korean respondents were undergraduate students 

and Chinese respondents include undergraduate 

students, company employees, and MBA students. 

Among all of the Chinese respondents, 99.6% 

were students; 79.3% were between 21～25 years 

old; and 52.4% were female. They also reported 

that 67.8% of them spent about 1～3 hours a 

day on average on the Internet and 46.3% had 

used the Internet for more than 5 years. Among 

all of the Korean respondents, 99.6% were stu-

dents; 71.7% were between 21～25 years old; 

and 49.6% were female. They also reported that 

67.6% of them spent about 1～3 hours a day on 

average on the Internet and 96.7% had used the 

Internet for more than 5 years.

5. Data analysis and Results

5.1 EFA(Exploratory Factor Analysis)

First of all, this study used exploratory factor 

analysis in order to examine the relationships 

among variables and to determine whether data 

can be condensed or summarized into a smaller 

set of factors. Varimax for factor rotation was 

used.

<Table 4> Result from EFA and Reliability

Constructs Items
Factor 
loading

Cronbach’s 
alpha

Privacy concern

PC5 0.821

0.891

PC7 0.815

PC9 0.807

PC10 0.793

PC6 0.753

PC2 0.691

PC8 0.649

PC1 0.615

PC3 0.522

Refusal

RF2 0.801

0.776

RF3 0.736

RF1 0.703

RF6 0.699

RF4 0.610

Complaint

COMP1 0.866

0.790
COMP3 0.817

COMP2 0.663

COMP4 -0.582

Seeking

S5 0.796

0.797S3 0.764

S4 0.717

Misrepresentation
M2 0.883

0.818
M1 0.827

 

As shown in <Table 4>, all items were fallen 

into five factors：privacy concern, refusal, com-
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plaint, seeking, and misrepresentation. After the 

exploratory factor analysis, two constructs of 

removal and negative word-of-mouth were de-

leted, since the items of removal were not sepa-

rated from refusal and the items of negative 

word-of-mouth belonged to other behavioral fac-

tors. 

Removal refers to the action of deleting per-

sonal information from online companies’ data-

base, which can be thought as one kind of re-

fusal behavior to some extent. Although neg-

ative word-of-mouth was recognized as a pri-

vacy-protective behavior in some existing liter-

ature with American data, it is not true for 

Asian data in this research. Negative word-of- 

mouth is not viewed as a clear concept that is 

different from other privacy-protective behavior 

by Korean and Chinese Internet users. There 

exist a few studies that combined negative word- 

of-mouth and complaint as one factor [27, 28]. 

The reliability analysis showed that the Cron-

bach’s alpha values of all factors were over 0.7, 

which meant these factors have good reliability.

5.2 Structural Equations Modeling 

The structural equation modeling was used. It 

is particularly useful in testing the research mo-

del that contains multiple equations involving 

dependence relationships. 

5.2.1 Confirmatory Factor Analysis

Confirmatory factor analysis (CFA) was used 

to assess the measurement quality of constructs. 

CFA can test or confirm a specified relationship. 

Each item can only load on its prespecified fac-

tor while the factors themselves were allowed to 

correlate freely. Various overall fit indices in-

dicated a reasonable fit of the model to the data, 

and all the goodness of fit indices for confir-

matory factor analysis is beyond the acceptable 

level. 

<Table 5> Fitness Indices of Measurement Model

Indices χ2 χ2/dƒ(46) RMSEA GFI AGFI

Result 95.673 2.080 0.047 0.968 0.946

Indices SRMR CFI NFI TLI IFI

Result 0.029 0.982 0.966 0.974 0.982

The fit indices of the measurement model (χ2 

(46) = 95.673) for the overall data are as follows 

：χ2/DF = 2.080, root mean square error of ap-

proximation [RMSEA] = 0.047, standard root mean 

square residual [SRMR] = 0.029, comparative fit 

index [CFI] = 0.982, normed fit index [NFI] = 

0.966, goodness-of-fit index [GFI] = 0.968, ad-

justed goodness-of-fit index [AGFI] = 0.946, Tuc-

ker-Lewis Index [TLI] = 0.974, and incremental 

fit index [IFI] = 0.982.

5.2.2 Convergent and Discriminant 

Validity

Convergent validity is the degree to which a 

manifest variable is similar to other variables 

that measure the same construct, while oper-

ationalization is not similar to (diverges from) 

other operationalizations [6].

    <Table 6> AVE and Square of Correlation 
Coefficients

 RF COMP S PC M

RF(Refusal) 0.810     

COMP(Complaint) 0.009 0.551    

S(Seeking) 0.002 0.196 0.505   

PC(Privacy Concern) 0.143 0.116 0.038 0.525  

M(Misrepresentation) 0.004 0.029 0.219 0.003 0.826

Note) Diagonal cells show AVE values.
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As shown in on diagonal cells of Table 6, all 

the average variance extracted (AVE) values of 

the overall data are higher than 0.5, which means 

the items in this study have convergent validity. 

All the squares of correlation coefficients bet-

ween factors are lower than AVE, which also 

means the items in this study have discriminant 

validity. 

5.2.3 SEM Analysis

The SEM analysis was followed to determine 

the strength of the paths shown in the revised 

research model where ‘removal’ and ‘word of mo-

uth’ were deleted from the original research mo-

del. The goodness-of-fit indices for the overall 

data (χ2(105) = 219.354) are as follows：χ2/DF = 

2.089, root mean square error of approximation 

[RMSEA] = 0.047, standard root mean square 

residual [SRMR] = 0.077, comparative fit index 

[CFI] = 0.957, normed fit index [NFI] = 0.921, go-

odness-of-fit index [GFI] = 0.933, adjusted good-

ness-of-fit index [AGFI] = 0.900, Tucker- Lewis 

Index [TLI] = 0.946, and incremental fit index 

[IFI] = 0.957. 

<Table 7> Fitness Indices of Structural Model

Indices χ2 χ2/dƒ(105) RMSEA GFI AGFI

Result 219.35 2.089 0.047 0.933 0.900

Indices SRMR CFI NFI TLI IFI

Result 0.077 0.957 0.921 0.946 0.957

The results from two separate SEM analyses 

are shown in <Table 8>, [Figure 2], and [Figure 

3] for Korean and Chinese data. The Korean da-

ta supported that privacy concern significantly 

affected three types of privacy-protection beha-

vior such as refusal, complaint, and seeking. But 

the effect of privacy concern on misrepresen-

tation is not significant. The standard regression 

weight between privacy concern and refusal was 

the highest (0.452) among the three significant 

relationships. Refusal as a passive kind of pri-

vacy-protective behavior was much stronger than 

active kinds of privacy-protective behavior such 

as complaint and seeking. 

0.452***

0.128

0.394***

0.236***

Privacy 
concern

Active behavior

Misrepresentation

Refusal

Passive behavior

Complaint

Seeking

[Figure 2] Results of Korean Data

0.293***

0.252***

0.356
***

0.332
***

Privacy 

concern

 Active behavior

Misrepresentation

Refusal

 Passive behavior

Complaint

Seeking

[Figure 3] Results of Chinese Data

In contrast, the Chinese data supported all 

four dependence relationships from privacy con-

cern to refusal, complaint, seeking, and mis-

representation.
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<Table 8> Results of hypotheses test

H Relationship

Korea China

Standard 
regression 
weight

P value Result
Standard 
regression 
weight

P value Result

H1 Privacy concern → refusal 0.452 0.000 Support 0.293 0.000 Support

H2 Privacy concern → misrepresentation 0.128 0.61 No support 0.252 0.000 Support

H5 Privacy concern → complaint 0.394 0.000 support 0.356 0.000 Support

H6 Privacy concern → seeking 0.236 0.000 support 0.332 0.000 Support

The standard regression weights between pri-

vacy concern and four types of privacy-pro-

tective behavior were not much different, altho-

ugh active privacy-protective behavior (complaint 

and seeking) is a little stronger than passive pri-

vacy-protective behavior (refusal and misrepre-

sentation).

The statistical difference between the two 

countries was also tested using between-group 

analysis of AMOS. For the free model, all the 

path coefficients are set free. 

In the constrained model, each of the path co-

efficients of two countries was set to be the 

same respectively, and then compare the incre-

ase in χ2. As the degree of freedom increased by 

1, the increases of χ2 were all less than 3.84, so 

the hypothesis that the path coefficients are the 

same for two countries can’t be rejected, which 

means there are no difference in the relationship 

of privacy concern and privacy-protective be-

havior between Korea and China.

6. Discussion 

The relationship between privacy concern and 

misrepresentation is significant with Chinese 

data but not significant with Korean data. South 

Korea has implemented a comprehensive Internet 

real-name policy regulating users of emails, on-

line forums, blogs, online videos, and many oth-

er Internet services. For those who want to ap-

ply for an email or online chatting service ac-

count in South Korea, they have to fill out a 

form first, providing detailed information includ-

ing their real name, address, identity number, 

and profession. In Korea, it is hard to input in-

complete and spurious personal information be-

cause of Internet real name policy. Identification 

number and name are checked with the official 

database. If they fail to match, the registration 

is refused. The similar situation happens when a 

cell phone number is input. The applicants have 

to input the security code they get from their 

mobile phone to prove that they are the owner 

of the phone number. As a result, there is nearly 

zero possibility to take a misrepresentation be-

havior. There is no such Internet real name pol-

icy in China, so the misrepresentation is a pos-

sible choice for Chinese Internet users as pri-

vacy-protective behavior. The same result hap-

pened in the existing literature with American 

data. However, the relationship between privacy 

concern and misrepresentation was not signifi-

cant in the US [30].

With Korean data, the results show that the 

relationship between privacy concern and pas-

sive privacy-protective behavior (refusal) is hi-

gher than the relationship between privacy con-
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cern and active privacy-protective behavior 

(complaint and seeking). But with Chinese data, 

the results show that the relationship between 

privacy concern and active privacy-protective be-

havior (complaint and seeking) is higher than the 

relationship between privacy concern and pas-

sive privacy-protective behavior (refusal and 

misrepresentation). The differences can be expla-

ined by the difference in cultural values between 

China and Korea. China shows stronger mascu-

linity, stronger long-term orientation, and weak-

er uncertainty avoidance than Korea [15, 16]. 

First, masculinity/femininity is the extent to 

which emotional gender roles are recognized with 

respect to work. Individuals with masculine val-

ues emphasize work goals, assertiveness, and 

achievement. In contrast, feminine values include 

nurturing, concern for others, and quality of life 

[15]. People in higher masculinity culture may 

take active actions of seeking help by using pri-

vacy-protective software and complaining when 

they feel privacy threatened by online compa-

nies. People in weaker masculinity culture take 

more passive actions just to refuse to give per-

sonal information.

Second, long-term orientation refers to the ex-

tent to which an individual adheres to forward 

thinking. Individuals with high long-term ori-

entation will be inclined to consider long-term 

commitments as valuable. Long-term orientation 

is associated with good buyer-seller relationship 

[12]. Individuals with higher long-term orienta-

tion care about not just one transaction on the 

website but want to have a good relationship 

with the website and continue to use the web-

site in the future. Chinese Internet users with hi-

gher long-term orientation will use complaint to 

force the online company to improve their pri-

vacy-protective service, or use seeking for help 

to advance their own privacy-protective ability, 

in order to keep using the website in the future. 

Korean Internet users with relatively lower long- 

term orientation care about each transaction and 

make a decision each time when they visit a 

website. As a result, refusal is more often used.

Last, uncertainty avoidance deals with a soci-

ety's tolerance for uncertainty and ambiguity. It 

indicates the extent to which individuals feel ei-

ther uncomfortable or comfortable in novel, un-

known, uncertain, or ambiguous situations, and 

try to avoid these situations. Korean Internet 

users with higher uncertainty avoidance may 

tend to take refusal to avoid any ambiguity in 

the website. In contrast, Chinese Internet users 

with relatively lower uncertainty avoidance may 

think that they have more control in the situa-

tion, so they express more complaints and seek 

more help.

7. Conclusion 

The main objective of this study is to find the 

differences in Internet users’ privacy-protective 

behavior between Korea and China. This study 

classifies privacy-protective behavior into six 

categories, such as refusal, misrepresentation, 

removal, word-of-mouth, complaint, and seek-

ing. Internet users in different countries may 

exhibit different types of privacy-protective be-

havior because of social and cultural differences. 

The result shows that Korean Internet users 

take refusal, complaint, and seeking, but not mis-

representation when they have privacy concerns 

about the website. Chinese Internet users take 

refusal, complaint, seeking, and misrepresenta-

tion. For Korean Internet users, refusal is the 
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strongest behavior they would take when they 

have a high privacy concern, while in the Chi-

nese model the possibility to take four kinds of 

privacy-protective behavior is not much diffe-

rent.

The findings from this study generally in-

dicate that privacy-protective behavior resulting 

from privacy concerns is often due to more com-

plex social and cultural reasons. Online compa-

nies need to address privacy concerns by online 

consumers that can undermine a firm’s market-

ing effectiveness. The lack of attention to the 

Internet users’ responses is problematic because 

it is not mere concerns but actual behavior that 

may have direct impacts on customer-firm rela-

tionships and ultimately on a firm’s overall per-

formance. Managers of online companies should 

know firstly about various types of Internet 

users’ privacy-protective behavior. The differ-

ences in two countries may suggest implications 

for online companies to prepare for different 

kinds of privacy-protective behavior in different 

countries.

In Korea, managers should take measures to 

reduce Internet users’ refusal by being honest 

and trustworthy in dealing with personal infor-

mation and by avoiding unauthorized secondary 

use. In China, managers should communicate to 

the complainants clearly and patiently about 

when, what, and how online companies will take 

a corrective and efficient action to handle their 

complaint. 

This study has a few limitations which sug-

gest further research. Firstly, although Korea and 

China have different cultural value, both coun-

tries belong to Asian culture. As a result, the 

differences between Korea and China are not 

statistically significant. Further cross-cultural re-

search on privacy-protective behavior should be 

conducted between western culture and eastern 

culture. 

Secondly, the sample is mainly college students, 

which may make the generalizability of this study 

very limited. Future research with more diverse 

samples is needed.

Finally, two types of privacy-protective be-

havior (removal and word-of-mouth) were not 

included in the final research model. More re-

fined questions for the deleted factors and more 

responses may be necessary.
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