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Video Contents Security Streaming
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Abstract Since current paid video contents have a security vulnerability, anyone can obtain the information of
video contents. In this paper, we analyze current video encryption methods which are used commercially to
prevent illegal downloading movies. And we propose an address encryption method which can encrypt and
decrypt video contents in program itself. In the performance evaluation, we compare the proposed method with
the conventional method to show the improvement of security with the reduced delay for encoding and decoding
through encryption.
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<p align="center”>= 191</p>

<FORM name="form”

action="/pass.php” method="post">

<p align="center">ID :

<INPUT type="text” id="id” name="id"></p>
<p align="center">PW :

<INPUT type="password” id="pw"
name="pw"></p>

<p align="center">

<INPUT type="submit” value="7%"></p>
</FORM>

L}, ID, IP Address, Timer = MM

$id = $_POST["id"];
$_SESSION["session_id"] = $id;
$ip = getenv(REMOTE_ADDR);
$enc = $id.”//" $ip."//" time();
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4

C}. ID, IP Address, Timer 2S5t FTA MM

function encrypt($String) {

$templ = strrev($String);

$temp2 = base64_encode($templ);

return  strrev($temp2);

}

<a href = "./video.php?key=<?echo encrypt($enc);?>
"SHITI Q. HBY])</a>
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function decrypt($String) {
$Stempl = strrev($String);
$temp2 = base64_decode($templ);
return strrev($temp?2);

BHZAlZt ol

at. ID, IP Address,

function play($key,$id,$ip){

$post = explode(’//’ decrypt($key));

echo time() — $post[2].’%’;

echo '<br />';

if (stremp($id,$post[0])){
echo '<br />o}elti7} ¥
return false;

Jelse if(stremp($ip,$post[11){
echo '<br />o}el¥]7} £
return false;

Jelse if(time() - $post[2] > 30){
echo '<br />A1A AI7F vk,
return false;

}

return true;
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if(play ($key,$id,$ip) {
echo '<video id="player” autobuffer controls>
<source src="./test.mp4” />
</video>';
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