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Abstract

By interacting with external wireless sensors,
smartphones can gather high—fidelity data on
the surrounding environment to develop various
environment—aware, personalized applications, In this
work we introduce the sensor virtualization module
(SVM), which virtualizes external sensors so that
smartphone applications can easily utilize a large number
of external sensing resources. Implemented on the
Android platform, our SVM simplifies the management of
external sensors by abstracting them as virtual sensors
to provide the capability of resolving conflicting data
requests from multiple applications and also allowing
sensor data fusion for data from different sensors to
create new customized sensors elements. We envision
our SVM to open the possibilities of designing novel

personalized smartphone applications,

I . Introduction

Low—power sensors can be used in various
environments so that they can effectively collect various
characteristics of the surrounding environment to form
useful applications, As a widely distributed mobile
computing platform, smartphones possess a number
of on—board sensors (e.g., GPS, accelerometer, light
sensor, etc.) for various applications to utilize and
enrich their quality, Nevertheless, the capability to
add additional sensors to a smartphone can further
enable new applications and provide useful services

for its users, While extending a smartphone’s sensing

capability (internally) is difficult, fortunately, by using
Bluetooth, WiFi, NFC, or Zigbee (with a IEEE 802.15.4
radio attached to a smartphone via USB), external
sensors with wireless connectivity can provide high—
resolution data regarding the surrounding environment
and its inhabitants, Such data can enable various novel
smartphone applications that take the accurate local
environmental factors in consideration, Examples of
these applications include personal healthcare, private
living environment control, and more generally, social
Internet of Things (IoT) systems [1]. Such a system
architecture where external sensors communicate directly
with smartphones (e.g., without Internet connectivity)
can allow privacy sensitive sensor resources to associate
on a per—smartphone basis and securely report their
data,

Considering that the same set of external sensing
modules can be utilized in multiple smartphone
applications simultaneously, these applications can
benefit heavily from a software module that manages
the usage of the shared resources (e.g., sensors, module
parameters, etc.) [2]. We would expect this “sensor
controlling module” to be implemented beneath the
applications and expose interfaces for applications to
easily discover, access and configure locally present
external sensors.

In this work we introduce the design and architecture
of a sensor virtualization module (SVM), a software
component that manages the profiles and data from
external wireless sensors, The proposed SVM provides
a set of APIs for applications to access external
sensors, resolves conflicts among different sensor data
requests, and allows the design a new virtual sensors by

performing data fusion using data from existing sensors,
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This article is structured as follows, In Section II
we discuss about the system architecture with sensor
network and smart device interaction, and Section III
introduces our SVM framework, We introduce a set
of applications developed using our proposed SVM
framework in Section IV and conclude the paper with

directions for future work in Section V.,

I, System Architecture

In this work we exploit the smartphone as a device
that uses the data from the sensor data to enable new
applications on the smartphone, In other words, the
smartphone acts as a data—consuming terminal that
actively collects data from various external sensors to use
them in the smartphone’s applications, Furthermore, this
data can be configured to be forwarded to a back—end
server after on—smartphone data processing, In Figure
1 we draw a diagram of how such a system operates in
various real world scenarios,

We acknowledge that smartphones can interact with

real—world sensors in two major ways, First, is by acting

as a gateway that simply forwards the data from external
sensors to a server on the web and the second is the data
consumer approach we introduce in this work, While
currently, the first approach is widely utilized, we foresee
that this approach has many limitations which are mostly
introduced from the lack or the concerns of data privacy
and security, In other words, many personalized sensors
carry information that user may or may not want to
share with the users on the Internet, For these data, it
is meaningless, and even dangerous, to upload to a web
and re—download the information for on—smartphone
data processing. By exploiting the smartphone as a final
data consumer, such privacy sensitive applications can be
widely implemented without the user, and the developers
worrying (too much) about preserving the privacy of the
data.,

The challenge behind enabling such system architecture
lies in the data management of the sensory data collected
from external sensors, The rest of this work introduces
our approach to effectively manage these data in a
smartphone, or any other smart device connected with

external sensors.
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Figure 1. System architecture of various applications enabled using smartohone—centered external sensor field interaction.
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I, The Sensor Virtualization Module
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Figure 2, Our proposed sensor virtualization module (SVM)

architecture. The SVM provides applications with interfaces and
interacts with various network interfaces to control external sensors,

Our implementation of the sensor virtualization module
(SVM) on the Android platform, illustrated in Figure 2,
performs two major tasks, First, the SVM virtualizes
external physical sensors so that applications can easily
access the sensing information that they offer, For
this purpose, our SVM exposes a set of interfaces that
applications can use to discover external sensors, control
parameters such as re— porting and radio duty cycling
intervals (Physical Sensor Handler in Figure 2), and
store/retrieve sensor data to/from an internally managed
repository so that data can be shared among different
applications (Sensor Object Handler and Sensor Object
Driver in Figure 3).

The second major role of the SVM is to resolve
conflicts caused by sensor data requests from different

applications (Binder IPC in Figure 2). When multiple
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Figure 3. Diagram of the custom virtualized sensor generation
process using data from physical sensors. The SVM exposes data

from physical sensors in a virtualized format and also allows the
combination (e.g., mashup or fusion) of multiple sensors.

applications request for data from the same sensor
with conflicting characteristics (e.g., different reporting
intervals requested from two applications), the SVM can
computes the best option to satisfy (all of) the incoming
requests, Without this conflict resolution feature at
the SVM, external sensor devices would be expected
to perform this functionality, Nevertheless, such
application—level algorithms are not enforced by any
standards; thus, smartphone applications cannot assure
that conflict resolution from different requests would be
possible at external sensor devices themselves,

Since our current version of the SVM is implemented
for the Android application development environment,
we note that the SVM operates as a background process,
While managing both on—board and external sensors,
most components in the SVM are not executed until
receiving a request from the application in order to
minimize the added current draw that an additional
hardware controlling module may introduce,

Managing external sensors using our proposed SVM
provides three distinct benefits, First, since the SVM
restricts all data to/from external sensors to pass through
a single data path, it helps simplify the development
process of applications by providing a common API
to access any available sensor in the field, With the
standards designed for sensor networks [3], new sensors
can be quickly discovered and their data can be reported
to requesting applications through the virtualization
process, Second, the sensor profiles and data that our
SVM exposes can be a way of sharing data among
different applications, When multiple applications request
for data from the same sensor, the SVM, by utilizing the
sensor repository, can reduce the number of interactions
be— tween the sensors and the smartphone to conserve
power at both ends, Finally, as Figure 2 shows, the
SVM allows users to “build” custom virtual sensors,
Specifically, using existing data in the data repository,
users can ‘mash—up” or perform data fusion on multiple
sensor readings to form a new virtual sensor, which is
updated along with the original sensor readings (or with
a user defined interval), For example, an application

can form and register a discomfort—index sensor using
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the combination of local humidity and temperature
readings. This new custom virtual sensor, registered in
the repository, can be configured as an open sensor to be
used by other applications as well, We will later discuss
in detail on the creation process of these sensors in the

last part of Section IV,

IV. Applications and Use Cases

Using our proposed SVM component, we designed a
set of applications and present them in this section,
Furthermore, we showcase a number of development
scenarios that can benefit from the use of our SVM
by easing the development effort for applications that
require the utilization of external sensor components

with various wireless (or wired) networking capabilities.

Application 1 - Smart TV—based Robot Vacuum
Cleaner Management: As one of our initial prototype
application implementations, in collaboration with our
industrial research partners, we have designed a simple
application using the SVM that locally controls widely
used robot vacuum cleaners using the remote control

system at a smart TV as illustrated in Figure 4,
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Figure 4. System architecture for our smart appliance (smart house

cleaning) application prototype.
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When using the SVM, the application program first
starts by issuing a command to the SVM to search for a
robot cleaner in its communication range, The application
first configures the SVM so that it starts searching with
an expected radio module of the robot cleaner (in our
case a Bluetooth radio module) and the SVM identifies
a potential hardware component that can be used, This
search result is reported to the application from the
SVM and the application issues a user input query to
select one of the (many) devices that were found, The
SVM does not restrict the message format between the
robot cleaner (or any other external sensing device)
and the interacting application, The only mandatory
requirement to interact with the SVM is configuring the
resource discovery format so that the SVM knows what
the discovered sensing/actuation resource is. Essentially,
this is the only step that an application needs to take
to connect to an external sensing component, This
makes the development process simple and potentially
encourages application developers to easily design
applications that connect to external sensors or actuators
to gain additional information on the environment and/or

control parameters,

Application 2 —— Smartphone—based At—home
Environmental Sensor Management: One of the most
intuitive applications that one can think of when
drawing the picture of the SVM discussed above and its
capabilities, is easily accessing wireless sensor network
nodes’ data from a smartphone, Traditionally, these
sensor nodes had their own Internet connected gateway
devices and smartphone applications would access the
sensing data via a web interface, Nevertheless, by using
the APIs provided by the SVM, accessing such sensor

information directly becomes a simple process,

Similar to our application scenario discussed above for
the robot cleaner application, connecting application—
specific sensors for different purposes becomes a simple
process when utilizing the SVM, As mentioned earlier,
applications will simply issue commands that describe

the sensor that the application is looking for (e.g., type
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Figure 5. Screenshot taken from our sensor browser application
which allows easy access and repository registration for various
external sensors.

of sensor, connection type, etc.) and select the sensor
to connect to, The SVM will simply collect the sensing
data in its repository and allow authorized applications
to access the data freely., Surprisingly, we emphasize
that such features are achieved using a very simple set
of APIs, For example, to check whether a sensor data
is already tracked in the SVM sensor repository, the
application simply issues a checkInRepo(SENSORID)
command, To add a new sensor to the repository,
the addSensor(SENSORID) and connect(SENSORID)
commands help add a new sensor in the environment to
the repository. As a result of these simple set of APIs
from the SVM, an application can neglect the process of
connecting to a sensor using the native networking APIs
and only focus on designing the operations that use the
sensor information to form the information required at
the applications. Our sensor browser application (see
Figure 5) exposes these APIs to allow easy discovery and
registration of various external sensors to the SVM's

sensor data repository,

Application 3 —— Virtual Sensor Creation and Sensor
Data Fusion with SVM: Lastly, we demonstrate the
process of merging different sensor information for
form a new set of virtual sensors that are targeted for

application specific purposes, This is a unique feature

do_mashup(*mashup_algorithm, *input_sensor,
*output_sensor, update_interval);

-

Sensor Mashup Module

Sensor Sensor Sensor
Management Fusion Creation
Component Component Component

svm.addSensor()
vm.writeSensor()

svm.addSensor()

svm.connect() svm.getSensor()

SVM Connections

Figure 6. Function diagram of our sensor mashup framework
implemented for the SVM.

of our proposed SVM and has the potential to create

a diverse set of applications, which utilize sensor data
fusion in an easier fashion, Our illustrations of the

virtual sensor

The development process for a new virtual sensor is
fairly simple when using the SVM's APIs. Essentially,
as Figure 6 shows, we have designed a sensor mashup
framework to lie on top of the SVM, This framework
exposes a simple, single API that allows the application
layer to provide the set of input sensors, target output
sensor, target mashup function, and the virtual sensor
update interval, Specifically, the single command that the
sensor mashup framework exposes to the applications is

described as the following,

do_mashup(*mashup function,
*nput sensors,
*output_sensor,

update interval);

where *mashup function is the actual desired fuction
of how the set of input sensors (e.g., *input sensors) are
computed to store the result in the sensor ID *output
sensor, which is updated with an interval of update
interval, The result of this computation is added to the
SVM's sensor repository using the write sensor(output

sensor) command, With this operation, the application
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can make new sensors, which are a result of various
sensors that already exist in the repository, In the
internals, the sensor mashup module (or framework)
essentially, uses the APIs provided by the SVM to manage
or retrieve data from the repository so that later on, the
application can easily access the new virtual (mashed—up)

sensor data using the SVM's getSensor() command.,

V. Conclusion

In this work we introduce the sensor virtualization
module (SVM), which helps smart devices interact with
external sensors that collect data from the physical
environment, The goal of our SVM is to provide an
easily accessible development environment to application
developers that target to design applications that use
sensing data from wireless low—power sensors. By
providing a set of API that applications can access to
manage external sensing and actuation components,
our SVM simplifies the application development process
dramatically, Given that the world of cyber physical
systems would effectively require smart interaction
between low—power embedded platforms in the
environment with smart devices that interact with
humans, we believe that our SVM provides an easy
accessible development framework that catalyzes the

realization of various cyber physical system designs,
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