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1. Introduction

The use of IT in the public sector has sig-

nificantly increased in many countries. The rapid 

and pervasive implementation of IT applications 

by public organizations in South Korea is worth 

noting and provides excellent cases to study. 

Thus we set out to explore IT development and 

management practices by public organizations in 

South Korea and found that surprisingly, knowl-

edge managerial aspect of monitoring IT proj-

ects is often noticed, but has received far less 

rigorous analysis.

In the absence of a specific IT project monitor 

and control scheme, we developed a framework 

to be applied and tested for several projects. In 

this study, we developed new auditing frame-

work for a projects encompassing specific tech-

nology namely, RFID (Radio Frequency Identifi-

cation). Specifically, this study is to (1) analyze 

audit reports of RFID projects, (2) develop the 

auditing framework for RFID specific projects, 

and (3) apply the proposed framework to the 

target project. For the purpose of this, we choose 

RFID projects managed by Korean IT promoting 

authority, namly NIA (National Information so-

ciety Agency) in South Korea as NIA has sup-

ported to implement e-governments projects which 

often utilize the emerging information technology 

such as USN (Ubiquitous Sensor Network) as 

well as RFID. Moreover, as a steward of e-gov-

ernment of South Korea, NIA has conducted au-

diting on those projects. Through the RFID/ 

USN audit throughputs, NIA has provided that 

various types of best practices to contribute to a 

successful IS implementation, maintenance, and 

operation in public sectors. The objective of this 

study is to investigate the validity of the NIA 

through RFID/USN auditing projects. We ana-

lyzed RFID/USN IT projects, uncovered hidden 

problems, and articulated the critical risk factors 

and recommendations. Finally, this case study 

would be able to reduce potential risks as well 

as increase quality information to the future IS 

implementation. 

2. Monitor and Control IT 
Projects

Organizations are increasingly aware of the 

potential role of information technology (IT) in 

supporting strategic business goals and max-

imizing overall returns [2] as well as the risks 

associated with the implementation of IT [15] 

They are investing a large amount of money on 

various IT projects, some of which do not re-

turn expected outcomes in terms of qualify soft-

ware products delivered in time and with budget 

Blackburn et al. [5] This inevitable gap between 

the expectation and the reality with IT projects 

calls for the need for prudent IT audit methods 

to monitor the reliability and integrity of IT 

projects to ensure the maximum return and mi-

nimum risk.

The need for an effective auditing method is 

equally essential to public organizations as well 

as private ones [24]. For these public organ-

izations ensuring the quality and integrity of the 

development, implementation and maintenance of 

IT projects are essential [24, 28]. Despite good 

intention of developers and users involved in IT 

projects, some projects end up with products with 

defects, sub-standard performance, inadequate 

operation and maintenance and inappropriate 

uses [18]. To eliminate or reduce such IT proj-

ect maladies, organizations need to adopt an ef-
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fective IT auditing method to monitor IT proj-

ects throughout the entire lifecycle of the project 

[28]. Numerous studies have investigated the 

quality and productivity of software develop-

ment, but few have approached from a compre-

hensive IT auditing perspective Faraj and Sp-

roull [9] Harter et al. [12]. Several systematic 

methods to monitor and control IT projects have 

been project such as the Control Objectives for 

Information and Related Technology (COBIT) 

developed by ISACA (Information Systems Audit 

and Control Association) and the Capability Ma-

turity Model (CMM) developed by SEI (Soft-

ware Engineering Institute). COBIT has provided 

the link to bridge the gaps between business 

risks, control needs and technical issues and 

showed good practices and activities across a 

domain and process framework. It emphasizes 

regulatory compliance, helps organizations con-

trol risks and increase the value of the IT proj-

ect, enables to align IT with it’s the business 

goals and simplifies implementation of the COBIT 

framework [15] Ridley et al. [20]. On the other 

hand, CMM was originally developed as a tool 

for objectively assessing the ability of govern-

ment contractors’ processes to perform a con-

tracted software project. However, it has become 

a general model to aid in improving organiza-

tional business processes in diverse areas such 

as software engineering, system engineering, pro-

ject management, software maintenance, risk ma-

nagement, system acquisition, information tech-

nologies Debreceny et al. [7]

3. NIA IT Audit Framework

IT audit has been highlighted in focusing on 

institutionalization because risks or possible re-

verse functions of IS have critical impact on de-

cision-making capability, consequently the role 

of IT auditor in its capacity of controlling the 

risks of IS, is critical. However, the benefits of 

IT audit and critical success factors for IS audit 

have not been fully explained and empirically 

investigated yet in the theoretical literature.

The reasons why the IT audit has gained lit-

tle attention in the academic literature may be, 

(1) it covers two different disciplines (software 

engineering and auditing) [28] and its pragmatic 

approach hinders research to extend the dis-

cussion on IT audit; (2) it has been regarded as 

only a part of accounting, giving researchers lit-

tle chance to focus on the importance of IT au-

diting; and (3)the risk concerned in IT audit 

holds a multi-dimensional and subjective con-

cept and this makes it difficult to evaluate the 

impact of IT audit Ellis et al.[8]. Moreover, IT 

auditors are supposed to judge the risks and re-

port the influence, which makes it difficult to 

investigate the risks and IT auditing. This pa-

per, will brifely introduce Korean IS audit 

framework developed by NIA and propose the 

complementary framwork for RFID specific pro-

jects. 

3.1 NIA(National Information Agency)’s IS 

AUDIT

Under the perspective of IS audit by itself, it 

is widely recognized that IS audit activity con-

tains the procedure of collecting evidence related 

to the defects and giving feedback about pros 

and cons Ellis et al. [8]. However, it is hard to 

make a consensus among auditors [27], and mo-

reover, to find any significant difference for a 

technical or a judgmental knowledge between 
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[Figure 1] Relationship between Conceptual Model and NIAF

auditors and auditees responsible to software 

quality control and proper measures Grabski et 

al. [11]. Due to these drawbacks of the audit, 

Grabski et al. [11] insisted that IS audit should 

be carried out not only an internal audit that has 

an appropriate checklist to determine control 

weakness, but also an external audit that should 

be considered by public accounting firms (e.g., 

General Audit Standards compliance of public 

accounting firms) to ensure that all factors were 

addressed in all the audits. 

For the importance of appropriate check lists 

in Information Systems Audit, NIA has devel-

oped NIA Information Systems Audit Frame-

work (NIAF), which is well suited for the e- 

Gov situation. Even though the Information 

Systems Audit Framework was initially devel-

oped as a simple check list for auditing, it has 

been enhanced and refined with heuristic data 

based on the previous IS audit experience for 

more than 20 years in public sector of Korea. 

According to the NIA [14, 23] 46 expert groups 

have attended to establish and extend the NIAF 

including detailed ISA Guidelines. NIAF includes 

a chart that incorporates audit examination points 

by project type, audit times, and areas of the 

audit, based on the audit examination frame-

work. Outlines and basic audit examination items 

are defined by each audit area and its structures 

[Figure 1]. The conceptual model [Figure 1] is 

used to execute audits through the framework 

[Figure 2], which composes of a check-up sys-

tem based on project types/auditing phase de-

pending on audit domain with a perspective of a 

basic check-up standard, to be flexibly applied 

to changes such as the emergence of new proj-

ect types.

The NIAF construction includes the three ma-

jor components (project type/audit phase, audit 

domain and audit perspective/check-up stand-

ards)：

Project type：A project can be classified as en-

terprise architecture construction, information 

strategy planning, system development, database 

construction, system operation or system main-

tenance. These categories are based on the life 

cycle of the IS implementation project in que-

stion.

Audit phase：This phase proposes adequate 

timing required for regular audits by referring to 
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the methodologies used in audit cases previously 

performed. In the case of system development 

projects, the audit phases are classified, with 

methodology models commonly used for recent 

IS implementation projects, specifically into the 

structured-information engineering development 

model and the object-oriented component-based 

development model.

Audit domain：It enables consistent audits to 

be conducted by classifying the target objects of 

standardized units (areas) of audits into audit do-

mains based on project type/audit phase. Audit 

domain consists of Project Management, Appli-

cation, Database, and System Architecture

Audit perspective/check-up standards：In con-

ducting an audit, a lack of consistency may re-

sult and this is due to different interpretations of 

auditor views based on their individual experi-

ences and knowledge. Audit perspective was in-

troduced to reduce the lack of audit consistency. 

With this concept, an auditor reports the target 

project from the viewpoint of the methodology 

and the procedure relevant for the target project.

 

NIA IS Audit Repository：After the audit ex-

ecution procedure, certified auditor should sub-

mit the final audit report which including fol-

lowing factors.

•Project information：budget, period, type, phase, 

vendor (developer), acquirer 

•Audit information：audit phase, period, audi-

tors 

•Used basic check items

•Score of each domain and result of each do-

main in brief 

•Recommendation including type, time, im-

portance, and related stakeholder

•The detailed report on findings including de-

tected problems, points of improvements, and 

the snap shot showing status at audit time.

Audit results with above mentioned factors 

based on NIAF have been stored in NIA IS 

Audit repository. Some of the information of re-

pository is analytic knowledge, including project 

information and basic check items. On the other 

hands, some of the information of repository is 

qualitative knowledge, which is hard to analysis 

but instinctive and useful to extract specific 

knowledge, including recommendation and re-

tailed reports [23].

4. Research Methodology

4.1 Multiple-Case Study Research Design

[30] suggests that a case study can be useful 

when a researcher explores a topic that has ra-

rely been researched. Furthermore, the case me-

thod can be effective tool when trying to con-

ceptualize or theorize a complex subject or be-

havior in a real world setting Benbast et al. [3]. 

The case method is also well suited to the study 

of IS implementation when the research is lar-

gely exploratory and it addresses the “how” and 

“why” questions Benbast et al. [3, 30]. We 

adopted the case method for this study for the 

following reasons：(1) Study of audit on e-Gov 

is still immature and there are few literatures on 

that research field; (2) It is useful to extract the 

practitioner’s knowledge from the case study 

rather than quantitative research; and (3) Our 

research questions include not only what but al-

so many why and how question. 

Our study is based on six cases. A multiple- 

case study can provide more detailed and sig-
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[Figure 2] Research Model for Case Study

nificant results than a single-case study [30]. 

Multiple-case studies can help researchers inve-

stigate complex relationships among numerous 

concepts and variables more effectively. More-

over, the multiple-case study provides a higher 

level of external validity and reliability than a 

single-case study [30]. In this research, multi-

ple-cases are used, 6 cases of which were con-

ducted and stored in repository of NIA , while 

the final 6th case was conducted after extracting 

knowledge from previous auditing. Extracted 

knowledge (proposed risk factors) from previous 

audit experience on e-Gov RFID/USN pilot IT 

implementation was applied to the target site 

and evaluated. Research model for case study is 

depicted in [Figure 2]. This is extension of pre-

vious research of [23] and similar to [14] work. 

4.2 Validity and Reliability 

Case study was criticized because it is diffi-

cult to conduct repeatedly and has possibility to 

distort the facts under the perception of re-

searcher’s subjective view. Repository, however, 

can solve the problem of lack of iteration in the 

case study because same kinds of cases of re-

pository are used. NIAF, also, can be able to 

work out the problem of lack of objectivity be-

cause findings are refined based on the prepared 

NIAF which is established by external expert 

group. By using replication logic of the same ex-

amination protocol based on the NIAF in multi-

ple case studies, the external validity of the in-

formation can be obtained. On the other hands, 

using multiple sources of evidence (software de-

velopment artifacts, documents, interviews, obser-

vations, testing) based on the NIA audit meth-

odology provides multiple measures of the same 

phenomenon in each case. This multiple meas-

ures develop a process of triangulation and make 

the construct more convince and accurate. To 

increase the reliability, all findings from each 

case were sent to both acquirer and implementer 

to make sure that the findings have no biased 

interpretation or judgment. 
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<Table 1> RFID/USN Implementation Background Comparison 

Case 1 Case 2 Case 3 Case 4 Case 5 Case 6

Ownership
Implementer
Budget ($ million)
Duration (Months)
Number of Sites
RFID MW

Gov
SME
1.19
8

5 sites
Smart-Chain

Semi-Gov
SME
0.62
7

39 sites
Pavillion

Gov
LE
0.63
7
N/A

Wave-Frame

Gov
SME
0.48
6
N/A
URID

Province
SME
0.67
5

9 sites
N/A

Province
LE
0.70
6

6 sites
N/A

<Table 2> Number of Used Basic Check Item 

Audit Domain Case 1 Case 2 Case 3 Case 4 Case 5 Case 6

Project Management 7 7 6 6 8 7

Application 6 5 7 6 6 5

Data Base 6 5 6 6 5 4

System Architecture 5 4 7 4 5 5

4.3 Data Collection

The target cases are obtained at the NIA au-

dit repository of previous auditing on e-Gov IT 

implementations. We screen them and choose 

the 6 RFID/USN projects for 2 years. Secondly, 

the 6 cases for the purpose of examining validity 

of the extracted risk knowledge are determined. 

The final case also fills the criteria and purpose 

of this research. Finally, we focus on the 6 proj-

ects that implemented for the e-Gov RFID/USN 

pilot projects as following <Table 1>.

4.4 Case Analysis

Analysis on the NIA Audit Repository for 

e-Gov RFID/USN Pilot Projects：This analy-

sis includes three investigations on the cases. In 

the first investigation, examination on the face 

validity of recommendation items in the each 

audit result (each of the first six cases) was 

performed. According to audit methodology and 

NIAF, the recommendation holds the potential 

risks of the project and the proposed solution to 

control it for the success of the projects. Thro-

ugh the examination process of contents validity, 

we screened the recommendation items and de-

leted those items that contained trivial findings 

(e.g. the target project is predicted to miss the 

planned schedule), consequently, did not meet the 

NIAF protocol and criteria of the research as 

well. After examination on contents validity, we 

choose the recommendation items and the used 

basic check items as well, which are also ana-

lytic knowledge and easy to grasp from the re-

pository as following <Table 2>.

Even though the contents of detailed reports 

on findings were more implicit than the analytic 

figure depicted in <Table 2>, <Table 3>, those 

have more meaningful and abundant information 

about the cases. Some of the potential risk items 

can be escalated repeatedly, which are also 

RFID/USN project specific. Those technique spe-

cific risk items, which would be used as check 

list items for the later auditing, were extracted 

by the second investigation analyzing on the 

implicit findings. The second investigation was 
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<Table 3> Number of Recommendation 

Audit Domain Case 1 Case 2 Case 3 Case 4 Case 5 Case 6

Project Management 4 7 5 2 3 5

Application 2 4 4 3 4 4

Data Base 2 4 2 4 2 3

System Architecture 5 3 4 5 2 7

performed to classify each recommendation items 

to risk construct and weight the impact of the 

construct on the IT implementation success in 

each case. 

Since we’d established no initial construct, con-

structs were revealed and refined with iterative 

and explorative approach. The final risk constructs, 

naturally, have the variance of their coverage, 

and, can be related to each other. The classifi-

cation process also contained the assumption 

because it was conducted retrospectively not 

prospectively. To weight the impact of the risk 

construct on the target project, two kinds of me-

asure were used, which are degree of emergency 

(DE, Degree of Emergency) holding upper, me-

dium, and beyond) and degree of importance (DI, 

Degree of Importance; upper and beyond), res-

pectively. Either of two index DE or DI is an 

indicator into the final IS audit report. For ex-

ample, we set upper DE with beyond DI or me-

dium DE with upper DI to medium impact on 

the success (**), upper DE with upper DI to 

strong impact (***), and medium DE with be-

yond DI or beyond DE with upper DI to weak 

impact (*). 

After the coding process, we got the prelimi-

nary table illustrating the extent to which dif-

ferent factors proposed have affected the RFID/ 

USN IT implementation. The preliminary table 

may contain very unusual situation of the case, 

and consequently, the factors related to less than 

2 cases were deleted, then we got the cross case 

effect matrix in the second place as following 

<Table 4>.

From the analysis on the 5 cases, 14 risk fac-

tors in the four perceptions or domains (from 

project management and quality assurance to 

system architecture and security) were explored. 

Under the perception of project management and 

quality assurance of the project, sufficient pre-

paring for IT operation (e.g. a plan to educate 

the operators) is a critical risk factor to all cases. 

Case 5 has a strong impact of that risk at the 

level of average of impact, since Case 5 has a 

short project period that may call for more effec-

tive effort than other cases. Alignment with 

performance target is also a critical factor. It is 

difficult to meet the performance requirement 

(non-functional requirement) since even though 

RFID/USN technique may be immature, acquirer 

(governmental organization) want their target 

performance to be obtained through the projects. 

Evidence also shows that management of multi-

task has very a strong effect on the success in 

Case 1 and Case 2, while remain cases present 

no impact of it. One of the possible reasons is 

that Cases are related to the harbor distribution 

and hold more distant hosts than others and 

Case 2 holds many remote hosts at the level of 

average, so this feature of the two cases let the 

impact of simultaneous management of mul-

ti-sites strong.
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<Table 4> Cross Check Matrix 

Case 1 Case 2 Case 3 Case 4 Case 5

PM and QA
Prepare sufficiently for operation

** *
*

***

Consider alignment with performance target ** * * ***

Manage multi-site task simultaneously *** ***

Application
Must define and finish required task 

** * *** ***

Must align business process with RFID infra considering 
malfunction of RFID reader

* *** *

Consider usability ** **

Integration test problem *** *

Database
Refine relative documents preparing for connection with 
heterogeneous system 

**
*

* *

Consider further data volume and tuning * **

Consider tracibility * ***

System Architecture and Security
Manage test process and result **

***
* * ***

Consider tracibility and accessibility * *** *

RFID code type: private *

Wide problems with RFID middleware * *

Note) ***：The impact of risk construct is very high, **：medium, *：weak.

Under the perception of application systems, 

four factors were explored. First of all, evidence 

shows that finishing the defined requirement 

task is a very critical factor for all cases. IT 

implementation project holds the ambiguous out-

come image at the level of average so that it 

causes requirement volatility and requirement 

uncertainty [17]. If it need to deal at the pilot 

project with USN technique, its uncertainty gets 

strong along with high technology uncertainty. 

For above mentioned reason, requirement man-

agement can be critical factors to the cases. 

Cases 4, however, also interestingly, present no 

effect of the requirement management. One of 

the possible reasons is that its project size is 

relatively small, so it has small project complex-

ity to handle the requirement uncertainty effecti-

vely. Under the perception of database, ‘to refine 

relative database artifacts (including system in-

terface definition, naming rule) preparing for con-

nection with heterogeneous system’ is critical on 

the success of IT implementation. The RFID 

reader of the USN should sense the tag infor-

mation real time and transfer the data to the oth-

er heterogeneous system, so that it is important 

to make the relevant artifacts to be clarified so 

as to operate the system effectively. Tuning the 

database with predicted data volume and obtain-

ing the tracibility of the data is effective to the 

success, however, its effectiveness is different 

among the cases. 

While the risk factors related to tune shows 

medium effect on Case 3 and Case 4 and no ef-

fect on case 2 and case 5, the risk factors re-
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lated to traceability shows high effect on case 2 

and case 5 and no effect on case 3 and case 4. 

This evidence shows that there may be a trade 

off between data tracibility and data tuning. One 

of the solutions to trace RFID project effectively 

is put the more information into the RFID tag. If 

the RFID tag holds much information, it can im-

prove tracibility but its read/write speed also 

can be delayed and database should handle the 

huge amount of data calling for tuning. In other 

words, if there is a high possibility of lack in 

tracibility, there is a low possibility of low tran-

saction speed, while there is a high possibility of 

slow transaction speed, there is a low possibility 

of difficulty in trace. Tracibility of data is evi-

dently critical issue in the projects involving 

RFID/USN technique, however, it contains multi 

aspect and solution under the concept of traci-

bility, including data normalization, data type, 

relation attribute, and so on. 

Under the system architecture and security, 

tracibility and accessibility is also explored risk 

factors as well. Most of all, management test 

with various scenarios is a very important factor 

effecting the success of project. All the cases 

stress the testing considering product type, cli-

mate, data volume, moving speed, building type, 

simultaneous perception, adhesion method, reader 

interference, direction oriented antenna, and so 

on. This means that reading rate is easily de-

creased sharply by the minor mistakes operator 

made or unexpected environment situation, so 

the test with various kinds of scenarios should 

be conducted. The second factor, however hold-

ing weak impact on success in the perception of 

system architecture domain, is related to RFID 

code policy. Acquirer, naturally, can choose their 

RFID code type, which is one of the public 

(EPC Gen2, or ISO/IEC Type C) or private type, 

and each choice has pros and cons. The gov-

ernmental agency may prefer private (not inter-

national, but national) code type to management 

effectively contrary to the industry’s preference.

The last risk factor is related to the RFID 

middleware including inter-operation, unskilled 

adaption, deficient operation manual, monitoring 

problem, and vulnerability. Even though only 

two cases present weak impact of RFID middle-

ware risk on the success, its importance needs 

to gain attention due to the pattern of hazards 

which are widely spread. In addition to above 

mentioned risks, the other factors related to in-

stitutional concern or software development me-

thodology were also found in the second inves-

tigation. These risk means that it is required to 

tune the relevant law or institution and tailor the 

traditional software development process (e.g. 

ISO/IEC 12207 or vendor’s software development 

methodology) as well in order to implement suc-

cessful IT

Application and Validation of Proposed Risk 

Items and NIAF：The proposed factors were 

applied for the final and 6th case. The body of 

NIA Audit knowledge, including basic check list, 

was also used for that case. In the middle of 

auditing on that case, auditors validated the RFID/ 

USN technique specific audit knowledge and 

NIAF. This validation process ensures that the 

previous specific knowledge can be applied to IS 

system concerning same technology issues. The 

basic check items based on the NIAF were pro-

posed to the target project.

During the auditing period, the proposed RFID/ 

USN specific risk factors (14 risk items) and 

above illustrated 21 basic check items were con-
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<Table 5> Proposed Basic Check Items (Common Items) 

Domain Number of items Proposed check items (example)

Project 
Management

7

∘Adequacy of follow-up responses related to the proposal/contract/task 
concerned/project charter

∘Applying to relevant software development methodology and standard
∘Adequacy of quality assurance plan and activity
∘Achievement of business target and quality target 
∘Presence of plans for technology transfer and education and adequacy of 
relevant activities 

∘Presence of operation team to be setup to maintain the implemented systems 
∘Adequacy of plan of trial operation 

Application 5

∘Consistency between implemented system and each task concerned
∘Consistency between software development artifacts including analysis, design, 
implementation, and test holding readability and tracibility 

∘Adequacy of inter/intra interface of application system and implementation of 
functions concerned

∘Adequacy of integration test, plan for user test, and results 
∘Adequacy of system optimization activity 

Database 4

∘Adequacy of implementation of database table
∘Adequacy of access authority and control to data
∘Adequacy of preparing of the initial data
∘Adequacy of user manual

System 
Architecture 
and security

5

∘Specification and design for system architecture and security
∘Adequacy of phasing and installation of system and set up a 
∘ security environment 
∘Adequacy of examination on system element 
∘Adequacy of plan for system test and its results
∘Adequacy of operation manual

sumed to evaluate the target system. Almost all 

of the proposed check items were applicable to 

the information system in the final case, and 10 

risk factors from 14 risk factors were related to 

the RFID/USN specific and defected problems. 

The total number of recommendation items are 

19 including 9 items and 10 items related to 

proposed RFID/USN specific risks. The all find-

ings about risks (recommendation items) and its 

impact were submitted to the acquirer (municipal 

organization) and the implementer. 

In addition, there was extra finding except for 

the above depicted RFID/USN specific check 

item in <Table 7>, which is related to a net-

work topology and also related to a critical risk 

to successful IT implementation as follows：

Network topology can be critical, since without 

careful definition of ad hoc network (e.g. Zigbee), 

safety and availability are hard to be obtained. 

In the 6
th
 case, sensor node was revealed to op-

erate as relay that was the evidence sensor was 

implemented as FFD (Full Function Device). 

However, an edge node is expected to be RFD 

(Reduced Function Device) and coordination node 

is desirable to be FFD. The impact of newly 

finding risk was set to be ‘weak negative’ thro-

ugh careful examination by the researchers and 

the certified auditors.

Above newly founding could be added to the 

RFID/USN specific knowledge or common NIAF 

knowledge after the examination on the impor-

tance or repeatability of the items. The applica-
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<Table 6> Items Related to Defected Findings

Auditing
Dimension

Proposed check list Recommendation list

Basic
check items

RFID/USN 
specific items

Basic
check items

RFID/USN 
specific items

Total

Project Management and 
Quality assurance

7 3 3 2 5

Application 5 4 1 3 4

Database 4 3 1 2 3

System architecture and 
security

5 4 4 3 7

Total 21 14 9 10 19

[Figure 3] Extension of NIA IS Audit Framework

tion and validation of the proposed risk items 

showed that the RFID/USN specific knowledge 

is applicable to the IS concerning same technol-

ogy issues, consequentially, that the RFID/USN 

specific knowledge based on NIAF can be de-

veloped through the e-Gov IS implementation.

Transform of the NIA IS Framework：NIA 

IS Audit framework can be used as evolving 

and transformational knowledge base. The cur-

rent NIAF (ver 2.0), which is organized based 

on software development lifecycle and project 

type, can be extended to the multi-faucet model 

including the technology dimension as depicted 

in [Figure 3].

The feasibility study of technology specific 

knowledge also showed other specified knowl-

edge can be re-used and extended through 

NIAF efficiently. Beyond the technology or bu-

siness specific knowledge, if the extended in-

formation was acquired and managed under the 

NIAF perspective, a variety of information can 
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be combined and applied to practitioner’s IS of 

the convergent domain, and consequently, can 

contribute to the high quality of various IS im-

plementation demands. The proposed multi-fau-

cet NIAF model, which is based on [14]’s work, 

is the one of the considerations to adapt the con-

vergence of IT implementation and it has major 

advantage of its flexibility and wide range of 

available auditing. The extension of framework 

also makes it possible to gather information of 

the emerging technology with agility, because 

the proposed framework is flexible to brand new 

information technology. 

5. Discussion

Turning to the research questions, it is possi-

ble to grasp technology specific knowledge 

based on the heuristic cases concerning same 

technology issues. Even though 5 cases were 

conducted by different practitioners in difference 

periods, there were the overlapped and repeated 

risk factors founded by the certified experts 

with the reasonable recommendations, which are 

known as best practices, and consequently, 14 

risk factors were explored. After the extraction 

process from the repository of NIA, this study 

proposed RFID/USN specific risk items, which 

were used for the last case (articulation of 

knowledge).

The research question is about the feasibility 

whether the proposed items can be apply to the 

IS implementation with same technology and 

business regards. Through the pragmatic ap-

proach to the final case, this research showed 

that the proposed items were applicable as well 

the common body of NIAF (combination of 

knowledge). Interestingly, network topology is-

sue which hasn’t been dealt in the previous au-

diting was found from the final case, so that is 

in need of being added to the proposed items. 

The knowledge of best practice for enhancing of 

high quality and reliability of e-Gov implemen-

tation, of course, should be dispersed but speci-

alized so as to achieve efficiency and flexibility 

at the same time. 

6. Conclusion

The principal finding of this study is impor-

tant for several reasons. First, under the per-

spective of researcher of audit methodology, it 

demonstrates the useful scenario in which the 

researchers develop the guidelines through ex-

tracting from previous experience knowledge and 

apply those guidelines to the following site. More 

specifically, the findings from e-Gov RFID/USN 

IT implementation confirm the conclusion of ap-

plicability of the proposed audit guideline-risk 

items. Second, it suggests the multi-faucet model 

to manage extensible knowledge. Beyond the 

software life cycle concern, business specific or 

technology specific issues could be addressed in 

this extensible framework. This study yield ge-

neral insight into extendible knowledge manage-

ment through practical audit scheme.It is hoped 

that this paper will serve as a platform from 

which NIAF studies of greater depth and specify 

may be undertaken.

Limitation：This study dealt with the limited 

factual data of audit experience, which some 

might characterizes as insufficiently reliable. 

There could be the loss of information about the 

previous auditing time, so the study was limited 

in extracting knowledge from previous audit 
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experience. Cleary, this extracting of knowledge 

might be speculative, and considerable work 

needs to be done. The final case, so as to valid 

the proposed risk items, was a single case. 

Since the multi-case has higher external validity 

than single-case [30], research on the multiple 

sites may increase the external validity. The 

conclusions of this case study await further re-

finement and correction in the light of further 

research.

References

[1] Anon, “Research on Korean IT market”, av-

ailable at http://www.krgweb.com/, (acces-

sed 2010).

[2] Bacon, C. J., “The Use of Decision Criteria 

in Selecting Information Systems/Techno-

logy Investments”, MIS Quarterly, (1992), 

pp.335-353.

[3] Benbast, I., Godstein. D. K, Mead, M., “The 

case research strategy in studies of infor-

mation systems”, MIS Quarterly, Vol.11, 

No.1(1987) pp.365-386.

[4] Bedard, J. et al., “Information Systems Risk 

and Audit Planning”, International Journal 

of Auditing, Vol.9, No.2(2005), pp.147-163. 

[5] Blackburn et al., C. C. Blackburn, C. L. Au-

gustine, R. Li, R. P. Harvey, M.A. Malin, 

R. L. Boyd, J. F. Miller, and G. Morahan, 

“The nu gene acts cell-autonomously and 

is required for differentiation of thymic ep-

ithelial progenitors”, 1996.

[6] Cho, I., “Information Systems Audit Legis-

lation Passed in Korea. Information Sys-

tems Control Journal Online”, (2008), pp.1-6.

[7] Debreceny, R. S. and G. L. Gray, “IT Go-

vernance and Process Maturity：A Multi-

national Field Study”, Journal of Informa-

tion Systems, Vol.27, No.1(2013), pp.157-188, 

doi : 10.2308/isys-50418.

[8] Ellis, D., R. Barker, S. Potter, and C. Prid-

geon, “Information audits, communication 

audits and information mapping”, Interna-

tional Journal of Information Management  

Vol.13(1993), pp.134-151.

[9] Faraj and Sproull, “Coordination expertise 

in software development team”, Manage-

ment Science, Vol.46, No.12(2000), pp.1554- 

1568.

[10] Gilhooley, I. A., “Auditing Computerized Sys-

tems”, EDPACS：The EDP Audit, Control 

and Security Newsletter, Vol.9 No.8(1982), 

pp.1-8. 

[11] Grabski, S., J. H. Reveau, and S.A. West, 

“Comparison of Judgment, Skills, and Pro-

mpting Effects between Auditors and Sys-

tems Analysts”, MIS Quarterly, Vol.11, No.2 

(1987), pp.151-161. 

[12] Harter, D., M. Krishnan, and S. Slaughter, 

“Effects of process maturity on quality, cy-

cle-time, and effort in software product 

development”, Management Science, Vol.46, 

No.4(2000), pp.451-466.

[13] Kim, C., “Research on actual status of IS 

Audit in the public sector, NIA, National 

Information society Agency”, 2000.

[14] Kim, C., “The IS Auditor Basic Education 

and Professional Education Textbook”, NIA, 

National Information Society Agency, 2007.

[15] Lainhart, J. W., “Cobit：A Methodology for 

Managing and Controlling Information and 

Information Technology Risks and Vulne-

rabilities”, Journal of Information Systems, 

Vol.14(2000), pp.21-25.

[16] Lee, C., “The Study on the effects of IT au-



정보시스템 감리 임워크 개발    233

dit in the national administration network 

project”, NIA, National Computerization 

Agency, 1992.

[17] Nidumolu, S., “The Effect of Coordination 

and Uncertainty on Software Project Per-

formance：Residual Performance Risk as 

an Intervening Variable”, Information Sys-

tems Research, Vol.6, No.3(1995), pp.191- 

219.

[18] Nidumolu, S. R., “A Comparison of the St-

ructural Contingency and Risk-Based Pers-

pectives on Coordination in Software-De-

velopment Projects”, Journal of Manage-

ment Information Systems, Vol.13, No.2 

(1996), pp. 77-113.

[19] Park, S., “The Study of the measure of IT 

audit efficacy”, NIA, National Computeriza-

tion Agency, 1998.

[20] Ridley, G., J. Young and P. Carroll, “COBIT 

and its Utilization：A Framework from the 

Literature, Proceedings of the 37th Hawaii 

International Conference on System Scien-

ces”, 2004.

[21] Rittenberg and G. B. Davis, “The Roles of 

Internal and External Auditors in Auditing 

EDP Systems”, Journal of Accountancy, 

(1977), pp.51-58. 

[22] Rittenberg, L. and P. Charles, “The Internal 

Auditor’s Role in MIS Developments”, MIS 

Quarterly, Vol.2, No.4(1978), pp.47-57.

[23] Seo, S., “The ISA PR Material”, NIA, Na-

tional Computerization Agency, 2001.

[24] Seo, S., “A study on the Effectiveness of 

Information Systems Audit”, NIA, National 

Computerization Agency, 2002.

[25] Seo, S., “A Study on the Enhancement of 

the IS Audit Framework”, NIA, National 

Computerization Agency, 2003.

[26] Sun, L., R. P. Srivastava, and T. J. Mock, 

“An Information Systems Security Risk As-

sessment Model under the Dempster-Shafer 

Theory of Belief Functions”, Journal of Ma-

nagement Information Systems, Vol.22, No.4 

(2006), pp.109-142.

[27] Weber, R., “Information systems control 

and audit”, New York：Prentice Hall, 1998

[28] Weiss, I. R., “Auditability of Software：A 

Survey of Techniques and Costs”, MIS 

Quarterly, (1980), pp.39-50.

[29] Wu, R. C., “The information systems audi-

tor’s review of the systems development 

process and its impact on software main-

tenance efforts”, Journal of Information Sys-

tems Spring, (1992), pp.1-13. 

[30] Yin, R. K., “Case Study Research：Design 

and Methods. 2nd Edition”, CA：Sage Pub-

lication, 1994.



234 김소정․구철모․고창은

 저 자 소 개 

김 소 정 (bizkims@nus.edu.sg)

재 싱가포르국립 (National University of Singapore) Centre for Go-

vernance, Institution, and Organisation(CGIO)에 재직하고 있다.  

국가정보화 략 원회 문 원  한국정보화진흥원 책임연구원으로 재

직하 으며. 성신여자 학교에서 산학, 서강 학교에서 컴퓨터공학 석사, 

경 학 박사 학 를 취득하 다. 주요 심분야는 소 트웨어 개발 에코시

스템, 거버 스, IT기업의 지속가능성 등이며, 연구 결과는 MIS Quarterly 

Executive 등의 에 출  되었다. 

구 철 모 (helmetgu@khu.ac.kr)

재 경희 학교 호텔 학 조교수로 재직 이다. 서강 학교에서 경

정보시스템 공으로 박사학 를 취득하 다. 주요 연구 심분야는 스마

트 (Smart Tourism)이다. International Journal of Electronic Commerce, 

International Journal of Information Management 등에 논문을 게재하고 

있다.

고 창 은 (Chang.Koh@unt.edu)

죠지아 학(University of Georgia)에서 경 정보학으로 박사학 를 취득

하고 재 북텍사스 학 (University of North Texas) 에 재직하고 있다. 주

요 연구분야는 IT의 가치와 경 효과, IT의 국제  문화  비교연구 등이며 

연구 결과는 MIS Quarterly, Information and Management, International 

Journal of Electronic Commerce 등의 주요 에 출 되었다.



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


