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An Operations and Management Framework for The Integrated
Software Defined Network Environment

Dongkyun Kim* Joon-Min Gil**

Abstract

An important research challenge about the traditional Internet environment is to enable open
networking architecture on which end wusers are able to innovate the Internet based on the
technologies of network programmability, virtualization, and federation. The SDN (Software Defined
Network) technology that includes OpenFlow protocol specifications, is suggested as a major driver
for the open networking architecture, and is closely coupled with the classical Internet (non-SDN).
Therefore, it is very important to keep the integrated SDN and non-SDN network infrastructure
reliable from the view point of network operators and engineers. Under this background, this paper
proposes an operations and management framework for the combined software defined network
environment across not only a single-domain network, but also multi-domain networks. The
suggested framework is designed to allow SDN controllers and DvNOC systems to interact with
each other to achieve sustainable end-to-end user-oriented SDN and non-SDN integrated network
environment. Plus, the proposed scheme is designed to apply enhanced functionalities on DvNOC to
support four major network failure scenarios over the combined network infrastructure, mainly
derived from SDN controllers, SDN devices, and the connected network paths.
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(Figure 1) Multi-Domain Global SDN
Experiments during SC12
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(4)R&E Quality Video |(3)R&E
Network (4)High Network Ops.
Dedication Performance & Mgmt.
(5)High-end Data

SpDN  |Application Transmission

Networks (5) Energy
(6) Autonomous |Saving
Network Mgmt. [(6) Traffic
(7)Efficient Engineering
Green
Networking
(8)Efficient
Home
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(a)Commodity |(a)E-mail, (a)Commodity
Network Web, Games Internet
(b)E2E Virtual |(b)Network (b)R&E
Networks Virtualization |Network Ops.
(c)R&E (c)Traffic & Mgmt.
Network Engineering

non=SDN|pyegication (dHigh quality
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Application (e)High
Networks Performance
(e)Autonomous |Data
Network Mgmt. | Transmission
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<Table 1> Comparison of Requirements
between SDN and non-SDN
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Scenario Functionalities
Controller - DVNOC detects controller down using SDN
Down, E-W interface.
Device - DVNOC communicates with SDN devices
Alive using SDN southbound interface.

- DVNOC detects controller(s) down using
SDN E-W interface.
- DVNOC detects SDN device down using

Controller & .
SDN southbound interface.

Device . . .
Down + DVNOC communicates with live SDN
devices, and updates NRR (Network Resource
Repository) with new GView (global network
view) information.
Controller - DVNOC detects SDN device(s) down using
Alive, SDN E-W interface.
Device - DvNOC updates NRR with new Gview
Down information.
- DVNOC detects link down using layered
Controller network management system.
Alive, - DvNOC updates NRR and delivers the
Link Down |updates to controller(s) using SDN E-W

interface.

<Table 2> The Description of New
Functionalities for Each Emergency Scenario



o
(@)}
[\"]
O
-
e
rHi
o
[h
Jon
fol
mr
HD
~
é
~
&
é
~
fon
S
<
@
&.

3. B¢ Zad9ad 4%
SERL

2 o=ToA At WL F2 oF =Wl
o] SDN #& ===z AAd DvNOCH
SDN ZEE#9 T4 2 A3 g g A
3 g o 2 Abg2 FA

oft

o

v Al B kA LG #Est The

3 2. F3%%¥ SDN# non-SDN9| A4 &

8 e olfrEe tE =4

19 SDN 7oA & 7te] Ago] mE o
H

qes Fol= Aot

(Figure 4) Generated Erdos_Renyi Network
Model

(8 D)o (2" 5HE 4 UEY I
A aAstE Hydela #t A
Aol d WA =(Cos EAT WES o
2t (29 4)E NetworkX o] golHe
7l9to 2 AAE Erdos Renyi MIEYZ W
2, 7 wEE g WEAD wEE Fosy
T, (18 59 G #S (28 D9 1)
ga0] & A mEelA] Folrl ARHE)
of Aage vh ATl Ao F(n)sh B
* dolH H%E A9 (ADDC, Average Data
Transfer Delay Convergence from each node
to a federated DVNOC system)& A4H3F A3}
ojtt. (¥l Hell =W, 72t w=vb F3ste b
ol 2ol et AE Coa ol 71

fincs
=
<)

—
AC)
=
o)

LM 82

stk &, th% vl SDN/non-SDN % 3t
ds 9 HYHelde wE eHIH=T UES
aE FASE 4 OV =29 dAddeld
Aol wsie, ofd we} TF ZH I
AA dsdd B2 %S 73t s & F
At

3 zZHEde A deS fste] FrhH R
18 Abge oS 2o 3 WA 1y AR
< DvNOC¥ SDN ZEEZ#H9 FAs 93
E-W I #ojze] w3 Zejth.  SDN¥
non-SDN¢| 52 EA4HAAY Aol ofd
Gview (Global View) @R Z 932 wi=t}
T oolfE AEE Givew HHI UESA AR
o] F3(looping), EANT AAHol= o 1] HH
sh, a8l o EFAlHY 2F5E Uo7V
o)tk Gviewel &713¢F F4ld wWE oH
=7t AW F4%, SDN/non-SDN ==29]
gHlold ZRAA Heo] F7ketA "t

)

(1% 5) s eol A 2 (task)] 5}
LW =(Cmax) 57+ vl

1.5e+07 -

1 de+D7 —

120407 H

be+OF ]

B+ D6 = S

€ _max

B (3 —
de-+06 e

2406 —

[ o I e g g S e p ey
o 0 40 60 an 100 120
Tasks

(Figure 5) Cmax Minimizing with # of Tasks

 AbaS DVNOC¥ SDN %
+ Cross—Southbound

| LY W ez 4

T2 AT ZolE T 7= SDN AH)e ol &
ddste HJA9 Fol dTEs Y] Ha,
DvNOC®| NRR(E 2)ol AZHe WEHA ¥
H 7 EdAdX e 29E AT 5 AT
ol gt AdE FIFA A FE udo R of
oA, Exe eHI=E uHT AREA Q1

StobA] Al e e}

=
rok
N

o]
k)
ol

3%l



Cross—-Southbound ¢1E|#H o] A2
H(up/down)9] gt RUE P} oof u}
A oA wWeto] QTE T

4 A8 92 B

ex
N o1

AT W&

N

LES o] Zwke]l vlELIAR] SDN¥ 7]E
37 7]4ke] non-SDN<2 &3 &9
24 tge vl Aed a7E
B YA ETE 9% 5 Yok B o=
9} e SDN/non-SDN ¢l z}e]
e ZHd9as Ao A
F2Z SDN ZEEZ# 9 DVNOC Al
28 8ol dslA gFAG. oe
i J5 AT gL e

A

T %
W o - o]
de oo 2 N w2

rlo

o € o2 ff N & T py
1o

h n@ O o Hd ri

_|_/
(

—|~
ol
el
2
o
T,
0,
ro,
i}
= -
% [
= E e

P

References

[1] David D. Clark, “The Design Philosophy of the DAR
PA Internet Protocols,” Proceeding(s) of SIGCOMM

'88, Computer Communication Review Vol. 18, No.
4, pp. 106-114, 1988.

[2] N. McKeown et al., “OpenFlow: enabling innovation
in campus networks,” ACM SIGCOMM Computer
Communication Review, Vol. 38, No. 2, pp. 69-74,
April 2008.

[3] Dan Levin et al., “Logically Centralized? State Distri
bution Trade-offs in Software Defined Networks,”
First Workshop on Hot topics in Software Defined
Networks, pp. 1-6, 2012.

[4] Dongkyun Kim, “User Oriented virtual Network Ma
nagement Based on dvNOC Environment,” Internati
onal Journal of Computer Science and Network Sec
urity (IJCSNS), Vol. 8, pp. 59-65, 2008.

[5] Ronald van der Pol, “Ethernet OAM Integration in
OpenFlow,” NORDUnet Conference, 2012.

[6] Sejun Song et al., “NEOD: Network embedded on-lin

e disaster management framework for software defi

ned networking,” Proceeding of 2013 IFIP/IEEE Inte
rnational Symposium on Integrated Network Manag
ement, pp. 492-498, May 2013.

[7] Jeroen van der Ham et al., “A Distributed Topology
Information System for Optical Networks Based on
the Semantic Web,” Optical Switching and Network
ing. Vol. 5, No. 2/3, pp. 85-93, 2008.

[8] A. Hagberg et al., “Exploring Network Structure, Dy
namics, and Function using NetworkX,” Proceedin
g of the 7th Python in Science Conference, pp. 11-1
5, 2008.

[9] IEEE 802.1ag Standard, URL: http://standards.ieee.o
rg/getieee802/download/802.1ag—2007.pdf.

[10] SATW (Slice Around the World) Initiative, URL:
http://groups.geni.net/geni/ticket/913.

[11] K-GENI (Korea's testbed connection to Global Envi
ronment Network Innovation), URL: http://groups.g
eni.net/geni/wiki/K-GENI

[12] ViSION Project, http://openlab.web.cern.ch/ publica
tions/presentations/vision—project.

[13] OpenLab Project, URL: http://bit.ly/15Q8aN]

[14] Caltech SC12 demonstrations: http://supercomputin
g.caltech.edu/showfloor.html.

[15] Dongkyun Kim et al., “FNOM: Federated Network
Operations and Management on Future Internet,” A
dvances in Information Sciences and Service Scienc
es (AISS), Vol. 3, No. 7, pp. 130-140, 2011.

[16] Ji Moon Chung, “A Designing Method of Network
Quality Assurance Test Bed Design under Next-ge
neration Network Environment,” Journal of Digital
Contents Society, Vol. 13, No. 4, pp. 625-629, Dec.
2012.



564 CIXE2E =85 =2X M142 M4 (2013.

19994 :

20059 :

A
20061 ~2007d: = B A o 3 (UT)/ L 28 A
THATA(ORNL) 2HA7
20008 ~& A P er]ed B - (KISTD
AgdT4
Aok A dHY, AT, L2ZEM ] A
HEAZ(SDN) % 1z2k(SDD) &

19961 @ St oiekd (o] g

44
20004 : sevsta vjete (ol
k)

199841 ~20019: weleheta 7| zHetadTa o
T4

20013 ~20023: ¥ @] woldi gul(A]7}a1), Post-Doc.

2002 ~2006\: KISTI 79 7 & AlE] Heledgl

20063 ~& A FrrEY et T3 wg

HAEr: F89= #HFH(Cloud Computing), 7L
= 7" (Grid Computing), 23L& A

2~¥l(Fault-Tolerant System) %



