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ABSTRACT

Recent malware distribution causes severe and nation-wide problems such as 3:20 cyber attack in Korea. In particular,
Drive-by download attack, which is one of attack types to distribute malware through the web, becomes the most prevalent and
serious threat. To prevent Drive-by download attacks, it is necessary to analyze MDN(Malware Distribution Networks) of
Drive-by download attacks. Effective analysis of MDN requires a detection of obfuscated and/or encapsulated JavaScript in a
web page. In this paper, we propose the scheme called Multi-level emulation to analyze the process of malware distribution.
The proposed scheme analyzes web links used for malware distribution to support the efficient analysis of MDN.
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Fig.1. Malware Distribution Network(MDN)
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Table 1. The methods for MDN analysis
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if (document.cookie.indexOf('hsblm=") == -1) {

var expires = new Date();

expires.setTime(expires.getTime() + 12 * 60
* 60 * 1000);

document.cookie =
'hsblm=Yes;path=/;expires=" +
expires.toGMTString();

document.write(" <iframe
src=http://www.hwanni.co.kr/shop/data/good
s/pop/ye.html width=0 height=0> </iframe>")
}

Fig.2. Automatically connect to other web page
using javascript function
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Fig.3. Obfuscated script
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analysis url: http://samples.ikseon.kr/
----———-—— before start

{

"tag_ptr": 147343752,
"tag_name": "body",
"tag_attr: 1

}

{
"tag_ptr": 147343912,
"tag_name™: “script”,
"tag_attr™: 0

--beforeend
= function(p.a,c,k.e,d)
(2] .a.:,k.e.d){e functuon(c)(return
c.toString(36). "

- http://samples. |kseon kr/

—mmmmmmme e JS mims_print!! —- oo
<iframe

src=http://www.hwanni.co.kr/shop/data/goods/pop/ye.html
width=0 height=0> </iframe>

iframe [iframe
src=http://www.hwanni.co.kr/shop/data/goods/pop/ye.html

width=0 height=0> </iframe>]

Fig.6. DOM traversal and obfuscated script
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b
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“'hﬂp'//www.hwanni.(o.kr/shop/data/goods/pop/ye.html"

Fig.7. Update the DOM tree
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Table 5. Results of the analysis of MULEM and JSAND
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<BODY>

<iframe id="fr2"></iframe>

<iframe id="fr1" src="http://ikseon.kr"
onload="fr2.location.href="success—framet.html' "></iframe>

<iframe id="fr3" src="http://ikseon.kr"
onload="fr1.location.href="success-frame2.html' "></iframe>
</BODY>

Fig.8. Test page of dynamic code

Requests
URL Status Content Type
http://ijsand.ikseon.kr/ 200 text/html
- about:blank 200 text/html
» http://fikseon.kr/ 200 text/html

Fig.9. Result of JSAND

analysis url : http://jsand.ikseon.kr/

mlms_href[target url] : success-framel.html
mlms_href[target url] : success-frame2.html

analysis url : http://ikseon.kr/

analysis url : http://jsand.ikseon.kr/success-frame2.html
analysis url : http://jsand.ikseon.kr/success-framel.html
E4 HelA] A ;o4

HelAl £ FHFE £8A1ZF : 0.025955 [0.103821]

Fig.10. Result of MULEM
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