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Thin Film Effects on Side Channel Signals

Y.B. Sun’
fSemiconductor Display Mechatronics Program, GS_CEI, Kyonggi University

Abstract

Even if transmissions through normal channel between ubiquitous devices and terminal readers are encrypted, any extra
sources of information retrieved from encrypting module can be exploited to figure out the key parameters, so called side
channel attack. Since side channel attacks are based on statistical methods, making side channel signal weak or complex
is the proper solution to prevent the attack. Among many countermeasures, shielding the electromagnetic signal and adding
noise to the EM signal were examined by applying different thicknesses of thin films of ferroelectric (BTO) and conductors
(copper and gold). As a test vehicle, chip antenna was utilized to see the change in radiation characteristics: return loss
and gain. As a result, the ferroelectric BTO showed no recognizable effect on both shielding and adding noise. Cu thin
film showed increasing shielding effect with thickness. Nanometer Au exhibited possibility in adding noise by widening
of bandwidth and red shifting of resonating frequencies.
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Table 1. Material property for MWS simulation

Medium Permittivity | Conductivity(S/m)
Al - 3.72E+07
Au - 2.82E+07
TEOS 4 0
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Fig. 1. Schematic diagram of a chip antenna.
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Fig. 2. Simulated return loss of quartz chip antenna
before thin film deposition.
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Fig. 3. Simulated return loss of quartz chip antenna with
Au thin film shielding.
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and after 5 nm Au film deposition.

Journal of KSDT Vol. 12, No. 2, 2013



54 Kl

&

il

31z]8.

19.4 GHz, 19.7 GHz®] &%1& EiTh
o] TSk 27 Fto] Fig. 3] AlEdH ol T2 Fx
£ Holgd| Ui 379 4 %Aﬂ*ﬂobﬂ skt
SHA| 7} 3L, AFMO.Z =43 A3} Ra=15~ 183,

1__

Rq=19.9~27.8& 1] 0|5 SIS
A= F tEve] vYie Au ¥te S3 M55 v

3 v Au 2heke 283 9ol 6~ 13 GHz T
QA WA 10dB 0] <1 F344 HjefEol el
/}\iou:] F7 Faee A Holsl= ﬁfg)
Atk F3= WY 13 GHz o) delM=
E_}\-l 0 L]—FJ-LHOZI 1,].1— H]—Ul—‘/] 0:]?51:0

/\

4

U 2oomeb X o

_E’L
mloﬂ,m

o il

12 ox |0 = O of

rlI mlo

\I

1—/\

AAJTh. o]& vi= Bheke] ®9 topology
aspect ratio”} 714 W} 22| 3= Yepd A
Kol Fiid 34 WA o] WEeHE ] A TS
2 5 Jdoh HE B9 3= FARTE,
°“51] = A5 o] Aite] s sl A717F 48
std] wiafl, Wiel &4 <Hu= gyt ey 1/5 4
w9 7|12 JYEE A5 95% JEE WAkete

S ==
o o]co SRR

T 7] oot

3]

N

2

3.2, dtat
2Ag&E 7]

L O]

Z F20]| A2|E otE|LIe| HIAJEA
A e 3734 11.8, 7] A== 55~83 S/m
2, A4S 3.782 A= 7133 thEu, vhe 22 Ao
AT F FE ] RS2 Fig, 594149 10 dB

0|5}l 85~19.4 GHz®] =35 ¥ o4 13.1 GHz,
14.7 GHz, 16.4 GHz2| ¥% F3<75 B3tk

BTO F71& 0.1 um, 1.1 um, 9.7 pmZ H7 S} HA
A2 HVe] HhAlEAS =43 A3 Fig 6
oA} o] BTO 77t S7FateA] wkAl=4l 10 dB
o]&}el F 34 thel & 9.0~20GHz, 9.1 ~19.7 GHz,
8.7~19.8 GHz= A tY #& Bow, Izl
9 = 12.9 GHz} 16.3 GHz, 12.6 GHz$} 16.7 GHz,
12.9 GHz®} 16.5 GHzZ AR 371 A48 Bk

Return loss [dB]

0 S

10
Frequency [GHz]

15 20

Fig. 5. Measured return loss of Si chip antenna before thin
film deposition.

U= A t] 2Zgo] 7] 83 A] A124d A|2&, 2013

Cu F71E 0.5 pm, 1.0 um, 3.0 ym= A7 3PAA 2]
T3 QHEVRe] WMAREALS S5 Ao, Fig 7oA e 2

o] Cu A7} 7k WA= 10dB o]kl 3k
g Ee 747} 128~186GHz, 126~18.5GHz, 128~
149 GHzZ Cu 7 3.0 umellA] 10dB ©]&k2] F3}4= tj
o] Fo] A3 et ¥ FIAFE Cu 79 F
7vel wat zHzt 13.6 GHz9t 17.2 GHz, 13.9 GHz9t
17.1 GHz, 13.7 GHzZ, 22 33 Folx= Cu F+
7o daglol AR 58S Bloy =2 31 F
o M E Cu 74 3.0 ume] 2 a3 Fxlo]

oUA] &= AL & 4 A

AT 3 LE el vhat S A Fe) uha A
2 HWE 3 Fig. 8ollA1et ZFo] BTOE A-&-3F 75
= WA 10dB o]kl 3k gl Z-2 Wl 4
pelel ur BTO 717} 1.0 umol| 4] 9.7 ym= o) w}
2 37 Fulpol| A WAl o] AR Y HojA= 54

S HAY ©]= aerosol deposition®] A]7Fel wE step
coverage®| GaFo 2 FG3 = Ut wHH| CuE 4
83 7ol BTO thH] &1 vialsdo] 31om
Cu 7 3.0 pmol A= WAL Y Fo] AA3] ol &

e % % A,

(=}

-
[=)

o
)

w
o

'
—01 m .

Return loss [dB]

IS
o

—11pm
F==97yum

n
=)

0 S 10 15

Frequency [GHz]

20

Fig. 6. Measured return loss of Si chip antenna with
different BTO thickness.

—
e -10 T
T
=] /
a 220 ! | I \ !
i)
e« -30 t
- -
5 0.5 ym
E -40 f——30pm—
3.0 ym
50 - | |
0 ) 10 15 20

Frequency [GHZz]

Fig. 7. Measured return loss of Si chip antenna with
different Cu thickness.



—
e -
T
—_—
“
2 \
L - \
no film | \
E - \ P
S === BTO 9.7 ) H
§ 40 F——Cculom| i "'
50 4 I Cu 30 pm | | |
0 5 10 15 20

Frequency [GHZz]

Fig. 8. Measured return loss of Si chip antenna with
different film thickness.

10.07GHz

|3

by

15 | |

-180 -150 -120 -90 -60 -30 0 30 60 90 120 150 180
Azimuth (deqree)

Fig. 9. Measured gain of quartz chip antenna before Au
deposition.

10.07GH

i

6
-180 -150 -120 -90 -60 -30 0 30 60 90 120 150 180
Azimuth (dearee)

e

747 GHz

Fig. 10. Measured gain of quartz chip antenna with 15 nm
Au film.

3.3. AE|Lt OIS (gain)

ulule] 22 Wg 2 Zes /\Vbéw_ HAA}ste]
AL e e Zslel 3 el ol5g vlasigr).
AwoE wE Aol ERTe] oSl Hvel
SR =A el 3 etElvke] dEe] g A
F912 FE A eSS gl

Az A ohete] Aol Fs B2 ezl

[

= 01;1—:% =43 A3}, Fig. 99} Fig. 10914 1.2 A
A Fukrrt st wet o] 5o Axen, i

patch OPEﬂL]--J EAS EO]T‘:— Zi&i, 5nm Au 22}
23 A= 1% patch SHEILe] A& Zh=t}

g Az

R nJIo

4.2 B

UGB 717100 NS ARE FEE 5 U
A Ase] oje wree] G SretE olg
SR AE EEPPEEE ET

FRAAIQ BTOS A48 ZA$ols 74 Z71 ut
2} 3xo] ZojFde B Aoy 233l ek g
o] gleS & 4 AT AEAS Cu] AdE F
Al 71l W X dido] F7kEE RS 2 4 U
ok e AuE A48 9ols AL T g e
s 371 Fope] HA) Hol AL B 4 o] &

2310 PP e B 5 gt
Az 7)) Bl Twe) e FHe

S PA RS )a B sheE G A ot £

BRI A7)0 Ak T SR Gl 4

=
© Wk

o] =E2 20108PdE A7ty A7d FEl=E A
THUE. £ ERE tgte] & i) ol Al At
9] Z=2 33} (This work was supported by Kyonggi
University Research Grant 2010. Also I owe thanks to
Professor Jun Nogami in University of Toronto).

{1

m
A
ror

1. “Side Channel Attack”, http://en.wikipedia.org/wiki/
Side channel attack.

2. HJ Lee, “Basic Course for Side Channel Analy-
sis(1)”, http://kowon.dongseo.ac.kr/~hjlee/NETSEC/
08DPA-EM A-lecture.pdf, 2008.

3. Jem E. Berkes, “Side-Channel Monitoring of Con-
tactless Java Cards”,Thesis, Electrical Engineering

Journal of KSDT Vol. 12, No. 2, 2013



56

d

&

il

WA TS 0] 7] &8s

and Computer Engineering, U. of Waterloo, 2008.

. C. Gebotys, “Design of secure cryptography against

the threat of power-attacks in DSP-embedded
processors”, Trans. On Embedded Computing Sys.,
Vol.3, no.1, pp92-113, 2004.

. Hagai Bar-El, “Introduction to Side Channel Attacks”,

http://www.discretix.com/images/stories/Introduction
to_Side Channel Attacks.pdf.

. K. Hashimoto, Y. Akiyama, T. Kawaguchi, K. Tahara

and K. Otsuka, "High-speed Power supply System by
Low Characteristic Impedance Transmission Line Using
Metamaterials", ICEP 2009 Proceedings, pp891-896.

. K. Aydin, I. Buly, ef al.,, “Investigation of magnetic

resonances for different split-ring resonator para-

2 #1278 A2, 2013

meters and designs”, New J. of Physics, 7, ppl-
15,2005, 168.

8. CST Microwave Studio Technical Specification, http:/

/www.cst.com/Content/Products/TechnicalSpecifica-
tion.aspx?product=CST%20MWS.

9. Y.J Yoon, S.M. Nam, “Room Temperature Deposition

of Ceramic-Polymer Composite Thick Film by Aero-
sol Deposition”, Ceramist, Vol.12, No.3, 22-29, June,
20009.

PN
A

22K 2013 6 12¢, AR Y 20139 6€ 174

20139 59 24, A ML 20139 6€¥ 54,



