Journal of The Korea Society of Computer and Information www.ksci.re.kr
Vol. 18, No. 4, April 2013 http://dx.doi.org/10.9708/jksci.2013.18.4.123

Square-and-Divide Modular Exponentiation
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Abstract

The performance and practicality of cryptosystem for encryption, decryption, and primality test
are primarily determined by the implementation efficiency of the modular exponentiation of
a’(modm). To compute a”(modm), the standard binary squaring (square-and-multiply) still
seems to be the best choice. However, in large b bits, the preprocessed n—ary,(n =>2) method
could be more efficient than binary squaring method. This paper proposes a square-and-divide and
unpreprocessed n—ary square-and-divide modular exponentiation method. Results confirmed that
the square-and-divide method is the most efficient of trial number in a case where the value of b
is adjacent to 2" +2°7" or to 2", It was also proved that for b out of the beforementioned range,
the unpreprocessed n—ary square-and-divide method yields higher efficiency of trial number than

the general preprocessed n— ary method.
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Preprocessing (A1 *12])
al =a
if n >3 then /* 1—ary2 2—ary= 384 %S */
foo i=2to(2"—1) do
a, = (aF1 X a) mod m
end
end

Modular-Exponentiation (a, b, m)
c=a; [*b, Bl HLSt= a, 3L 21, b, =101 a */
for i=k—1dwnto0 do
for j=1ltodd
¢ = (exc)modm

end
c¢= (cxa)modm /* b 20l SHEGH= a; 3t */
end
return ¢
a2 1, ekl fn— ary (n ) X|4-04Ak

Fig. 1. General n—ary ( 1) Modular Exponentiation



AF-eAl mEY AFArhy 125

b=127=1111111,)% A%, n—arys Ag3k= ¥
W 17 20 ARSI o] E by =104 271A 2 a
2 sl by, =194 o'~ (a')’ AFFH ¥E 1

(1=a)d w3l (a)(al) adoz o] "} o=

by =1, by =1, by =1l A& A&3h 5 8=
1285 3t 2—ary“§€— b=127=011111 11,

= 1333l thel Aol 10 =a—a’, 11 = (a*)a" = a9
23] FAOE e ARITE TEORE bib =01 HIE ghof
el (a)' =a2 FAE FPA gu 27N = AP,
bsb, =11 =39l thal (a)*>(a’ )2:a43] 23] AlFt ¥
E ZF 11=39 3] o' xd® =a'"? =479 13 AL
S gt} u}z_mxli bb, =119 bb, =11 HeH=
FPslez = FA FYPB5E 243+
aryZ A& 127 =001 111 111
=177l ol 2" —2=639 FHo® o’d’,- 'S
ARl Ak | bbby =001 =a, bbb, :111oﬂ sl
(a)2—>(a2)2—>( a')?e) 38 AT} 111 =74 vha) o X
a’=d* —a1°94 13] FAS Fdt ofd A¥E AA
FYPAGFE 6+0+4+4=1432 S} 2

= b=127 J A% d—arysolM 2—ary9] 11387} 71
Fo ANE A2 L 4 9
bb b5 b4 b3 b2 bl bO
1 1 1 1 1 1
aﬁ)gl»? (ZSXE (l( 2 a15*‘2 a31~2 aGS 2
U N A A
a?-l aﬁ-l 14+1 a30+1 aﬁQ-l al%-l — alZT
(a) OfZIEH
bibs | b, by b, byby
01 1 11 11
1 3 3 3
BT g2R TR X2 31X 622
7 s L7 !
al a4+3 a‘28+3 124+3 __ 127
(b) 2—aryH
bbb, bob, b, byby by
001 111 111
1 7 7
al _’*)aZfZ*)a~lf'2 [ll5V?*>[30A a60‘2
7 7 |
& &7 Q2047 = 127
(c) 3—aryH
a2l 2. a'?" AR n—aryd

127

Fig. 2. n—ary Method for a™** Computation

n—arye 2" —

281e] APIAR, (£-1) + n=k-n3

At (=) - (

2] 75t HIE gk 34 0% Al 2" — 1kl o)
A ge] $E L ol o] 34 Agelu oleAo
=

ofxl AlF 1(k) ol sl HAQ ng 2FE + sich
2 < k < 20489 il At A} HA9| (k) HAE &
27
zZ

rr

19} 2ol ek, Wb n—ary® A% B be)
2% 1(k) o et E 12 Aget #4 FUE5E 14

7 4 ok, 2y AARE b, =19] A5l YT e

1. 1(k) el et 22l n—ary
Table 1. Optimal n—ary for Ranges

1(k) n—ary
(2, 6) 1—ary
(7, 34) 2—ary
(35,121) 3—ary
(122,368) 4—ary
(369,1043) 5—ary
(1044,20438) 6—ary

Il ME-Ld 258 X|THiH

Ag eAe o' = —_E AZtdt, ey BEE

b
A el a0 (mod ) = Lmodm)

a“(modm)
e AQEA @ gk Wk, wEE LA A5
243 5 Qo n—arytel 4 F995E D
2N 5% 9 Aeleh. mep B A E BEe L
A on AFQue $4%
wEe el a9 39 e A8
£l e nel dwdes dast
glom, nel gele] ws:
£ U@ g vhrel F47h slojok 517] BRolrt,

< ARksl=

ni

while 7=1 to e =%
aQHl(modm)-i-(ij)
€= Qb1 , e =8¢
> “(modm)
j=3+1
end

T2 3. 2E Lk 2y
Fig. 3. Modular Division Method
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c=a
for 7=1to k+1 do
c= (e¢x¢)(modm)
end
while 7=1 to e =&% do
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Fig. 4. Square and Divide Method
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