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ABSTRACT

Considerable number of major countries have put great efforts to leverage the efficiency of power consumption using Smart
Grid in order to resolve the critical issues with drastical growing demands regarding electricity, the crisis of environmental
pollution and so on. There has been increasing number of researches to construct Smart Grid in Korea as well. The threats
of cyber terror attacks which might cause national crisises in terms of economy and society have been climbing up because
of the fact that Smart Grid employs bi-directional communications embedding the cyber threats from existing/legacy
communication networks. Consequently, it is required to build concrete response processes including investigation and analysis
on cyber breaches into Smart Grid. However, the digital evidence acquisition techniques do not suffice to be deployed in Smart
Grid systems despite of the fact that the techniques, against cyber breaches into well-known networks, have been studied in
plenty of time. This work proposes a novel digital evidence acquisition scheme appropriate to Smart Grid systems through
intensive investigation of the evidence acquisition requirements in Smart Grid and the historical evidence acquisition methods.

Keywords: Smart Grid, Digital Evidence, Evidence Acquisition
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