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ABSTRACT

In 2008, Pointcheval and Zimmer have presented multi-factor authenticated key exchange protocol with client’s secret key,
password, biometrics. However, it has been found to be flawed by Hao and Clarke if an attacker has single authentication
factor (password), then the attacker can deduce other authentication factors. Interestingly, its countermeasure has not been
presented due to the difficulty of design and structural problem. In this paper, an efficient countermeasure is briefly presented

and its security is discussed as well.

Keywords: multi-factor authenticated key exchange, authentication, biometrics, password
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