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Design of Memory-Efficient Deterministic Finite Automata by Merging
States With The Same Input Character

Yoon-Ho Choi'*
Kyonggi University
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ABSTRACT

A pattern matching algorithm plays an important role in traffic identification and classification based on predefined patterns
for intrusion detection and prevention. As attacks become prevalent and complex, current patterns are written using regular
expressions, called regexes, which are expressed into the deterministic finite automata(DFA) due to the guaranteed worst-case
performance in pattern matching process. Currently, because of the increased complexity of regex patterns and their large
number, memory-efficient DFA from states reduction have become the mainstay of pattern matching process. However, most
of the previous works have focused on reducing only the number of states on a single automaton, and thus there still exists
a state blowup problem under the large number of patterns. To solve the above problem, we propose a new state compression
algorithm that merges states on multiple automata. We show that by merging states with the same input character on multiple
automata, the proposed algorithm can lead to a significant reduction of the number of states in the original DFA by as much
as 40.0% on average.
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(£ 2) snort THE ruleset BMS E3t Motz ¢e|E(SIC)e M5 AT ZTt
scheme DFA SIC o
ruleset # of states Byte # of states Byte e
pop2 280 4,480 46 740 83.6%
web-php 709 11,344 126 2,020 82.2%
nntp 309 4,944 57 916 81.6%
imap 1,057 16,912 199 3,192 81.2%
specific-threats 845 13,520 213 3,412 74.8%
chat 340 5,440 87 1,396 74.4%
misc 749 11,984 199 3,188 73.4%
web-cgi 399 6,384 113 1,812 71.7%
web-iis 593 9,488 168 2,692 71.7%
exploit 3,317 53,072 1,079 17,272 67.5%
ftp 1,599 25,584 601 9,624 62.4%
policy 817 13,072 313 5,012 61.7%
sql 241 3,856 97 1,556 59.8%
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info 38 608 30 484 21.1%
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dns 81 1,296 70 1,124 13.6%
telnet 81 1,296 78 1,252 3.7%
attack-responses 34 544 34 544 0.0%
ddos 18 288 18 288 0.0%
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multimedia 116 1,856 116 1,856 0.0%
p2p 49 784 49 784 0.0%
rpc 27 432 27 432 0.0%
tftp 41 656 41 656 0.0%
web-frontpage 30 480 30 480 0.0%
A 17,739 283,824 6,655 106,580 40.0%
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