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Abstract

This paper studied the detection technique using file DNA-based behavior pattern analysis in
order to minimize damage to user system by malicious programs before signature or security patch
is released. The file DNA-based detection technique was applied to defend against zero day attack
and to minimize false detection, by remedying weaknesses of the conventional network-based
packet detection technique and process-based detection technique. For the file DNA-based
detection technique, abnormal behaviors of malware were splitted into network-related behaviors
and process—related behaviors. This technique was employed to check and block crucial behaviors

of process and network behaviors operating in user system, according to the fixed conditions, to
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analyze the similarity of behavior patterns of malware, based on the file DNA which process
behaviors and network behaviors are mixed, and to deal with it rapidly through hazard warning
and cut-off.
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