http://dx.doi.org/10.14400/JDPM.2014.12.1.313

- 0] = [e]
ZulE TV 7 93 2 oSkt
e
AT I, HESAISHE

Hacking and Countermeasure on Smart TV

Sunghyuck Hong

Baekseok University, Division of Information and Communication

e A, AUEE TVEA] o] FAlo|
AARCE & BEgES 7HA
| o 7}x) 2nkE TV 87 Aok
AAste] FHobd &4 2 os A}, LGS & AntE TVE] 29
7o g & &7 AHE glEsA BB gl OSE. 7Hlo 7 MEupas
A3k QAR TRAE olgsl S ALSAL APT T} dhgton SUE Qe Anm

W %EE *%81 7|A] 5L
HJEB_, a UJ% Hota 4ol 37 9F

Rl E%E

2 WRE HIES HY F Y Aol 525 5 WA 4 ARlE Solzkw gk 2o g ARe
7 713 ookt Wi Ee] A Aotk B =EoF whdEeUrle AnfE TVE] B AES JAIEL deg
AEL ez Qg tfu]AE A9l EHlsks BRE 7|t

ZRO] : 20kE TV, S7, $4, ATP 4, ME-uks, 224, 2oz A

Abstract  Smart-phone, PC or tablet platforms, such as smart terminals spread to the masses trying to

capitalize. Smart TV also is increasing. In Korea, market size of TV is growing fast with growth of risk of
hacking. In this paper, several kinds of Smart TV hacking cases are presented with the possibility of attacks
against the vulnerability analysis and countermeasures. Most of the Linux operating system is open. Thus, it is
vulnerable for latest hacking techniques. Most are based on the Linux OS to enhance security mount Sand-Box.
However, bypass procedure using the technique, or APT attacks can avoid San-Box technique. New hacking
techniques and a variety of ways will occur in the future. Therefore, this paper will develop Smart TV, and it
analysis of a security threat and establishes better prepared in the future because new hacking attacks are
expected to prepare more.
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[Fig. 1] AOIETV sales forecast worldwide
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