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Abstract In a biometric signature scheme, a user’s biometric key is used to sign the document. It also
requires the user be authenticated with biometric recognition method, prior to signing the document. Because
the biometric recognition is launched every time the signature session started, it is not suitable for electronic
commerce applications such as shopping malls where large number of documents to sign are required.
Therefore, to commercialize biometric based signature schemes, the new proxy signature scheme is needed to
ease the burden of the signer. In the proxy signature scheme, the signer can delegate signing activities to
trustful third parties. In this study, the biometric based signature delegation method is proposed. The proposed
scheme is suitable for applications where a lot of signing are required. It is consisted of biometric key
generation, PKI based mutual authentication, signature generation and verification protocols.
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(Table 1) Biometric signature requirements

A. [Required] The signer's biometric key must be
generated from his/her own biometric data.

B. [Optionall The biometric authentication should be
done prior to signing.
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(Table 2) Requirements of large scale user
authentication and signature

A. Biometric key should have legal binding forces.

B. The job of generating biometric signature should
be distributed.
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(Table 3) Key pairs of signer, delegate and

center
Private Public
User
key key
CA SKox <P | PKey =™ modp

Center SKp< p PKy = gSKR modp

Signer SK¢< p PK¢ = gSKSmOdp
Delegate SKp< p PK, = gSKD modp

plE AT gt AL g <p

(Table 4) Certificates of signer, delegate and

center
User Certificate
Center CertR (PKRHERSK (PKR) )
Signer Certg = (PKS”ERSK (PKS))
Delegate Certp = (PKDHERSK (PKp))
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PK, —-{ Encryption ‘
Public key of
registration center

l Encrypted template
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[Fig. 1] Biometric template generation
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Signer Center

(IDy, Certg, ID,, Cert,y, M)
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[Fig. 3] Delegation key request
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(Table 5) Comparison of main features of the

proposed scheme with other
signature schemes
Ordinary | Biometric
- . Proposed
Signature | Signature 8215)2 rSne
Scheme' | Scheme® | °
Can provide undeniable 0 0 0
property?
Is it tical to sign t
s it prac 0 sign to 0 < 0
quite a lot of documents?
Is the signer has to
participate to generate X (0] (0]
key pairs?
Can the signer delegate
signing activities to other (0] (6] (6]
users?
Is there a legal
relationship between the X X (6]
signer and delegates?
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