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Outlier Detection Method for Mobile Banking
with User Input Pattern and E-finance Transaction Pattern
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ABSTRACT

As the increase of transaction using mobile banking continues, threat to the mobile financial security is also increasing. Mobile
banking service performs the financial fransaction using the dedicate application which is made by financial corporation. It provides
the same services as the internet banking service. Personal information such as credit card number, which is sfored in the mobile
banking application can be used to the additional attack caused by a malicious attack or the loss of the mobile devices. Therefore,
in this paper, fo cope with the mobile financial accident caused by personal information exposure, we suggest outlier detection
method which can judge whether the fransaction is conducted by the appropriate user or not. This defection method utilizes the user’s
input patterns and fransaction patterns when a user uses the banking service on the mobile devices.

User's input and fransaction pattern data involves the information which can be used to discern a certain user. Thus, if these data
are utilized appropriately, they can be the information to distinguish abnormal fransaction from the tfransaction done by the appropriate
user. In this paper, we collect the data of user's input pattemns on a smart phone for the experiment. And we use the experiment data
which domestic financial corporation uses to detect outlier as the data of fransaction pattern. We verify that our proposal can detect
the abnormal transaction efficiently, as a result of detection experiment based on the collected input and transaction pattern data.
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(Table 2) The experimental result of SVM with collected user input pattern data
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A4 g+ il Max FPR A= (%) =2 A4 ATHse) A
PolyKernel Exponent p : 1.0 0.014 98.0392 0.38 <1ms
PolyKernel Exponent p : 1.3 0.013 99.1928 0.36 <1ms
PolyKernel Exponent p : 2.0 0.014 98.0392 037 <1ms
PolyKernel Exponent p : 2.5 0.014 98.0392 045 <1ms
PolyKernel Exponent p : 3.0 0.015 97.3856 0.38 <1ms
PolyKernel Exponent p : 40 0.035 94.7712 037 <1ms
RBFKernel Gamma g : 0.005 0.035 92.1569 0.34 <1ms
RBFKernel Gamma g : 0.01 0.021 94.7712 048 <1ms
RBFKernel Gamma g : 0.02 0.014 98.6928 0.38 <1ms
RBFKernel Gamma g : 0.03 0.014 98.0392 0.38 <1ms
RBFKernel Gamma g : 0.04 0.014 98.0392 0.37 <1 ms
RBFKernel Gamma g : 0.05 0.021 97.3856 0.36 <1 ms
RBFKernel Gamma g : 0.06 0.028 96.732 038 <1ms
RBFKernel Gamma g : 0.1 0.049 91.5033 0.36 <1ms
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