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ABSTRACT

The social network service is a online service letting users express the personality and enhancing the human network.
However, these features result in side effects which diffuse personal information and make users access to treacherous
information. Therefore, various access control models have been proposed. However, the access control mechanisms which
encrypt data are only able to be applied for controlling access from direct node, and the access control mechanisms without
data encryption allow service provider to access all the information. Moreover, both mechanisms do not consider dynamic
changes in reliability of the users. In this paper, we propose relationship-based dynamic access control model including
encryption of sensitive data, which consider the characteristics of SNS and improves the security of SNS.
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