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A 23 Algorithm for Euler function ¢(n) Decryption of RSA
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Abstract

There is to be virtually impossible to solve the very large digits of prime number p and ¢ from
composite number n=pq using integer factorization in typical public-key cryptosystems, RSA.
When the public key e and the composite number n are known but the private key d remains
unknown in an asymmetric-key RSA, message decryption is carried out by first obtaining
é(n)=(p—-1)(g—1)=n+1-(p+¢g)and then using a reverse function of d=e '(mod¢(n)).Integer
factorization from n to p,q is most widely used to produce ¢(n), which has been regarded as
mathematically hard. Among various integer factorization methods, the most popularly used is the

congruence of squares of o> = (modn), a= (p+¢)/2, b= (¢g—p)/2which is more commonly used then
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n/p=gq trial division. Despite the availability of a number of congruence of scares methods,

however, many of the RSA numbers remain unfactorable. This paper thus proposes an algorithm

that directly and immediately obtains ¢(n).

0<i<y—1,k=12-~or 2'3,=23, for 2

The proposed algorithm computes 2kﬁj =2'(modn),
= ﬂj(mod n), 207

b<n<2', j=4—1,%v+1to obtain the

solution. It has been found to be capable of finding an arbitrarily located ¢(n) in a range of
n—10 L vn ] <6(n) <n—2 1 v/n | much more efficiently than conventional algorithms.
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/* Baby-step: +HEET O(v/n)
for i=0tom—1
B;=ca'(modn) AR (i,¢;) XE.
end
J* HolHe AR ZA */

B, =" (mod n)oll thell 5 = (8,) '(modn) A
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if B;=0; then y=mj+i

else if B;= B; then j=j+ 1, continue.
end

O 1. oOPRESHIES ¥l
Fig. 1. Baby-step Giant-step Algorithm
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Table 2. The result of ¢(n) search for example data
(a) op[Eg-7oldsH

—=a-d
n ¢(n) [ Vn] j i
10967 9960 105 94 el
2743 2520 53 47 29
3397 3276 59 56 28

for k=2to vVn (b) p(n) AR} 7IE op[ze-Molzey
2"8,(modn) = (27'8,)*(mod n) At n o(n) | Mgt ¥ j i
if 2"'6_, = 3, then 10967 9960 10759 14 57 1
mo(n) = (25— 1) x j+ (— 1) 2743 | 2520 | 2639 | 12 9 1
olse if 9%3. = 95 then 3397 | 3276 | 3281 | 12 0
J )
me(n)=2%—2; .
else k=k+ 1, continue. (c) 274
end B 2"g,= 5 28, =28,
g=n=10LVnl, j=n—21Vn| n o(n) |v=1] v | 4+1 [y=1] 7 [y+1
1=[m¢(n)/j, mo(n)/j,) o HAS 7 k| il k| il k|| k k k
o(n)=me¢(n)/1 He| 0.25 71 2t (24H oz X2} 10967 | 9960 | 7| 4
0,0.25,0.5,0.75 ) 2743 | 2520 13
a2l 2. 282 ¢(n) Am2E 3397 | 3276 16 13]13]7

Fig. 2. 2°8's ¢(n) Algorithm
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Table 3. Comparison of the number of execution for ¢(n)
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