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Modify of extended API for Smart-TV security
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'Division of IT Education, Sunmoon University
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Latest Smart TV is rapidly increasing in prevalence. Smart-TV can provide reserve-service,
training—service, and game service to user. Smart-TV need standard API for user requested app to run
it. In this case, the cracker can run Malicious apps or user-request contents to modify it by analysis of
the vulnerability of the smart-TV platform. Therefore, we modify the extension API on Smart-TV to
prevent hacking. Our proposed research method can support that device is illegal in Smart-TV device can
prevent unauthorized access.
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[Fig. 2] Overview of smart TV services
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[Table 1] Smart—TV standard extended API

SIEIAPI 75

fEEA | AdBFA F Alol, A} TVALel g
o] A Ak Alo], B ANAR AF

u].,g ZHH‘I‘ ?Hd‘ﬂi =i U'Rlﬂﬁl_gq, H, :é:

ol me ¥ Ay a2 = Ay

HESZ o) % 44 Ausk AR 9w

Ay 5 $407) Ay A

2.4 HOF QLS
2.3.1 LR MXNE 7|H

AR BAA AEE Al Q2 @ oz
ool kel AN aete] FEats W]
o @A) RS Qi Tl SEzolE nlld A
o e AlgstaL gleh S, A AlFe) A
C el ATl 534 A A% 4o
Q7] whtel okel4Ql o Ee) Aol A FEE 15 d A



ADIETV OIS I3t 815t API 80| B3 9 3

3. AIHA2H

FAPIE 44 5te] A5t} o] A|lA~Ee AnlETV
A AF5HA 4 A S g Bk

1) 2RhETVe] ks A2 so] Q).
2) 2mkETVE] Agle] A4 Qv

3) Al Aopge] 718 sk itk

3.1 MItA| AR 7=

Application Module

Verification ———
Authentication i

| semiontorager | { T /L """""

Detect Module

A
: 1
i !

.
! !
| Cosern | [ooveen | |
. i

Device Detect

[Fig. 3] The structure of the proposed system

=S F Beln

o
—r
2
)
)

Ly
N
)
L
il
i
o
)
o
e
£
)
By
td
i
2
>

3.2 MI2tA|ARY] SEHEXE

B mEol A Agkhs 2PETV Q13 Ayl §4
AzRs AA 49AR vhetk 3 dA @AE AR At
A QT AApolek. F WA Bl App i AH= A
TA Q% Al Al WA dAE AH 2 Q1% Ao
il WA B F714 A4g Aol

(2% 4= ARk Al=le] 52 daks Yepdodth

) B g

i
Device Smart-TV/STB ASDD Contents

&

1) User, Device Auth. 2) User, Device, STB Auth.

4) Accept 3) Accept

5) App Verification

6) Accept

7) Contents Request 8) Request Verification

9) ResponseVeriﬁcation

10) Token or Block 10) Token or Block

11) Response

12) Periodic verification

13) Block or permit

[Fig. 4] Operating procedures

A HA DA AR ] AFtE Tl ot of
AN E AR FH A ES TEI= A
AR} A= v Y S Sl
1) User_n_ID= Enc_TS{User n | PW | E-mail | TS}
Device_ n_ID= Enc_TS{Device_n | MAC | TS}
AFEAA B = User_n, Password, oY F49F TS
ARE A4% e TSE oldato] ty7] IDEAR ¢
s sfeit
}2] A X = Device_n¥ MAC 4 18]1 TSE o
#e TSE o)&3t dA71= dsslgict
2) List_n= h{User_1_ID | User_n_ID | Device 1_ID |
Device_ n_ID | STB_ID}

N

kel



4 S 8ESE=EX HM53 25

ZETVE AREshE AREAF nf ok 4] nof 12 aL
s STBO ARE A= AAste] ddgtt ozl
AgT Axkgth olgA A8E Listnd ARE
ASDD2 2 A3l ASDD= At 4RE A4S
1 DBl F&3ith

3) h{User_1_VID | User_n_VID | Device_1_VID |

Device n_VID | STB_VID}
4) h{User_1_VID | User_n_VID | Device 1_VID |
Device_n_VID}

AR} AHERY Q1% e EFF R dakste] STB

2 A3

6]

-

T WA WA= App/lEAl = Az AlE3Art
AppE+ A”= AF AW E QFsheE w0t

5) App n ID= E Sig{App.n | PW | E-mail | TS}

App?l 5= 35 Password, App/l2A} ol 2

g TSE A4t ¢S HAxpAEate] HEsich

6) h{App_1_VID}

Appo] JAFghs Agste] s grR Aitet
2= AR Zgeint oy, ZA'l= AHe AR

o7 g

=
T
3
au
X
rir
R
=
[>
0
ol\
iy
2k
o
5
>
=
ofo
ol
Qo
kd
Y
ol
on

© A" =7} Q1% WA K8k FlojehH A

st @Alolt}. ofuf] ARE-shE A E TA] A
AHES FEE 4 odoh

7) Contents_ID= Enc_RND{Contents# | User_n_VID

| Device_n_VID | STB_VID}

AR Al=2E @AW T e} AT T A} 4
B O3 X ARE AAste] deaks o] &ste] &
ssfate] AFdrh
8) Req_Signature=Enc_ RND{Contents# | ASDD_ID}
Aelz o] fFagA g1st7] Y3 ASDDS] DB

g AAg 9% AR7k Qe A9lE Aeze] g

T A

Jor

SHatA @ow AAS TR 9l SHe] glow
=

10) Enc_RND{Token}
ASDDE AAAEE Contents#E #3.3}8a2 DBl

A7), 12]al STBSF Zel= Afolel Al-&-& Token
< A3t dasiet & Adsi

11) Rsp_Contents=Enc_Token{Contents | h}

o|ZA 8% 2kl vigh ARl =0l t3)] o] o]
FolA I A=E F54 & F Sk Arl= HAEA] a4

P4 QAL T ATGORN 487} 9 WE e A
H

vl WA @A #7148 155 ddste dAlolth A
S5 oy FAE F71H o2 FHg)
12) EXEC_Contents{App_List ||
Device_List}
Enc_Token{Contents | h}
EXEC_Contentsv= 2351 Appe] &, AdAIR1
User AH, A8s st A2 ARE 7141 ek &
A BES o] ARl sl ARl g§AE AAgTh A
H| 2~ X537 DB EE70] 7148 RS
7 @& P FHE HAgh s =) A dE
H AAgks vuste] 9f-wxd As
13) Connect() or finish()

A A3 Q1% WA ke AAe HEe 54 Add
o

User_List ||

B oAz AR A2l net 2 AR UE 4
FL B,
A, Ak AZAW el AR AlelolA B
[e]

O

o] AR7t Atk o) & WA|staA} Ao M
9 MACF4 183 TSE x3sto] th37]/IEDA)E o]
&3] st 1Ea AF
sto] AZEA b AR HEE Asigich o2 A
1843} AREARISS BAETH9,101.
A, MEQAE T3l st Hulxe - HzE
[e)

uh7] 918 Aulz AR AAAEE AN B}, E

=4

M

i

WA, F1H0R Q) BUES Al 28 Q)
Wt AT Az AFH ABeAc A ofF
DAl AEAANA 90z ATk KB



ADIETV HOtS I8 &% APl =Hoi|

e

son 5

ool S7ke AANA A=A AHEEA

e
I A=71? of wiE) AAgt) o|df DB EE

o] A
& Azeld e AE FES 9

EAS HOF&?A}% A AT, 719, FAA, FAA, 7
ZA7] Fo] RAEr)

ZUETVE o7t 558 =g nioles
771l WA Folrt, At JH 9 2T
1:}‘ETV AEAIE WHE7] Sfelir s 2estd

REFERENCES

[11 Sang Hoon Lee, Su-Yeon Kim, Design and
Implementation of an Intelligent System for
Personalized  Contents ~ Recommendation ~ on
Smart-TVs, JKSIIS, Vol. 18, No. 4, 2013.

[2] Dae-Sik Park, Jin Kwak, Pre-qualification based
Application Contents Management Method for
Smartphone, Journal of Korea Multimedia Society
Vol. 13, No. 11, pp. 1677-1686, 2010.

[3] Yukyeong Wi, Jin Kwak, A Study on USIM Card
Based User and Device Authentication Scheme in
the Smartwork, Jounal of Korea Multimedia Society,
Vol. 16, No. 3, pp. 309-317, 2013.

[4] KIM, SoonChoul, et al. An architecture of
augmented broadcasting service for next generation
smart-"TV. In: Broadband Multimedia Systems and
Broadcasting (BMSB), 2012 IEEE International
Symposium on. IEEE, pp. 1-4, 2012.

[5] Sunghyuck Hong, Hacking and Countermeasure on

Smart TV, Journal of Digital Convergence, Vol. 12,
No.1, pp. 313-317, 2014.

[6] Dong Rye Kim, Ki Chang Shim, Moon Suk Jeon, A
Study of privacy system against privacy laws,
Journal of The Korea Institute of Information
Security & Cryptology, Vol. 21, No. 6, pp. 15-22,
2011.

[7]1 Dong-Hoon Lee, Ho-Youn Kim, Dong-Young Park,
Eun-Hyang Lee, Extended API Design and
Implementation for HTML5 based Smart-TV
Platform, KSBES, pp. 185-188, 2013.

[8] Kwihoon Kim, Chunghyun Ahn, Chunghyun Ahn,
Research of Social TV service technology based on
smart TV platform in next
infrastructure, ICCIT, 2010.

[9] Hyungjun Yoo, Junggil Park, Jaeyoung Koh,
Kyeoungju Ha, An Authentication Scheme to

generation

Guarnatee Reliability of Device Wireless Network
Environments, Journal of Computing Science and
Engineering.

[10] Junghwan Lee, Yudong Hwang, Donggue Park,
Jongyook Han, A New Device Authentication
Protocols for Secure Services in Home Network
Environments, Journal of Korean Institute of
Information Technology, Vol. 3, No. 6, pp. 57-65,
2005.

K XEAH

(B3]l
LEEEERE TS

4%

(Jeong—-Kyung Moon)
-1993d 2¢ -



s

X| M53 A2

=]
=

[g2]€l

ATt A

71 A E(Jin—Mook Kim)

- 19984 2€

(A
A

i

o

1

o

°

°

Frj7}

HES D, AYED, HHE



