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2001 9/11 HI2{S4 OI=0i| O1=2 AO|H QIS 71E ISer =70t ZX2 Q1A
oict o= jjﬂtc'i—b"—': 20133 XM= AMOIH Z0| S2|XR1 Hi2{Eot of 2 =7Iet
f_ Epﬂi -.-Ia|or E|(\X/1]J1amj Lynn) EHH:i P_|-o| 7(|JH;(-|E-I gl—lér
HICH Sk, 23 CRSQl “M52] T&(the fifth domain of warfare) 0|2}
1 glofl 2l20] gict QIEUIC| 281t G40 B2 MO|H Z7I0IMe] ARAEEK| =3
o

H =2 MfOIiﬂ HERZ HS7IKIE Z2oiK| o8 =7IeE +59| =
S 28+ U =Tk 2| 01248 /IEdol= g?ofﬂ 222 2BY9 282y
ot HelY, THuE S ARMARe] WREITHS flof =7 I HEXAEE OIS
2ithisl 7t R0 UEBI|9] OfEEE delE RUCt SfX[2E 1 AFAel olg“\*OﬂE
=Total P2|9| A=A YR Afo|H QFHo| thef MrES Slels M= 2ot
Al Fol U= Aoz THECE
Q=T JRY A0 ARl RS Mok MOIH 2IE9| SR SiE S
A=l Tl 2H=0] viefo[tt. (ol Ws S2 SAMH0[C, AEH! AMo|H
AERet Ao FE7 |7 T2(a1 AMo[H FAe] Zdih S840 o Attet 2s F55]
Of 5t1, 2|9 F0ol= 7H ‘Es% dgs 7R =t HIE 71T H7FEEEO| AL
1 2Rl ¥F H=2 sk Aol

Ol 45 SIS TOISHD Cf Y MRS STy
7

0l0l == g ez XMt ZU1 822 M| =7RH=0] thgh Fete|
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Aoy AR} Alo|W 1A (Cyber Attack)
- Ajolu] ekwie} R

o)

= 9 582 =2 -

I. M2& 3719 &3

2009. 7. 73} 2011 3. 4 TFI a7k FHOA7F Ajolu] FAL welcheald
= AP, 2013, 8. 9: 21). 20134 3Qofli= Algkoel, og|oel o] hgHAkTo
5] AHQIARI} 903 KBS, YIN, MBC/} 3174< 9allar 3ute) o]4ko] 73
E7} oby wlo]el el 0.l Tl Aol ARk WPAIRIEK LR o, 2014. 3,
11: 23, FAMIE FEA7E WsAIA) e hed] St B Hat dAeATte)
ool 71 k. 1 5] Sk walol vigh vkl g gREe] 49 5
olfi TjghIst FAeE e ARl i AR He 1E s 5
Elo]7] mhitoleh. ot Hate] Aol A el teket o gt Hat
o of 4000%0] EAE AAZ b A4 elshs A0 deld 9lrkKim
Eun-jung, Yonhap News Agency. 2013. 4. 6).

oloi] 2013, 7. 421 Bl AHH= A1) Alolulohi 45t AES B sl Aol
woh 78S 9fak 4t HHPCROS WA 40) A2k Ulg-2 thaat 2k 3
2 Aol SR T 559 Aok S1 Aolbick 2 B Bopept
W, AREEe o] sy u]aﬂ%-%ﬂow 5 ) FAWA7I] 23
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=710 AL FAG . Al EPS 2014 7HA] GRSl vIZE Ragake] A
Exﬂl.?‘sﬂ =L 715} 1,}7& . ﬂzzﬂ 2()17L:17/]—X] A HE L_A]/H(IDC).QJEj]]L]—
o R FRARGAIVMIAES BH)209—4007)3tal =7 F7[REA o] sl
EYL Y e - ok HvpEE S9bE 97|t e-ewes AR = 7tk
7190] HisfiAl= FEES FeAA Q1S thde Sl (1505007l skl T4 e
oo Hekpef 14 Bl E%Xl%i Qe YA, 2ol JHES HAZ7F FPAF

Qlejopy RIS FA15t0] 201771
& G 10%] GRS 7T A A7)

o AF thytiL s AR EEAE i A 5 5 2iE AR HQE Akt
HIEFSEAL Tfghl=g Afo]H] APge] afjelo] ull9- Arkal shaslal 7w A7 |9, 2
57, QHlolE| TR A~ 5 FEY HRRIAIEe] 'FejolyAl'Es olErtal ittt
(ZeAI 2, 2014, 2. 17: 18). Af]H] HRPARLZE WIMSH= Fhto] AE0] HIAE v
Ttest bed) J8hS ol &3 K521 Aol

ghA e AL 20139 A 50R AfolHHo] Azttt 5 gkt v At
2 Zrlobn. 9E 9 BAH 0 R HIT). Mike Rogers(2013) 5191 A10]913] o]
22 o] u %‘ﬂ—%c o] FAY <AfoH] AP F QIS WETHL 2|43
T}, William J. Lynn(2013) =Pt ke «qllEfate: Alow] 37k 84|, v, 515,
A ARl AgAog Fash YRS A, & Al5e] WAkthe fifth
domain of warfare) .2 F-A1A 02 olAlSlal Qlry il Hglr)

AfolH] F7ke] Qi el talixli= dHo] gAel e A xt ul=e] AL Fo] 9l
Ak 2001 99 11 Hes-Aol theh Hiol} F=5AQl eApp ¥l epdls s2els
7] §Iek A deko & mima) Aol | INATO) 182 7 olths A1
Sh= A 0R Els oy ARRS AR QRS ZHAISICE o]e| °*7MIE} B
22 gl ol AROA= “Alo|H A= (cyber jihad)™E A5t ml=ro] 5]
Afo]H] Eﬂﬂie Aol Zlofefal AEFthRobert Lemos, 2007: 1), W]=19] HR-2 o
ok vl vl 1—% | Aol FAE 718l & Zolli= o5 Al =214 B3t

of| 41 2] *d%j:‘a?li Festo] AR oRE HESE Zolefal AlRIFITHJames
Middleton 2001: 1). *}Olﬂﬂ gl2io] Adat deds A deierk
S oA ARt AgR|el Ao g AiEo] 9l 1EUle] kgt g

O>

-/

é?:



Afolt ol Chst 2rbEEy|To| Mot darao) et na 325

f

3 WS Alo]ul Bl 2] A EallEl @) FEF Solck Qe
A AAE Aol] Frolek ko] ZMIAR] Bhom o] et 11 ol A4)
o AT BEolil B4l AAAN, Baloh oldmFrt /Fsst AR BEA
B A BE AVOIAE 4% WREEe] ANEL H/0InE Sl
3 S Gl Aalol Hgleh wrebd Aolu] F7he 21417] ulehE el Aol
O] S AABIL JTHEREA. 2014 177-202),

JESL FE WETIH A5 ouloAle] 7t o] Afo]u]
w0k Ajolu] YE9IT HE/E EB5H] ghowl b 45.0] RIS ST
% QA 71 gelo] MRS Waly|4 £ el W Ao B Holct.
oleial Tas |4 ot rela usiue] AvkE FASkNL vhgt ko] A7)}
of]et Afolu] AAI5aY ool AR avt Hlgick el ojele $lRAel=
St ool SE Al e, SRR SN Sla) Sk zie] Haket
YEgleehs Sthua Qleylele] ofwt skl gk

5] 2 AARIAL Fa i S Qe 7R S ekl 7l Alws)
1= 2)o] A9l o] QRS T Afo]r QPHo] BAl: 11 ofw Ukt
E AUSIIE FRohehil sh 9 S QThERE, E 2010 37-64)

Jejut 9elo] WAIEA gHIok Aol Qe ek Ql4le] S WALS & ut
g5 okl Gl A0 R, ool Hark WESH: eh FolA] Sk
o] tfat FEH)7120) 7RI e] Aot Qo] diat Mite] FALE: Aol
W Qo] QA Bell AHEIES she 814 B} o Lol agk Aol
AR GENEe] WavelS AEsta sk golak AR Aol Eleiet
RS G Aol A Crber Awackel] TEE U2 BAIch Sk Aol A7)
of HA7IHS BeH o golshz AAHE Aolu] Qhue} eHojopt 1 Al
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I. Atoj¥ HYXL

1. Aolu] 91e] Agat zkzo] Q14
1) 7Hg

o fiREe] FURIES 75 Alols] FHoRRE W7} A
(Critical infrastructure: CI)2 B &= el 772 aiA] 7hA| 7120 sl
A7gsial qlok o] digh Hies e ope s ofe|rh dissorhHhied,
2014. 4. 17). =7} SHAZ|HEAA (D)L =01AlSto|| Brlalst A7), AL 714, A4
9 A% AR, B B, AR S0 AL % W REAA, 3R A4, BN
AR, A UEAT 29 Ik WS 25, 56 A, B AR,
FANES A HoR, 150 BAE B wsesh} Aldula)s 35| A7)
I QP T12|al FARAE Rt =7 IgkEe] A AR e 2T 4 2l
15

A Bo) A wralt

oAl Z7IetH || SHAA 2ES

A =
Zefiat 4= Q= 94 olazele} yhelsl Aolw qkdo] Fok4ol riet %49} *PO]H%

ZA, 1] S ol ARt ] AlelH A2 Sl weE A
K& 7RsaPl SR APBE G wih S FRISh ke Aow Axata ot
(James Middleton 2001: 2).

2) AtojH| QtMEFI0f chet zt=o| HAX TN

s 0 vjske) vet oujul G 2009do] B7} ClAEl Qliteks S}
QI A] 2] ofel Meka] o7& AkKstrategic national asset)©]2}al &A1, 20104 5
< vlar Aol AREUS. Cyber Command: USCYBERCOM)E AHAFTHUS.
Department of Defense, Cyber Command Fact Sheet, 2010. 5. 21; 1). Zf] A2

e AHE| (Keith B. Alexander) =17 [QEE=H(NSA) =178 HYUBHeS alo Afo|H] 214
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o} slio] R NS HoA=olet. Alge] Hate vlike) vES] A= A
Rospal HE=7te] T5lE s sAvhzs Aol alch vl= g5 Afol] Kot
A7 F A2 2152 (James Gosler)r= FAIZ 0 &= 2wk-301 o] F Q5he)] |
°F 1,0001 9] FAHA AtelH 7Pt Qb folztal %‘é‘iﬁ}. 2012\ 1 wpo] = o
S A =7 PR =g DN “159
yet A3rE IESI=e] diet 54
olopzul BolE] BALL olgte] Aog F=FT 20124 64 8 Efelas BjEt
Luhrk figgol ofgh Shs= Ao High Aol S-S WREral Hiegict
(Lynn, William J. TIL. 2010: 97).

b FHAHEUS o] Afolr] S w=5517] ffsf 2004 v =9

d

| AE oY (ENISA: European Network and Information Security Agency) < -4

ik vl YRR 2Alol, ol Halo] 2|7e] Alo]] HALE B )
AL Qlat ofzh O“HE AIAl 291 FFEL2] AfolH TS Bkl Q= A o= uje)
S} (Clarke, Richard. Wall Street Journal. 2011).

L} Aol Bl 7R IR SRR Aol AR T S
ole}, o] AEL F5He 214)y] ARANe] HAEe] S B ol 9
= yehetal R =gtk (The Economist. 2013). 2010 8¢ vlar AR FFAHI0O= &
Ao 350 U S48} B4E e Aol 2ate Skl 36t
e Al e o] SRRIFIeE Sl Hlof] &5hH F=7-2- GhostNet
[EHEET Tor%‘“o ofeh= A AIAl ArEl 2ufo] HIEQAE HAIsto] AfoH Auto)
S SRtk vl o0& 2009 39 AP F SAN R Sl fIRIRAL
A AIA oF 10371 =712 Z|ar BQte] AR A4, FAIA, A HrE vEH=2
off A0 HEHCE. 215 hafeh el hE BA, AU, e, ae) Hejol
ghit A= 35 tfifo]Qlekal sick sk #lelate S=t Q1Wlslilai(The People's
Liberation Army)2] AE7A Ff(Information warfare units)+= 73 A2 FAFEILL UE
%ﬂoﬂ *u Sk7] 91%E wiolefaE FRto] Vsl Qlufal SRl

AN 25 AlolH AlAlolA 9] FAo] v Alo]H] Ao olojd
> ARREAOIEE. o] w] == AfolH E2s AAER] =7 1QHHe]

Tt 20109 R RS AR v 3Rlo] Z Welierh
SAt9] 7]mol ARt 91e] fFolA} grtto] HaL itk ESE AviAe

M

Jﬂ

/\

(

i



o, eI W 19 )
o AAGAIS) AL o el s s
o) B 71 WEAAE Folulei) sla 11 ghgel uhe- ofege e
C}.’(United States Joint Forces Command: USJFCOM).

o 4% QIEYlo] Ofsl] A7 |Ehz km SIS Az 7R B )5Stk 2L
A9} ol e S7jolol e SlEehs gl HrhiEie bttt olo] Al
eirlo] F5o) WS Alolu| g7lo] At ulA Ae] £ WEEL H Al
& vguisie. Ajolul AlAolxle] AeiAlete: Sole) it FAE ekl opal
of 0] alrle} TES] AR S ERFIC, L5 A9, AT A el
-3} 0] YoE sl BsRte Al2Ak Al A Sstee] %
ULFE AR, Al AlAlk= =2]2] 349 AE 7Iks] AlAsl =i

=0 3
A

o Ho
ol

gaa Elaaé <A At 4 e Bto] of ek Faake] Akl
HAGTe] QA Gelw AMH GFS nlAT o 2 Aol I
(Cyberthreats) o Zefiol= thit 2Rl SaR32 7P A A= A== k=

3] Wil oRea} o] JLESHCHCRS Report R41927: 3).

I

o

2. Atold] 918 WKl BF

1) AIO|H sH7{(Cyberhacktivists)

S backing& AL AFE] ShEgo], ALESo], YIED, fol= 5
o ARAAL AR, el At sk ke BARE Qo] shAL
Folal Uk o OR PR A, B4, WAsH: WL WIS o=t W
AL She ARES siAetaL Gk AfolH SIEeIAE Baks Alo]H SiAL o
Sfolut AAa 5 A B, HakA 7] 5 ulEAAe) ol Aol B2
Yo 1= Al TS ofulsier, AREAI o] §54 W AR Fof

= [e)
o e H?‘ ﬂﬁﬂﬂl iz, ime)Ee, welze Aﬂw A% B e A4
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2) Alo|H AEZ(Cyberthieves)

U= . R =
AHHORE Wie- =22 0|55 ¥ 5 Qe e ow == A}OM A Faj=
| o] djof] wel o8 F2AREICHCRS Report 97-1025, Charles Doyle; CRS

Report R41927, Kristin Finklea).

3) AlO|H AI}o|(Cyberspies)

AfolH] 2sutoli= AtolH ol AR, Mg, At S8R B A
A4 olofE mA o R AR APIAPE B ARl vl el 47
HE flshe ARelu J39E Wtttk Aol 2Autol= ARZ|YA] Hite] ofue)
L= -2 fieto] Ushr|ie Qth 2011 FBI HAlA = vl=re] ofH 7]9de: skt
gl 2L SJAF 1049 E9F ARt oF 109 Do) ZEA7) Q= s e A
U Il A 4Gk Shawn Henry, 2011). 1=y GEE-SAIC)= V= W2 U
A Al AufolEo] i T150] e nl=re] A AR flEtitiaL

FCHEllen Nakashima, 2013). 715 Uloll= @AJo}, o]Anall stefAatw Q)]
L5 vEte] Aol Abjisuto] Bge- Faro] AEAQl diglol vk zefsittal
A2t

4) Alo|H{ E|2{2|AE(Cyberterrorists)

SR} ujEoh TR0 e A fAke] Qpo R Aol B2 ek
AL Sfujai), it 719ke] S oI, Wb 125 ol 2ul
215 FABl= A|SI A E(jihadists) 52 UEYLS 5-47|2, 214 A, " AE

291 AAHT} MEo] Har T1e)al EAl0] E2 2 SR8SIHCRS Report RL 33123,
John W. Rollins & Clay Wilson). 5 o]0 5tz 545514z ufe} Zo] Ajo]u] g
1= gamlzo] Bao|3n Afolu] AL FPAE BAOR R} e Ft

(313]%, 2011: 791).
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5) Aol ™AHCyberwarriors)

AfolH] ZAAL Tam Ao R 191 EAISE 710] AbEl HAke eagstA L <] els)
7] §1et F=7Re] B s EHSPRHEEIQDE SJWIRIEKCRS Report RI31787,
Catherine A. Theohary). w7124} o] 50|uf A7 L2jo] offe} v} ¥ A om
ZIRgEC. of el 2012 8 FARETH ] Al emite] 2 AlA] 2ol e 712 A4k
AANQT AR oPIfELAKSaudi Aramco)ofl ThEE Alo]H -2o] ARIE| QLT Aol -2
= SIARe] 3kl FHsrElof oisl LAllS] Y= AL AR AlPdule) flpAAke S
A7z Zolek Aol QERL 7 FE-2: ofzto] Al 210w 249K Wael Mahdi,
2012). =2 DAL UFAF 229 ot Qltk= RERLE QIt(Michael Riley & Eric Engleman,
2012). ofef 1 A 2R Aol ko] et = Pan || qlel Bgis
Aehs 2R diehs] AAR] A= vk Fashal 4] ok 4= itk

71 =R R 7R kel Eelo] E(Clay Wilson)o| &j3]ef] A&
gk 2006 HalAof & vreRt Qlok. v] s HALAE ool AlEd HrAe
ofalz sl @ Aol] 712 SABllelA FA1BA|, % REthoR Age
ZIA o] et IR ek, @ Aol FAARS] A3 AHE §olshA 51
Ik AtolH] 1 AR wQtoll thgh QPHAlm Ay, @ =joll= ke 712
T U= AfelH Alela A Zesol| tieh E7H di) Jaels nle] thael oo
Argsto] Abdolsf 4-517], @ 7i7iRle] Esal Q= w7HA o SRt AR A
THE Qlazefo] theh HarE] HekS SXIsk7] fIek oA A9 =] Sk =2

EAol et iR el sl o] 91QIthClay Wilson, 2006).

% o

el

3. 270] - xlojy] gIde] YA ut

Aolu] $Te] ARt olsialE 20134 TEISe A2 AR Ag) Aol
Apol ] ARRLO] Sht AR dmsto] Sluht Bt Z101XS A o 8 ok skl
Ao mi PRER okt Ajoly] SIEAIISS Fls] T 2t ol
3L BEE 71 2= ik AL SIS bzl Bgkdoltt. o) olw 7]9le]
AAARIAS B 51z Aol sz Aolu] Amvlolut Aoju 2ufo]z A
Aol 4 olck. gk wlet 1 91} 2wl 2ol walol ool Aolelu
Apolu] #ARe] gl AE 4 QIrHMandiant. 2013: 7).
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M. Aojy FEe} Atoj FH(Cyber Attack)

1. Ato]#] xe} xtols 27

AfolH] = Al g eyber space)ollA] ABEAL R EE GRS Uitk
Aol A= B4 7P R R ATk A WAl AlolH S3bdolA Al

S b el dolepll] AEA0R R ARde s a5l /)

i
%0,
Kl
1o
=
%0,
rlr
=
O
Jé
o
g
i
ofr
r{r
poy
o
_:L
n
rE
)
rr
ot
ok
(]
SL
)
A
2

AR o= Adsh, 7]eke] thE JEE oA SR o= AASkE o Ay
e Fol Wohe W Ug-o2o] AR AEVF ARs A o= AR sk Al
&= 29] tlojE o]y (data mining)©|thEHEIY, 2011: 791). ZLiE] AfolH| HRi=
AfolH 7toll A 2151t Tejt A Ajoleks oo tkel 7RIS 7RI AlelH
i ARSI 2oleto] ANPY RS SES STieket 4 3 O‘:‘jl iAol
el AFsA oz GRS AT o U sl 1= Sk olERt A SO0 A=
£ ATl Hatts 2 A M) S 7 ol e A
efoleba Qshs o] sk Geth 1ejn Alolu] AR oS Zadl
Aol Aol
Aole F7IoHe] STt NS OBk 2% WA Hlelefd Lelw
SV 212 2 sk Bokiz Hlet, 64 Aol B ofF 7p
FAL RSN Folais Aol HlelCyber terrorism) ks S/ R0 1
Ao sl A Qe AR ek T A e e
AR STHIE P S AR G FeelMe FEEA Ee A2 (Information
Operation) | Afo]H Y (Cyberwar = Cyber warfare)0|2[= 805 ARESIHCH(Clay
Wilson, 2006. 9. 14: 6). E3F AEAA, YESIT AR, 01F-%1] A4 Cybernetic war)

FORE Helch o5 R Qe § AR BAYS B AL of

8ok ARl *Oﬂﬁ FE30] QIrk Alolu] E1telAlQ) olefgt W95 A
= AR A3EE Y EYAE HEls)l ki ala|A)7)al 7)5-S npHAl 7, 24 5
AR L2 Af5k= 5§T‘IE/\‘1 Ol A oZ L= Ao|H T4 (Cyber Attack)

olglir & 4= 9Jth(Clay Wilson, 2006: 7).
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ShH AfolH] Rk EEolaL dAe] FeAl AAlRIA AAFEAIE ARgsto] A
A7l vt sA 02 1aEle AR, AlolH 542 pFsolA b7 ofsls}
= 7o) wgol), TR fojo] BALS TalaL £1L 9la) Aol Hzie) A
W) BARFES ok Alolu] A4 T1ela AR 37105 mashs golz A}
ol FZ(Cyber Attack)0]Eh= Fo]& A3}

el 0= Alo]u] Eefis Aolu] FIoA ] Eelal Heg 2, Aol
o Aso|u} 37k S BA 0 Aol] gkl AAsHs S wat
T, AbolH 21 Fer, Aol AR AAA H-8 clAkel 4 glom] el
Aol FAke: el ss|z AAfE 4 Ik $H Alolu] g7te] obdl Qlalat
FRbol] A Aol gt B2 ol AA A Electronic Warfare : EW)
ofekar Ak, T Afole] A BeAH 0w Aolu] g7l 0] At st
B aysich glo] Afels AMIE Wi Al AM-EA(nformaton
OpernionyoIch, Lol Afola] Aol At thg-e: Afolu] eefel Anzt
“rela AAAAS) 37b7h EIThERIE, 2011: 80D,

LAY
o d
&t
N

2
0_|.,
4&

2. Atoly HZ(Cyber Terror)

1) Atolt E[2{2| 2|9

dlefs ielolA] BN 24 ol Lol A/ Sttt s of
HEE S S ks ofel W 5b e spekis ool Aapsks

| ARSItk Aol Hlelis Athie] JARES A5 sl 150
S PSP Sla) Aoli RS FalA BT A |0 Ak

)] Ee] Ao it St BE oy |Fho R BEARS 2Adshs Zlo] SeE
2ol 5y olgylo] e AEe] 7o) rE oo TeEo g olale]
WL A 52 AfolH Ftoll A ol a} Thekel Zelo] Ao e ANLE, 54

AR A 7ML A, A el e URlE S1E 4= QA Hlc
OF 3,00052] S22 SlolZE 20019 ]t} 9/11 Hle] FZolA] HekEe] FAHS
o2 dlelgze] USRS 2dsh slat Eat ¢ k

2010, 65-90). 1Lt FAAN A HelHel HEFAe
2 pristnel Aokt R hgolehs 42, % 320
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Aleks fof upebA ol gt =71E AESAY HEAT]E Holle A Ut
(&Fele, 2011: 678). Z12fu} AlolH] EleeAS et a4 HiEel eyl Alof

o W] i A B G olAe] Slan - b Brony %)
51, Al A4 5] Sol efsh AE oA Sz Fo]
of7|afl #7te] Ee SldslaL, deld A% Som JRARe wugt

=

9:,4
4>rﬂ§ﬂ£
o

o
ol

b4

Hap GRS H20] Afo|u] A (Cyberwan) S JHESlIOF k=
eb AR AR ARE &0 BrlolA= 1A AR B A= Qltk(Clay Wilson,
2006: 11). “Lefu} o8] sHOlE $Igh Ftollt Etelal AtolH| Fbdol| A2l &
ol lotAl= AtolH HEF Afo Ao Weltt XjolE F7]7F ?ﬂ%‘@—i
2RbeE 21w ARo|h

Q=g Afolu] Blel= L A A iRk lele] 7R AdRte R Tejal AfojH A
o Hghd 4 Qlrh= IR TP G A 4 QLOHAE Fast Aloln] &
Aol A Ylgo] Ejick ) nj=L- 2001 Azfolct 22o) oJat 9/11 ¥
54 O1F- I o2 A 7Esrdo] = EHleled W oR Alold HieEAs
= Ol FABHA] etk vlE vlsgol] AthARl sAEe| A o] e HEAE

|83l =717 1XF APdrgel] thgh AlolH 542 7aliel Ak Was 5o eARES

B A FEE oplaiA L, T b WA AA|2) FES opy gt A, 7}
2R, WA 3, AAARS] FE o], FEAle) AlLle] oo R )]
F AV el AR St s ZelslA, 73 ARle) 0418 opiate]

7PAA ] ek el 508 nlEo] AU Qel(friE S 7Iek HAS
71 Q1A "l gl oJgt mls|E o =alar QJrkMichael A Vatis, 2001: 9).

2) AtolH HI2{2| R

(1) AfolH] =g A
AfolH] gRto A o] AL 7|5S AA| g7 Rt A ght oA e
aff 7he}. TN 7R E whE AL AAREA tfgo] of ks Ale SRtk AMEH
A0 ARGER= F71E AlelH] 7] (Cyberweapons)2fal gl &
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ARt AR AEEo] Jlar, A& oR Ak Ao o) Aol FrlE
= A5 24 WRe 4% A5 vol2is 2ol AL si=glo] A Al
A ol a0 54T =g YYAA ALElE 345 She A% (Chipping), 3
FrEfoll sl HFAIA AREEEA wj7h = ALES SAste] stjAl7]=
o] Logic Bomb), SER713Y ol gzof Qluprp sz igo] A3iE uj 2ol
o] HloJElE F2sk= ERo] Hul(Trojan Horse), HIFEI7} =A8] dat 4= gli=
&) M Le A0l o WEsto] AT ZSFEE the Al AU e
HA7= o il%* ol Atk T4 ol 48] A Re HEA (A
A B4 27H97E Qlek ol 2 skt faakA] Fol Qlrk gk Ate]
B AL TRt AfolH F71eh AR F71S ARgsl Aol HElek e
HES Y Aol BFAE 718k A1) gielsolct. Afojw 1715 o]83t
Aol Hl] golk= vheet i o] lent sl o thEe] 6714 Whiol glrt.
S olE WSS AlolH A= FUsHA AME e QlaL, 9o AfolH]
el e] 2220l al AAFRL Wio] Aol H2fo M= 58 = e =
oft. I ER ofmgl Ao] XA 54 & 2IsH] ffFt AlelH Elefo]aL o
gF o] s uhd S B2 02 Sk AfolH Aol E AIXef HiRt %)
e 7RIS} F5eljoR She offrolth. AfelH Ftoll= el s

(2) AtelH H|2|e] 9

@ 9 Hee]5(Web vandalism)

2HA 34 fPoR A Ho|RE S g Aftehs 5] WReR
A 2378 HIEY L] tiRt -89 SR AAAIAl s 34 ERl
Ch 350 A= 52 348 st 4= Q= A7 H7]E sk FHSEE vlol# A
(Virus) 2F H(Worm) 50] AR-E=t] F57E] nlolefie 27| BAls ) 5 it
Z2do] Hdes A 7Isks A7 Al 7 ol sdEth
ohE Y HEQAE $8to] AbsA R AL FBAse] AushiA HER=LY] &
=2 AZFAFICKHicks, Jesse. 2014).

t%i

@ Afold] A% (Cyber Propaganda)
Aol Ftof o] AREA; s MEE 319 olEe FAohs AR lEls
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B Aol gatolt, Altise] AAARUAR slolF 47T A EI)5H 517
H ofslel SYRAG) T ZAA IS 5 Aelel A Asks 4 ol
eyt oA oleka AelA e QlEULE Eajo] FAIe] A 19
qlo] fmslol olelal ol APIE At AP AL A|4Hom s 2 A
2 Wor ACwA Aol AP AL Hek | Be TAE @% w1t 4= 9)
. Aol o] Al ATl dhak 412l efsjmnt ofUlel A0 YA S35t
7% S, 9541 5 AN S 9fa) A BE AEo] oji) A3
A5 A7) 915 Aleldom Az % 9lrhThe World. 2013 21)

N
f

H|o17} F<tatk glolE] 4= (Gathering data)

AfolH] 7o) Auto] B0 g Hopakx| 7L Foksh 3t FEsle] ARE 4=
HatAL el JEE MEAl skl =2 7l = Zloloh vIZE A+t
i HlofE] S UIERAL, AR, Aim sl I7ES B 92 A, Ee
Q7SS 2sto] =4 B welAon S Hel AR ESshe ARt
YRS Lok AT 9IS Himgol® el (cracking) o2t Ash=t] 7€)

all

Fgedolehan 3 4= ok Q7 e WAES Bilow slopo] 14t
U Hek Fobahe Soflle] st WO R o]Folx)7]E St Al Ale]
25 WAL AP Ak e Aol Hl A SIS AR 5 A

off AFgA L= sl Aol weol ofFefRink. T15kE ¥ o (backdoor) = B
FHr=o]efal FHiStering, Bruce. 1993: 61).

A= n|shS AR 3t Alo]] Ao 49] HRSISS AlEsal u]sto] B9 &
2 AlAS flsl 20039 o vl= s (NASA), 53]= hE, 5#% NSRS
vl=r F5rE] ol AEAoR Rstels 244 - tiatit At QI s de
2 Lol weh WA Ehss BfolRE #|R)(Titan Rain)o]2fal tggsle] ek aat
Ao Ao Zlom AR AIHHGraham, B. 2005). W= o]5la 224%{<l
S ol e] Ao WAl Qe jhd 19994 @Ajore] F5rE o Sy
T HOENE O] vl Hob ArE] AJLHo)o] A5A] HUTAIIEQ] A9 Yl 2
(Moonlight Maze)”Xe. TJIEZ]S] Ao]u] 1|91} 5L 59] Stk Bob Drogin, 1999).

@ AB)2s A2 Denialof Service Attacks : DoS)

Aul 2 AT AT, BT ARHEE) Be YeAWERE) o=
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I A HSFE AILEE ThekA] oAl anAE HREE o8 = g
UEE= S48 Wt A& S0 MEHA Ee it Aldo] diedt b7t 22|
Al ste] Q] AR ARAE Al = g sY ARlA Al e
AT AAIZ e 2l Rtk 34 o] divfile] A AarE W AR
off F5slo] 5471 57 Al HIESIA] EAlol H5tozH Bleo] | sF
B AMBIAE vRR|A7 = olt) 20009 28 AlA] HRE] violEe] QIETUL AH]
2 AL oFF(Yahoo)@F 22HQ1 28 QL oH|o](EBay)oll HiRt EAEACR

ABA7E S A7 Si3EAQL AH|A ARG A o] Tk (Kumar, S. 2010: 88-80).
® Al2#] 33 (Equipment disruption)

OPMIFE 55 ARSI HIE IR AAIE ofell shafsh A WRlth Al
28] v Hghs "= 7RV IAECD S22 AE e Rl o)
e HFFEIL e AR JFRS Holdl Atel uhy] FA R ti =7t
WA 28AA, = S A, A AR S5, SAIAISE), A,

AL 5 =7 7] tigk 2830 Aolks zeisto] w7ke] ARE AH|

252 TN e 34S Uitk sl Ssdhs Aol Bz vt

go] MR, AAE 55 ARgel aEIeE e SAEE AR dide®

o}
54 A =% th(Clay Wilson, 2006: 7).

rlo

3) AlO|H El2{2| Alz|et Ch=t

7P 2Ee] s7tol| gk oJm=AQl HarE 542 ofl~E oK (Estonia) 5 2}=o]|
ﬂ%’fﬂ Afo|H A o] Qlgith 1418 2007 49 27ANE] A#lelo] 5 17U7A] o)
2ol w3, 4 T, 288 T1e]aL IEARe] e et oF A eIt
Zo|¢ItH(lan Traynor, 2007: Russia accused of unleashing cyberwar to disable E).
*Poltﬂ SAolE AHARIEC] AEAt dlE & A AH|2 o8- S6HA Sk Al
A A A 1210] Aekst BRI TA Oﬂ—EHOP g7t
UME ZE B Arfet YIEQ=/Ee] wlaliE WAfsl] fls) e Al2gle
ChEAlA == Aol Qithlarry Greenemeier, 2007). Alo|w] FAL gAjolr} 27
AR Zlog deRlcy 2007 6d 25 o AEUol thEw d=e dds
(Toomas Hendrik Ilves)i= A T &} T o ~EUof =717 |TRAlE Wl Hfel
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speh e A gl Bel AU AR, Ao BAS e o
A= Aot & 2SR A} (White House. 2007; The Economist. 2010). o] A~EL o}
Sol thet Aol FA4E it WAREOAlE Akt 23S oA =3t o]
ol 20071 6% 149) oA |HNATO) Bi9lst HAHE0] HFolA] i of
B5jo}E 7w Afolu] eha SIS AU

3. Atojy] A (cyberwarfare)

1) AtolH Ei2{ete| JHE 72

AfolH] AL AtolH] F7to| A ol ARo] HAS Wetth w7eh vt
S “AfolHFlolgh ol 77} Afolu mE A O R thE w710 FHIrE
U HES]=e) 2Esl= di9letar Ao)dickRichard A. Clarke. 2010). A2|2] oJwS
s Qlal] F2ret Teks Zefistedi= AlolH] HH Y] WIS HolxlA AR
A5 AEstEaL shAY o= gt w7kE AEATIEE o offollA Alkek=
AtolH] ZAe- 71 AZpdo] Alold Eiet E TRy e E R TIefRk AlojH 7Y
off th85t7] FI8F Afol] R a2 sk Alold g(tolehs s7hEAAbR
Ao RS Rk w7EA] AEp BE0] Al o et Afolr] o] T
Sk AAA Q] AHEEo] Eojok gtk ofof = s TS RS A} Alo]
B A (Information Operation & Cyberwar)0]e}il E7HE%02 T s/ S}
(Clay Wilson, 2006: 7). Afo]] AL A A 0 & =7} s H4 0w oF A4y
ofel= TalollA Zrof| thek uet e at A3y seloll thek AlAI#I ofal
= 21A17] AlelH] RS tinfsls w7 Pl A Rl AlolH] Z|9ke] ofERto
e FAT 4 Qe ARE IS AARL

AP Afole] A2 Al Fz]of ofgk Aol Helol vlsl uf-9- At v]E-
o & aE AE ME} 64?<H olgh, F3h, F=, BlAlo} 52 A
Aol WA s #-85¢1 AL Sk mlsE AlA] 273] Ao s
A7 =7 RIS (NSA) & 245 71E4E 4 ARV RskaL
R7E AfolH Aol theh Aol Telar Qlek. T1of whebA vls e <g=
H O YERT FES 5t S iE (Joint Task ForceGlobal Network
Operations : JTF-GNO)"S $-85]31 QJTHPeter Brookes, 2005).

F
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Aol Fusine] s SARA o5t Aol ol U} Auo] 9915
Aehfol b 298 Aojela Fof ol2o] itk & AuEEe Ax 1 A
2 AR Getow yHso] Ao Sk AEolA 717} B2 3 Ao|tHClay
Wilson, 2006: 1). Ao ZA& ulx] ai7fo] Fajeio] Abgat $1go] SAAAA

F4#0l 319 YHolgldl At ok, EA o atele] ua 7|zo]g)
¥l el ok, slelo] Zv)et ko] mlmh Rojulalaick. Aol e wA
& Bt Al 0] HlaErks Y7k 9k ARl ARAR e s 7h
bt e Fasieks e onlgic), Tme) Aolu] A 71t et 2t
wl mjefe] 2ALe f ol Blelo] SAg @A) ArisEe] Age] Arfz oh
1, EHoR 9912 2% Uebt AulEA] A dlsbaael Faelae @ 4

%
the 2 2nfshs Zlo]th(Clay Wilson, 2006: 3).

39

2) Alo|H Yol Sy 5

il

(1) Atoy Alg]3&H(Psychological Operations : PSYOP)

Kot Alekgate Ay FuSe] 4 S ojEat FHAo R Ay
1] el AQle] Bl GG 710 BA0R o) RS Aoly] B
SiiA] ek WiRj e m Aol Adshs As %LUJDP. "’ﬂ* = U]j?% 200
O]F/}ﬂ Ao stk 4 3
& &0l olet= HA - Fal A w=Af ok A]

o
-z

O
o
>

[kl
rlj
)
o
£
o
-9,
rd
%
DO\I

o
<
o F
Uc;l' O_x_‘
FO" ?
i
'“ el
E é
)
I _L‘Ll
52 [
FIO :(Oi'
o &
Mo B X W of

Ao sl ) oA A0 e sbslel oleke A5 Uil A1l
B RS oplaick Aol A2lae ARHom Auo] o)k 9% 2olz}
= ol Apolu] ARl otk WS gt FAlo] Anka BAVE Bk
ol ARAHAE A7 o] itk ejuloMolt. 49] iR BAolch A}
HAEAEL: v]Pjo] AL i 5 341291 2219] o7} ofe} thso] Ale]d
ofsf -2 Zlojeal qith oleRt ¥oA AtolH HElde s 8- o]
Hulch Afon] Aejd S8 Afo|] AR oJuf Zof| A RS A1 FFT
o §12) Ao 5% /PR DA SasfoF 3 HEo]thjoint Chiefs
of Staff. 2007: 2).



Aol ohofl Cht 2rhEEy|e| Mot drarMof et na 339

(2) AP HRA (Military Deception : MILDEC)

AP Y PX-]@/]]LDEC).Q Aoz ol 1,__4 AR o2 w3
slo] ot AL Seafslo) QlojA Luke: 1A &), EASE 1%L sl B Tl Q)
Yo gho M ol (ARRPAS: Adad o R Sagaly] flet Al
bl Sols wrel), ZE Ao} 59k 59 MaelAl B Alold] oJodo)Al¢]
do= K=o stold AAZRQ] Qe fwsl AR A
Zloet. o5 59 20039 ok ZAAollA] w2 AA] dEA%
k! AZ Wsfislr] flal ol2t=Le] lojeloll aE2bEA] 7de]
H LA A 358 VHS0], 2 F]9ARS GiEslo] olelal o] Ik ESHe
5, 5 L AsH whEo A AA| nlsre] AR Aol ok mef glo] A

How 2E ol 4= QlQIth(Latimer. 2001: 6-14).

=
2
o
ol
o
gan
)

(3) ZA R (Operational Security : OPSEC)
MR ohU| X Ao slold ofte] 2
A FORIS St 4 ks B8 A7 E Aol Aolale] B Aol
= AHAlshs G FAE Welt 1gER 9o A HIRe
feilelo] Tz Folo] Tk 113 Sl=Ael st HAbAle] Belglis Gusier
Fgol Klavkes WA F== Aol olle S 20034 o= A Wik
ofeEL ol AN AR WISl Slal S jel=o) Huri Foll
Aol BAEl0] S R o) galEl witet gl AR w4
ik olelaL Wuet So| A4 AEo|H Taek vl S0 HAS F 4 9=
7o g gst Y8-50]%0tk(Clay Wilson, 2006: 1-2).

) AFE YEYI FZ(Computer Network Operations: CNO)
e UIESA -S4 A= HsrE UEXHZE S48 sk 4,
OF=r9] APEL A LHE Hosk= A, ARk m—aﬂg SkE-o 3Rk AE Ak
FH7IHS BYsto] AIAIEY A YEAE Q) o8 AL mF 23t
shoh 2412 A, A UEHA W) (Computer Network Defense: CND), =4y,
HiE] UERA 2 (Computer Network Exploitation: CNE), A4, HFE UEL=A
54 (Computer Network Attack : CNA)S] 37122 LIt}
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0] s HarAo] whE wlsiE 214017] 2T SpRiE e A
3t 7154 5 Fl(oint Functional Component Command for Network Warfare
: JFCONW) & Adsto] -8 Folgfal $Hc(Clay Wilson: 4). 5 Fol= it 23]
0 Aolu] HAL BAjo PUEGA AL Yt ) BiEo] ork
2 PARS U uel Aol AAE ST e 251 98 Suel]
4 ol 9ol A Aol 2L S ok
Br1EE njme] YEga A Slat 7%
A i ol ko] e} YEeimel M) AN BFIsAL 2l
A A oo wAEA AFEA ALTS B4 4 2l ool

Aot fd"%l’?l’E}(US Joint Publication. 2013: 3-13).

.

3. AXPEA(Electronic Warfare : EW)

1) HxpE™o| o|o

AP o] e e e HIESA 12|al WA Sof AR
sl 21714 o 2] (electromagnetic spectrum energy) S HHEol= HAAEER] A}
T 5] HAEIE ARgSte] Alehe FARYflolct B4 el AlelH KA
deto R dofr7| i ATk Ato]r] ZAo] Afolr g1t Mo M-S et
AL AfolH] 37 o] )] AA] ARl Rl A et HollA Afe]

AL AN 7S AEShe W EAE AR AT IE ARl Ak
2ol RARgS koM AfelA] A D2 YiRf A2 dsiMe =7 7]
S 5 EE At EsiE 2ishe A ] Aol oI aiee] AR
NS AREste] AriAlEe] HarE], Bt et 5 s8] T1e]al B A
U HEEA)] S5 ARShe 2 ARl ds T defA| s SlmAg]ef A
= FEAA FeEs B 7S PR SAL 1k, WA, ke, oA R
Al Tl A BHAE 7isks el w ¢ E 4= 2Uti(oint Publication. 2013: 3-13).
L5 vl A AARIA sl 2dE AxbAe et =kl vle
2|0 Az A=A} 20019 oFE7 ek 207, 200399 o2k Ao At
A1) s ftglo] IRk o 35 whof $RH 2003139 of2ta WA At
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o] Aatol ik, At So] uti glo] ARt we ARt o]27)
I BIEEE FA] ERAsle] BN “FA YA Paralld War) S 430
sfo] upgsheha ofeta Ewsmulois 9 g WEAE ek ZeshE el
HAARE As1e] Azl vhe| S 2ofshs AR 5 Ajo]u] 7l
Aok FE Qo] Sels} Aj7Ick dApHo R Helsleirks Ale ErkEa v

= -
9, 28l %], GRw, AT AASo] okl /1S IR 4 gl 1o
Sleis g ojulskey. ojgla el E9% 1. ot of 35uk W % AL

= . o= [e)
= A e Qleeidel TS Eptohs 9] A (navigation warfare)”E-
Z]

vl 2lt] e & ATEe] el tigh AR gefom, o el A
& FoIA of=ell EIRt W82 WEEA] @l she soi WEiEol Aks A oR

S VHEA] 5 AR E] 0] WE Sl AlEe] AT QLeS Zeksu
LS AARES Rk sl ehle, TV, AFE, A5,
|, 2, ulklel 5 QAR BEoli

o
7158 nhlAI7IE Ao AAe] AAS SHOR WEky)s Zoleti 8 4= 9]
1!

o 72 73 elel A9le) Aol thalol TR ERl 449 a7k Zolel o
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4> QItK(oint Publication. 2013: 3-13).

AR Aol FollM 58 HESA o[ &(CNE)& &dtole iE +
I Qlek 2o Alolulde] SAPY AR AvfE H Aol Z5rE HIEL =]

alde|o] JEste] 150 Hlojugo] el FHolE HARRL JeAlE MUHES
e QUURAL Bk A v s o] A vis i) AHirE et HEHAE
Joiel QIAEHA] Sl oF A nide]of Hapoto] Aige] Hloju st 2.5]2
FHROIAl F1919) Ve AlwslEs ool 25D 4 Qe EE 2SRl
(David Fulghum, 2004). tlofv]=of] wp=rd 22 v 5=k vz #]of 4] 2000172
2003 ATA=AEE Suter 13} Suter 223l EFCRAL {htk o]7le: = Aol 14

ox Um

2 13 ASEe] Aolut A YO R El BURS o Ak Wit 5
OF BAS S WS S U Eoks Aolth oMY AWA A\
TS G $HE st 20l 938 2T HEE S Aol

r
~
T
N
mlm
I
. %
Lo
_;:
H
E
JFr
s
OE
-111
N
)
=
re
iu
[
=
flo
I
122!
o
<
=
o T
1o
ottt
oz

o) ef212 spto] o], b Aol 2A09] o1
gt %}E—ﬁl TS 71l HEEe] JRgA] Sl & Ao mH IAAE
A AU 22KE EA sh= F7]12 SZ2hkhigh power microwave:

Y
b
&
£
o
20
>
~
3

HPM)L} 723t thil H*7] % (Blectromagnetic Pulses : EMP)S- AMESl= HAAZE
2} o] ek, AR WA SR 4417 5 e nE vlo]z
o] B HPM R ARAAS FESAZ AL, AR A o m= IARE Akl 15
A st AR A FEAT|IAY = 31919 A ASel HEE 205
HEo] A= e et o= Stk oIS 501 20034 oj2iaiete] xdAoflA]
olekL AT WA AR R £AE Eajet 4 g Alak 24 20
ST e} w3e A5l wAel AAEl AXEgAe] A ) 1%ele)
UPOELEOHO]EE USAIA, S AR B71E AR8sto] W7 UiF-e] Hire et )
E91518 71eHs] $aAAT 25 olekal ARIERS -85 SRkl Dunham,
Reuters, 2003).
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V. Alo]H QtHet J7Pge 7|+

1. 7i&

o Aol gele SN TR ARl Bl ol Adate] welut 4
2] o] ofe Rt ZA0) gofolct. etk ARA] THlelAlRE ek Aol
A Ao el Z}to] AF|Re AH B e Fasiohil 31 9k 4= ¢
. Aol $7le]] Tigk AAAR] A BERAL Z20] AuE Agste] AaE]
EAELY] weiyko 2t Fajo] ofele: Aol Hlel el et A4 Hag,
o) slofe] TR sl el A, WA el e i
5 Aol gjel] oiiet AIE THESH SAEok o) 3o) mae gl W]
MRS T AR} QAL S1et o] ki 3 ﬁOlD}.

weba] Zhke mle g e aoke o Shool delshs a1 SARA
o) FEATS o] A A4 ol Elsle] AmHo R Hola gl tela}

d

F

i)

=
(e}
o
i
e
N
rr
‘
o]
N
o
o2
i)
k]
%0
£~
a
RS
§—
@]
’:3
V)
o
o
N
@
[
)
oL
H
o)
o]
e
N

49 i e S0 ) Al 245 o el 2

2ie) Aol wg% lefgrle] mom DlﬂHXdXM e we Anglo s 3
FRbRLO] QpALe Ao R WAL 9l webd Srbgne] delole ds rhe
Al At mie a7t ek e Alels ZAo] apshs Aol
A& W) oleke 1 AR B a el Bl togee] ) AEs) w4
R UlgomA] ARSI ] Bael wels AR §F w7} 7+ wabge) A4
o] Zl8l 0] @Eoé@jolﬂ—(ﬂay Wilson, 20006: 3).
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2. Atol# Qrwio] Tig 27bgE el e

1) AOIHZY 53 FH|2t Ajo|H 32 2=ef S29| MAIZHY mfef

A 7P E7 A= Aol AAege] st o o=k S Al AEd
(PSYOP), A 2FA (MILDEC), 21X ¢HOPSEC), 73EE] LﬂE 2= A (CNO),
RAAAAEW] et olaie} T 52 Fulshs Ao] Wslc) wk w7bgR

715 11 AARPAALo A S Ak A A S1E|al AREET) ok S &)
HIE1e] Ajolsf eflef ofike: ol it el Aoluf M o) ol WS

o el sliok 3 Zlojck. Altago] Alo]u] 2%
o R Al Qe ol olie] 4t

Iﬁ
ﬂ
Kl
H
O:::_4

i3

oS 25n 18 78 A
% % 2 205900t sfejeks ofe] Aol Aol o
2k A} 571 el ALk 249k oleka A ofn] 2

ilson, 2006: 4).

517
2
N
2
N
=2
Mo
©
P
g
g

7P ET | =S Alolw] FL7|of AP F712] M|AIA w ) ARk So)E
ftET) 2 34 - mhelstal Qlojof it o] 7l AtAE Q] FA1ERI Ale X
71 AA] gt Tihe Sshs AL ofuTh AR f oA AkEl=
ZARAE] 52 slAlEkE ek A2 MRS 4= Q= Zlo =, vigE go] 7
TR S ESISE Aiete] et =
D} AfolH] Ao w7t Ere 298 S ast = A
NI, 7RIS FAl= w7 PRI A1) =AY o]#el Zlo|HE Aol A
o] oJgko] oo PR 28 9JFo] = T YR e Fut
2ol FHHClay Wilson, 2006: 5).

» E
H
0=

3) Afo|H =x|iHe| metnt A
7P| AfolH A 5 AtelH] ool gt A A %ﬁ‘%ﬂr@ﬂ Zt=t9]
A=A - 1A Yo =451 ulelslo] ol AaddxlSo] Sul=24
SH=S Ag ok 2t 1998% 1994 E14Jok A Aol 7] AL
3l vz} 9leh 20024 G-§ AAFS-L SlolH|=L MR 3]ol= H2|5le] oA AE

o_>|i
£
rE
o of
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B SEE ekl FAlkE A4 olE =ERt HE Qltk(Andrew Rathmell,
2002). 3t 20019 119 23§ A%} o]A}S](EU Council)i= &7} Hok| B0
A, AolH gejoll Qlota] Zb=re] WIS SUstaL Zh=o] AP o] AAISkE
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of Excellence (CCD CoE)& A3ttt 5 7|9 NATOZRE 20089 104 28
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AU FBI Z3FE] W A 2lehe ATk SESCHClay Wikon,
2006: 7).
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[Abstract]

A Study about the Direction and Responsibility
of the National Intelligence Agency to the
Cyber Security Issues

Han, Hee—Won

Cyber-based technologies are now ubiquitous around the glob and are emerging as an
"instrument of powet" in societies, and are becoming more available to a country's
opponents, who may use it to attack, degrade, and disrupt communications and the flow
of information. The globe-spanning range of cyberspace and no national borders will
challenge legal systems and complicate a nation's ability to deter threats and respond to
contingencies. Through cyberspace, competitive powers will target industry, academia,
government, as well as the military in the air, land, maritime, and space domains of our
nations. Enemies in cyberspace will include both states and non-states and will range from
the unsophisticated amateur to highly trained professional hackers. In much the same way
that airpower transformed the battlefield of World War II, cyberspace has fractured the
physical barriers that shield a nation from attacks on its commerce and communication.
Cyberthreats to the infrastructure and other assets are a growing concern to policymakers.

In 2013 Cyberwarfare was, for the first time, considered a larger threat than Al Qaeda
or terrorism, by many U.S. intelligence officials. The new United States military strategy
makes explicit that a cyberattack is casus belli just as a traditional act of war. The Economist
desctibes cyberspace as "the fifth domain of warfare and writes that China, Russia, Istael
and North Korea. Iran are boasting of having the wotld's second-largest cyber-army. Entities
posing a significant threat to the cybersecurity of critical infrastructure assets include
cyberterrorists, cyberspies, cyberthieves, cyberwarriors, and cyberhacktivists.

These malefactors may access cyber-based technologies in order to deny service, steal or
manipulate data, or use a device to launch an attack against itself or another piece of

equipment. However because the Internet offers near-total anonymity, it is difficult to discern
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the identity, the motives, and the location of an intruder. The scope and enormity of the
threats are not just focused to private industry but also to the country’s heavily networked
critical infrastructure.

There are many ongoing efforts in government and industry that focus on making
computets, the Internet, and related technologies mote secure. As the national intelligence
institution's effort, cyber counter-intelligence is measures to identify, penetrate, or neutralize
foreign operations that use cyber means as the primary tradecraft methodology, as well as
foreign intelligence service collection efforts that use traditional methods to gauge cyber
capabilities and intentions. However one of the hardest issues in cyber counterintelligence
is the problem of "Attribution". Unlike conventional warfare, figuting out who is behind
an attack can be very difficult, even though the Defense Secretary Leon Panetta has claimed
that the United States has the capability to trace attacks back to their soutrces and hold the
attackers "accountable".

Considering all these cyber security problems, this paper examines closely cyber security
issues through the lessons from that of U.S experience. For that purpose I review the arising
cyber secutity issues considering changing global security environments in the 21st century
and their implications to the teshaping the government system.

For that purpose this study mainly deals with and emphasis the cyber security issues as
one of the growing national security threats. This article also reviews what our intelligence
and security Agencies should do among the transforming cyber space. At any rate, despite
of all hot debates about the various legality and human rights issues detived from the cyber
space and intelligence service activity, the national security should be secured. Therefore, this
paper suggests that one of the most important and immediate step is to understanding the

legal ideology of national security and national intelligence.

Key words : Cyber security, Cyber terrorism, Cyberwarfare,
Electronic warfare, The fifth domain of warfare



