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Fax Sender Verification Technique Based on Pattern Analysis
for Preventing Falsification of FAX Documents

Youngho Kim*, Hwangkyu Choi**

Abstract

Recently, in the course of business processes a variety of abuse cases of fax documents is
common in general corporate, government, and financial institutions. To solve this problem, it is
necessary for a technique to prevent falsification of fax documents. In this paper, we propose a new
fax sender verification technique based on pattern analysis to prevent falsification of fax documents
only using the received fax document. In the proposed technique, the fax sender is verified by
analyzing the communication signal patterns between the fax sender and receiver and image pattern
in the received fax document. In this paper, we conduct the experiments that apply our technique

to real-world fax systems, and then tamper-proof effects were confirmed from the experimental
results.

Keywords : FAX, FAX Sender Verification, Pattern Analysis, FAX Document Falsification
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(Figure 9) The Fax Image for National Pension
Service
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(Figure 10) Received Fax S/W Log for
National Pension Service
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Items Detail Information
CID 0234859993
DCS 1,5,0,2,0,0,0,3

X—Coordinate | 158,2038,1464,2042 (Color is

Y—Coordinate | black in the whole area)

<Table 10> Referenced Pattern for National

Pension Service
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Items Detail Information
CID 0262335635
DCS 0,5,0,2,0,0,0,3

X—Coordinate | 158,2038,1464,2042 (Color is
Y—Coordinate | white and black in the area)

<Table 11> The Pattern of CF-340 Fax
Terminal

of g ‘FUAFFE EAES v
S < 12>s @tk olsh ol AR
CF-340 #~ddrs o] g3 A~E 7]
A} v AR FEol g g
48 FAANA B Bxst okl Qo B

=L -
Ak ¢ Qdrh

<3} 12> CF-340 #2d "y 7|29 " vl
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Items Decision
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CID 0234859993 | 0262335635 X
DCS 1,5,0,2,0,0,0,3 | 0,5,0,2,0,0,0,3 X
X—Coordinate Black White or «
Y—Coordinate ac Black

<Table 12> Comparison of CF-340 Fax
Terminal Pattern and Referenced Pattern
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Items Detail Information
CID 0234859993
DCS 0,3,0,2,0,0,0,3

158,2038,1464,2042
black or white)

x—coordinate (Color is

y—coordinate

<Table 13> The Pattern of Electronic Fax
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Referenced |Internet FAX .
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DCS 1,5,0,2,0,0,0,3 | 0,3,0,2,0,0,0,3 x
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<Table 14> Comparison of Electronic Fax
Pattern And Standard Pattern
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