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IT security service provides customers with the capability of protecting the networked information asset and infrastructures,
and the scope of security service is expanding from a technology-intensive task to a comprehensive protection system for IT
environment. To improve the quality of this service, a research model which help assess the quality is required. Several research
models have been proposed and used in various service areas, but few cases are found for IT security service. In this work,
a research model for the IT security quality has been proposed, based on research models such as SERVQUAL and E-S-QUAL.
With the proposed model, factors which affect the service quality and the best quality measure have been identified. And the
feasibility of using quantitative measures for quality has been examined. For analysis, structural equation modeling and various
statistical methods such as principal component analysis were used. The result shows that satisfaction is the most significant
measure affected by the proposed quality factors. Two quality factors, fulfillment and empathy, are the main determinants of
the service quality. This leads to a strategy of quality improvement based on factors of emotion and perception, not of technology.
The quantitative measures are considered as promising alternative measures, when combined with other measures. In order to
design reliable quantitative measures, more work should be done on target processing time and users’ expectation. It is hoped
that work of this research will provide efficient tools and methods to improve the quality of IT security service and help future

research works for other IT service areas.
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<Figure 1> Structure of E-S-QUAL Model
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{Table 1> Summary of Previous Works
. Base Quality Factors
Domain Model (Quality Measures)
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. System Quality, Information Quality,
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Certificate[12] SERV-QUAL | Security, Safety(Satisfaction)
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<Table 2> Measurement Models

Factor '\C/Z?S' Questionnaire, Formula
. EFF1 |Increase of Work Efficiency
Efﬁcll7ency EFF2 | Reduction in Processing Time
(7 EFF3 | Reduction in Cost
FUL! |Rapid Technical Support
F“l?lli)”]“em FUL2 | Fast Update
FUL3 | Quick Response of Security Patches
. COV1 | Easy-to-Learn Screen Layout
Con\[/tlegl;ence COV2 | Intuitive Menu Items
COV1 | High Degree of Ease-of-Use
EMP1 | Personal Treatment
E[rlnpe;t6h]y EMP2 | Considering Customer’s Interest
’ EMP3 | Understanding Customer’s Needs
ROY1 | Intention of Continual Use
[Ii(;),/a;tly] ROY2 |Preference of Current Service
ROY3 | Intention to Recommend
) ) SAT1 | Overall Satisfaction for Security Service
Satisfaction - - -
18] SAT2 Se%nsfactmn for Technical Ability and Performance
SAT3 |Kindness and Courtesy
Quality[8] | QLTI |Level of Perceived Quality(Scale : 1~10)
Quantification QNT1 | Processing Performance = 1/[Processing Time]
Index 1
Quantification QNT2 | Saved Time = Target Time-Actual Time
Index 2




<Table 3> Result of Reliability Analysis
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<Table 4> Factor Loading(Varimax Rotation)

<Table 5> Analysis of Causal Relationship

Meas. Component

Var. 1 2 3 4 5 6

EFF1 .023 390 319 335 533 142

EFF2 .049 251 335 282 .699 192

EFF3 242 -.067 078 087 920 -.014

FUL1 228 489 155 574 171 190

FUL2 207 189 293 766 246 121

FUL3 197 212 154 844 128 .098

CoVvl .057 309 756 116 167 .049

Cov2 .146 126 822 202 198 .098

CoVvl 247 109 882 156 067 044

EMPI 170 159 078 143 076 909

EMP2 .697 .140 126 190 179 497

EMP3 .740 .100 .193 227 .095 484

ROY1 .660 498 211 154 205 .092

ROY2 741 456 .099 175 151 .002

ROY3 770 447 187 147 048 -.019

SATI 257 790 213 .140 154 188

SAT2 308 779 .169 192 .020 117

SAT3 323 51 .195 274 025 018

4.2 Qluf

e
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CENE-GR T
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e A 57l ATREd AR Y
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S, mE 0, o

[e

A 2SR ZFel vigk AdaiA B AAS
Aok 2gasl W@ ARAFet Wald $AE2 <Figure

3, 7 23 92 G ARAFE <Table 559 2.
0 FI% AT 7P A

1

Ag, 18 A

t} 23 oro] Wald EAHFE A3AS T4 oA
S "ilFe ge= 5% A 1.96, A=

i AatAG7E 2] shrbar S

SAE BN e APAda HelA o QA7) Z+
7} 0233 0.12%2 YERstt) A3 o] Wald BA S 1.95
2 90% A F Foll A Folsh ubd Hel Ao Wald 57

g2 13302 BAHCR Fo3t 5o & v =
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A8 QAL 05602 FAL M e dEks Fuk
HEE R e Ay I el HeAdol vk
o] JFS v FH Byl Qx| FHo]
S FE 892 Ay Ttk s/l BYEE A
Aoz WA FALS WUHE Fdo FEHoR 4T

E;g:g¥ Model Coefficient st\{van?sktjic
#1 Loyalty -0.00 -0.444
#2 Satisfaction -0.11 -0.95
Efficiency #3 Quality -0.13 -1.35
#4 Quanti 1 -0.13 -0.89
#5 Quanti 2 -0.16 111
#1 Loyalty 0.23° 1.95
#2 Satisfaction 056" 4.07
Fulfillment #3 Quality 050" 439
#4 Quanti 1 0.07 0.46
#5 Quanti 2 0.09 057
#1 Loyalty 0.12 1.33
#2 Satisfaction 0.16 1.64
Convenience #3 Quality 0.05 0.60
#4 Quanti 1 0317 2.56
#5 Quanti 2 027" 225
#1 Loyalty 056" 6.43
#2 Satisfaction 0.21%* 227
Empathy #3 Quality 0.43* 5.41
#4 Quanti 1 0.01 0.11
#5 Quanti 2 0.03 0.28

p <0.10, "p < 0.05.

Security Service
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Quality
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®Loya Ity Quantittive

 quity (S)satisfaction ()pnhete
<Figure 3> Causal Coefficients
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